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Executive Summary

This deliverable proposes an informatics model for disclosing data
between instances of the BiobankCloud platform when using the platform
in virtualized or federated environments. This model will be not
implemented during the project’s lifetime. It is a proposal for further
developments of the platform when adopted by an organization with
several instances of the platform. The model will facilitate the
implementation of data sharing of high-level information (MIABIS 2.0) and
omics data. By implementing this model, data can be filtered at several
levels: EU laws and regulations, national laws governing the biobanks,
institutional regulations, study constrains, subject restrictions (consent)
and restriction for sharing omics data.
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1 Introduction

One of the objectives of BiobankCloud (BBC) platform is to facilitate the
sharing of biobank data in a secure distributed cloud environment. The
BiobankCloud source-code will be distributed through two main channels;
through an open source software repository (www.GitHub.com), free for
anyone to download, and through a formal institution or organization that
has implemented the BiobankCloud platform, including all the services for
data storage, analysis and metadata sharing. As open-source software,
the BiobankCloud only provides the framework for big data storage and
bioinformatics analysis. In this case, the data controller uses the software
individually; with no integration with other instances of the BBC. No data
sharing is thus possible.

Beside the storage and analysis of genomic data, the BBC platform aims
to facilitate the sharing of data in a regulated and controlled cloud
environment, which is the case when one instance of the BBC is
implemented by one organization. In this case, the regulatory and ethical
framework designed in D1.2 and D1.3, and implemented by WP2 and WP3
as well as the biobank data model based on MIABIS 2.0 [1][2]
implemented by WP2; fulfil the requirements for sharing data among
biobanks and researches.

Nevertheless, the most relevant value of the BBC is sharing data among
several instances of the platform. A model representing the granularity of
required biobank disclosures will ensure data sharing based on constrains
at all levels of data ownership: EU laws and regulations, national laws
governing the biobanks, institutional regulations, subject data (consent)
and restrictions for sharing omics data. It implies to design a disclosure
model that involves the main levels of data access: non-sharable (data is
only visible locally), protected (authorized partners may see the data),
and public (visible to all).

Even when it has been a notable cloud adoption in bioinformatics in recent
years [3] and there is a transition from classical biobanking to e-
biobanking [4]; the use of public clouds in biomedical research and
biobanking remains as a “taboo” question. WP4 has developed CHARON
[5], a new cloud-backed file system capable of storing and sharing big
data in a secure, reliable, and efficient way using multiple cloud providers
and storage repositories. We are going to explore the possibility of
integrating CHARON file system in our disclosure model architecture.

In this deliverable we define an ethic model to disclose data among
instances of the BiobankCloud platform taking into consideration all the
levels of constrains. It is a general model without involving very specific
definitions. This model is intended to be a guide for developers that will
continue the implementation of the platform.
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2 The BBMRI-ERIC case

As stated in D1.3, the regulatory and ethical framework is implemented
for officially established organizations that host the BBC platform, for
instance a research institution or a research infrastructure as BBMRI-ERIC
which will adopt the BBC platform as part of its IT Common Services.

The main bio-resource to be shared in a biobank network is a bio-
specimen or sample (blood, tissue, etc.) and its associated data. BBMRI-
ERIC is creating the operational and technical ground for biobank
interoperability among the countries members in a way that bio-resources
can be discovered, accessed and shared in a distributed and controlled
environment. At the metadata and aggregated levels, data is published in
the national biobank catalogues and integrated to the European catalogue
for centralized querying [7]. Once the researchers identify candidate
samples for the studies, the process of getting samples is quite manual;
the researcher contacts the biobank or principal investigator, and gets the
samples. If the same specimen has already been used in other studies and
has generated data, for instance, genomic data; it is quite difficult to get
the datasets from the biobanks and generally it's difficult to know (-from
the biobank perspective) if any data has ever been generated from a
particular specimen or sample.

In this scenario, there is no need for automated disclosure processes
because the real disclosure occurs at the physical biobank. The
information about samples has been properly aggregated in the
catalogues hence there is no need of data de-identification or
anonymization.

This is not of course the optimal scenario. BBMRI-ERIC aims to integrate
most of the components of the biomedical research cycle, from biobanking
to data and knowledge generation and sharing as shown in fig 1. The BBC
platform could be integrated as part of this research cycle for genomic
research. In this case, biobank management systems should be integrated
to the platform in a way that a particular sample in the biobank is
associated to genomic data generated through the BBC platform.
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Fig 1. Integration of the BiobankCloud platform into the biomedical research cycle

Fig 1 proposes a general architecture to integrate the BBC platform into
the research process. This model requires the implementation of services
and tools that allow biobanks and research informatics systems uploading
data to the platform and linking data from the platform to the biobanks
management systems.

In the BBMRI-ERIC context, the BBC platform will be adopted as part of
the its IT Common Services. Two main architectures can be implemented:
(1) centralized: one instance of the BBC for the whole organization and
(2) distributed: each country or institution implements and manages its
own instance of the BBC platform following BBMRI-ERIC regulations.

3 Levels of data disclosure

Why disclosure of data? The BBC platform can be implemented in several
geographically distributed sites. For instance, an international organization
as BBMRI-ERIC will implement the platform in several institutions from
different countries. Several research groups from different institutions can
carry out one single biomedical study. Data and results from previous
studies can be required for the new study to pool data together or to
reuse existing data and knowledge.

Following the requirements from the BiobankCloud Model Data
Management Policy (MDMP) designed in D1.5, D1.2 and D1.3 and
implemented by WP3 and WP2, it's possible to control that only the
controller can access the raw data.

There are two main ways to share data in the BiobankCloud:

1. Single instance of the platform: One institution hosts the
BiobankCloud platform and the users of the platform (researchers)
share data among them. In this case, the actual implementation of
the MDMP covers the needs of sharing data among researchers.
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2. Several instances of the platform: Several institutions or
organizations in the same country or in different countries host the
BBC platform. The BBC users all together, could share data among
them. In this case the sharing of data should be driven by a
“disclosure filter” that ensures that no data is exchanged without
following the ethical and legal framework. The “disclosure filter”
should answer questions related to: who is allowed to receive what
from whom under which circumstances.

3.1 Data disclosure: main levels

3.1.1 Single instance of the platform

When the BBC platform is implemented in an organization that rules the
use of the platform, the MDMP ensures that data in the platform follows
the ethical and legal framework.

In D1.5, section 3.3 we proposed the creation of an access committee to
evaluate service requests and grant access to the platform services.

In this case the sharing of data occurs inside the boundaries of the
organization. The controller authorizes researchers to use the data in the
bioinformatics workflows but raw data is not accessible for downloading.

3.1.2 Several instances of the platform

When the BBC platform is implemented in a distributed environment
(several institutions, countries, etc.) requirements at different levels
needs to be met in order to share data among BBC instances.

The ethical filter should cover the following levels:

1. International and EU: Acts relevant for the entire BBC platform,
presented in Deliverable 1.3 and listed below.
2. State: National regulations for sharing human samples and data
3. Institution: Institutions regulations for sharing human samples and
data
. Biobank: Biobank regulations for sharing human samples and data
. Sample Collection: Sample Collection regulations for sharing
human samples and data
6. Study: Regulations for sharing samples and data from a particular
study
7. Consent: Consent from the sample donors to use the samples and
data
8. User authorization: The BBC user is an authorized member of the
organization

Ul b~
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In the case of BBMRI-ERIC, the eight levels of “ownership” have to be
controlled by the disclosure filter. If the BBC platform is implemented
outside EU, laws and regulations between EU and the third countries need
to be harmonized in order to share data among the different instances of
the BBC.

The most central legal and ethical acts and guidelines relevant to the
entire BBC platform are the following. It should be noted that the list is
not exhaustive.

Council of Europe Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data [8]

OECD Guidelines governing the Protection of Privacy and Transborder
Flows of Personal Data [9]

EU Data Protection Directive 95/46/EC [10]

Council for Int’'l Organizations of Med. Sciences & World Health Org.
[WHO], International Ethical Guidelines for Epidemiological Studies,
guideline 2 [11]

Council for Int'l Organizations of Med. Sciences & WHO, International
Ethical Guidelines for Biomedical Research Involving Human Subjects [12]
Council of Europe, Convention on Human Rights and Biomedicine,
Concerning Biomedical Research, and it additional protocols [13]
Declaration of Helsinki Ethical Principles for Medical Research Involving
Human Subjects, World Medical Associations [14]

4 Data model for disclosing data between BBC instances

The model is based on requirements that need to be explicitly provided to
the platform for each level of constrain. A knowledgebase-like database
containing the rules or conditions to be satisfied for each constrains level
and “facts” that can be used to evaluate the rules, needs to be in place.
Those “facts” can be found in the data associated to each Study through
the LIMS and through the security toolkit as defined in the BiobankCloud
Model Data Management Policy (MDMP) and implemented by WP3.

Components of the disclosure model
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4.1 Rules database

The rules should be based on:

e Laws and regulations (International, EU and national)
Contracts between controller and processor
Contract between processors (instances of BBC)
BiobanCloud Data Management Policy and user policies
Rulings (eg: ethics boards)

Rules can be stored in a database representing conditions to be satisfied
in order to share data. For each level of data ownership rules need to be
defined.

This knowledge can be formally represented through decision trees. There
are several decision-making tools that can be integrated to the platform.
Nevertheless, for this specific case, a simplistic approach is to
consecutively evaluate conditions using AND operator. It means that for
each level of disclosure (international/EU, national, organization, biobank,
study, consent, user) rules are stored as a list of conditions to be
satisfied. The order in the list is relevant and the operator is always
“"AND"”. The values of the fields used by the “rules” are stored in the
metadata DB as part of the BBC LIMS and the security module.

Example:
A requestor from Studyl wants to use data from Study?2
Study?2 can share data if:
e Condition 1: Study?2 has ethical approval
e Condition 2: Study2 as consent for use of sample data for research
on an disease "Diseases of the respiratory system”
e Condition 3: Requestor is an authorized researcher
e Condition 4: Study1l has ethical approval
e Condition 4: Studyl is conducted on disease "“Diseases of the
respiratory system”

The “Disease” is one of the attributes from MIABIS associated to the study
and stored in the metadata database. According to the BBC MDMP, the
Ethical approval has to be uploaded to the platform before the raw data
can be stored and processed. Only authorized researchers can access the
platform for data sharing.

4.2 Metadata database

It is already part of the BBC architecture and contains high-level
information about studies following MIABIS 2.0 standard and also
information about ethical approval, consent, etc.
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4.3 File system

The BBC file system stores low-level data (raw and processed data).
CHARON file system can be integrated to the platform to transfer data
between BBC instances and from public cloud to the BBC instances.

4.4 Actors

Two new roles need to be added to the management system of the
platform in order to share data between instances of the BBC: “Provider”
and “"Requestor”.

Actor Role Description
BBC platform Provider Determine if requested data is available
and if the requestor has right to get the
data
Requestor Authorized member of the BBC
federation that request data for analysis

4.5 Disclosure filter

The disclosure filter is a software component that uses data from the
metadata DB where information about biobanks, sample collections,
studies (MIABIS) is stored, and from the Rules DB where rules are defined
to identify when conditions are satisfied for sharing a particular dataset
from the platform (fig 3). The disclosure filter evaluates requests to grant
or denied access to dataset.

In D1.1 we proposed a general data model for representing the biobank
data. That model included classes to represent the regulations at the
different levels of ownership: country, organization, biobank, sample
collection and study. Those classes can be part of the disclosure filter (fig
2) and should contain the properties and methods to be used to define
when data can be shared.
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Fig 2. Class diagram including rules at different levels of data “ownership”: country, biobank,
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Fig 3. An authorized researcher makes a request to the BBC. The Disclosure filter search for facts
in the BBC metadata DB and tries to satisfy the rules in the Rules DB. If data can be shared to the
requestor, the BBC services for transferring data from the platform file system make the data
available to the requestor.

Each instance of the BBC has its own disclosure filter based in particular
rules and regulations required by the organization and the law applicable
to the organization.

5 Disclosing omics data with CHARON

As mentioned before, CHARON is a cloud-backed file system capable of
storing and sharing big data in a secure, reliable, and efficient way using

BiobankCloud — D1.4 Disclosure model page 13/18

317871 7




SFUTRGLIIHNIN 2OIANKCLOUD

multiple cloud providers and storage repositories. In the present
disclosure model, CHARON lies under a disclosure filter that verifies who is
allowed to access what from whom under which circumstances.

The controller is not free to share all the data stored in the platform.
Some constraints for sharing are applied to the data related to regulation
or to the nature of the data itself (privacy protection, quality of the data,
etc.).

Only authorized data can be shared through CHARON file system.
CHARON does not share non-sharable data because it has to remain
within biobank boundaries. Requests for non-sharable data are denied by
the disclosure filter even before CHARON would receive the requests.
CHARON facilitates the access to public data from different biobanks. But,
the most interesting usage scenario is using CHARON to share protected
data available in several biobanks.

Figure 4 presents the protocol executed when a user intends to use data
from other studies. In this case, every user belongs to an organization
that has the BBC platform installed on its boundaries. Such platform
already includes a functional instance of CHARON that initially contains no
data on it. A centralized BBC catalog contains information about sample
collections and studies available for sharing. The data in the catalogue is
systematically updated by the BBC platforms. The data follows MIABIS
standard plus other relevant information about the datasets and
bioinformatics workflows used to process the data.

The steps performed on the protocol from Figure 4 are the following:

1. User consults the centralized BBC catalogue and chooses the data
he intends to access. The catalogue only presents metadata related
to studies that consent to share their data. This means that only
data available for sharing can be discover through the catalogue;

2. User requests data access to the BBC from the organization he
belongs;

3. The disclosure filter from the Requestor BBC verifies the credentials
from this User;
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Fig 4. Proposed architecture for implementing the disclosure filter integrated with CHARON
cloud-backed file system

. If the user credentials were valid, the Requestor BBC forwards the

User request to all Providers of interest;

. Each Provider verifies on its disclosure filter the credentials from the

Requestor BBC;

. If the Requestor’s credentials and info were valid, the Provider BBC

informs its local CHARON to start monitoring the specific files of
interest, mark them as shareable with the Requestor, and send the
respective sharing token to the Requestor;

. The Requestor receives the confirmation that the requested data is

ready to be shared and accessible through CHARON from each
Provider;

. The Requestor informs the received sharing tokens to its local

CHARON and acknowledges the user that the data is available;

. The user is able to see the available data and is ready to start

processing or fetching it (depending on the type of data);
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Upon a user request, the Requestor fetches the files from the
other biobanks and provides them to the user through the Web
interface from the BBC platform.

When the data is accepted for sharing, it doesn’t mean that the user from
the Requestor BBC will download the data. The data is transferred among
BBC instances through CHARON file system and then only the predefined
bioinformatics workflows are allowed to compute over this data.

6 Remaining questions

The proposed solution for sharing data between BBC instances implies the
development of services and tools, for instance, the centralized catalogue
containing metadata about the data stored in the BBC instances, the
implementation of the disclosure filter and the integration of CHARON file
system in the platform.

In order to have a real integration with biobanks, interfaces should be
developed to associate data in the BBC instances with samples in the
biobanks management systems (LIMS, LIS, etc.).

The proposed solution is a general model that doesn’t capture all the
required details for its implementation. For instance, how BBC instances
upload metadata about sample collections, studies and datasets to the
centralized catalogue.

Exact rules for data sharing can’t be defined in this deliverable. This is a
process that has to be carefully carried out by each organization
implementing the BBC, adapted to the national law applicable to the
organization. The BBMRI-ERIC ELSI common service will be able to
provide support in the process. It is important that the rules for sharing
data for each level of data ownership be defined keeping in mind the
requestor.

The disclosure filter should provide enough flexibility and simplicity to
allow non-IT experts provide rules for each level of data.

So far, the CHARON system will not be used to transfer private data that
could lead to re-identification (e.g., whole genome data). Nevertheless,
more research should be done in order to be able to securely compute raw
data in an anonymized way to be used as part of analyses in other
instances of the BBC. The homomorphic encryption [15][16] is an
example of solution that may fit for this purpose in the future. However, it
is still in its early days, provides very few operations over data, and its
performance needs to be improved for practical usage in big data.
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