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What is an adaptation?

What is an
adaptation?
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What is an adaptation?

| need a
new CPU and
more RAM
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What is an adaptation?

o?g‘ade
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What is an adaptation?

We adapted

the computer
to our needs
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What is a service adaptation?

What is a service
adaptation?
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What is a service adaptation?

3 machines
providing a
service
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What is a service adaptation?

The service
becomes
overloaded
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What is a service adaptation?
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What is a service adaptation?

The service
adapted to clients
demand
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+ “Infinite” elasticity 3
o Create new instances
o Destroy instances
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* Different VM types
* Monitoring tools

« Pay-as-you-go model
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+ “Infinite” elasticity 3
o Create new instances
o Destroy instances

« Group membership
o Insert new replicas
o Remove replicas
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* Different VM types « State transfer

* Monitoring tools K Adaptation heuristics

« Pay-as-you-go model
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Motivation
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of adaptation of
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Our goal is to SUpport dynamic adaptation
of replicated services
in cloud environments

Contributions:

1. FITCH (Fault-and-Intrusion Tolerant Computing Hardpan)

2. An experimental evaluation (2 use cases + 3 experiments)
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2. Adaptations of replicated services

Adaptation solution Performance Economic Security

Increasing the number of service instances x x
Reducing the number of service instances

Upgrading the resources of repls

Downgrading

Moving re X

Moving se

Moving repl
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2. Adaptations of replicated services

Adaptation solution Performance Economic Security

Increasing the number of service instances x x
Reducing the number of service instances x

Upgrading the resources of replicas x

Downgrading the resources of replicas x

Moving replicas to different cloud providers x x x
Moving service instances close to clients X

Moving replicas away from attackers x x
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2. Adaptations of replicated services

solution Security

Increasing the number of service instances x x

Reducing the number of service instances

Upgrading the resources of repls

Downgrading tk . peﬁO"m
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