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1. Context

Human genome

GTAGTAAAGTTAGGTTTTCATCCTTCTGTTGCATCCAGGATAACAGTCAGACTTCTTGATGGCC CGTTGTAAAGGGACTACTACTCCAGAATAGTCCCCCCTGTCACTAGGAAGACATACAAGGATT
GGTGCGGGTCAAGGATACTAGGTGGATTGGGTGGCGTCACCAATAGCACGAGCGAACCAACA GCTGATGAAGAGGCTCCTTAATCTGCACACTGGTAAAATGCAACTTATAAGGTGGATTAGAAA
TATAGTTAGCATAACAGTATGACTTCGGACACGCGGTCTGTACTAGTCAATCAACGACCCAGCAC AGCCGATCCCACAAGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAAATGTAGTATGTACTAGC
TGACTGGGCGTCGAACGATCCTAATTAGTACGTATACTCTGTTGGATTACCAACTATCGGTGTGGTTAA AAGAATGTACAAGCTAACCCAAAGTGAACTGCAAGATGCGGGGATTAAATTACTTATGAGCCCAGGG
\GAGCTCCCAACGTGTCAGACATACTGAATTTTCCGCCGCGAGACCTGGAGGAGTATGGGAGGTAACGCTAGGCTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGGTATCAAGTGG GATGTCAGCCAAGCAAAC
TATAAATCGCCAAAGGCAACAAACAAAGGTATCCACTACCAGGAGAGGCACAACTA AGCAGTTGAGATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGCATGCGCCGGC
TCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAA CAAAAGGTGCAACGACTGTAAACAACTCTGAGAATGAACCTTTAGGCTAGGTTCT
CGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGGGACAC TTCAATCTCAGGCTAGGCAGATCCTGTAGTCCTTCTGTCACGAGTCATCTCGCA
ACCCGAGAGGACTTTTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAA TTTACCCACGAGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTACGAATC,

GCGCACATCCAGTTCAGGTGTGAGGATACAATTT( CTATCCGCCTAGGACCGACGATGTCAAGATGGTC(
GGCTTCTACGTAGGTAACAGGGAGGAGCAAACCG ACCCTACGTGGGCTATGTTTGTGCTCTAGAGTGCA
‘CCTTAGCCCTTCTACCCCCGTGTAAATTCTTGCGGC [ ] @ ‘GCGCTAGAATCCGG CACGCCAGTGCGTTAAACTC
GAGTTATCAGCAGGGGCATCTGTATAAACTCCTTC! TTATCGGTTCTGTTCATACGAGGTTATGCGTTCTT(
“GTGTTCTAACGTGTACGCTTAACGCTTGACAGTCT ATCGGGGAACACTTGTCTTCTACTTGGGCTGTTCC
CTTGTGCTAGCCACTAAATCCTGACGACCGGTATT iTAGAGTGTCCTCATTATGGGTTGCGGGACTCTGC
[GTATTGTTGCACTACCATCATTGGAGCCGCTCGCC . TGACCTCAACTAGCCTGTGCGCTGCACGGATACTT(
TGAAGACAGGCTTCTCCGGTCTATGGGTAGTCTTT GCCAGCTGAGACGCGATTGATAGTTTTTCAGGTGT
ITCCAAAGCACAGAGCGATATGCCACGACGGGAT! iTCTTAAGACAGGCTTCTCAAATAATCTAAGCACTA
TACCAGAATTGGCGAATAAGGAATATTAGACGTG TGCTAAGGTCGGTCGTCTGCGGATCTCGCTGTTTG

“CTAGGGCGAAGGGATAGCCATAGGCAAATGAGC SGTGTATATGCACCTCTCCGCATAACTCAATCCAG!

GATGTTCTTGCTTGTGAGGCATTGAGCGTAGTTGC bt TTTCGGCCGACTGAGATGGTAGCCGGCGTGAACC(
TTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAC AAGACTTCGCAATAAGAACCAGACCAAGAGGAAC
GACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCC TTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAA(
[CACTTACAGGATATAGTGCGAGTACGCGGGAGC( iIGCGTATTAGCGATGACAGTCTTAAGACAGGCTTC

TAAGCACTATACCTATGTATACCAGAATTGGCGAA \AAAACGGCACCAAACTCTTGCTAAGGTCGGTCGT
CGCTGTTTGGTCGCGGGTCCTAGGGCGAAGGGAT/ \TCAGAGACAACCAAGGTGGTGTATATGCACCTCT
CAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATTGAGCGTAGTTGCCGTGACCA ACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTTTCGGCCGACTGAGAT
GTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAACAG TCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGA
GAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAA TGCGGAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAG GTTTCCCCGAAACTCTGTG
TCGAGAAGAACAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAG TTACAAATCCCAGTATCGTTTAATAGGCCAGAGTCCAGTAGTAGTGCCATACGTGGTAACA!
ATAAACGGCGGTATGTGGTTACGCTAGAGAAGTATAAGGTGGGAAGATGCTACGTACTGA AAGCAGTTTAGGTCTAAGCACGCCAACTGGGTTTGGTTTTTTAGTTGGGTTAAGCCTCACC
\TGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGGCCACGCCGAGG CGTGTTGTTACGAACTTTATTTGCAACCATCACGCACTTAGAAAAGCTTTTTGACTTGGGCC
ATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAG CTGCAGGCATAGACACATATTTCTGCTGGCCGTCGACTGCCTCCGCGATCCGATAGGTTCAG
GTTTAAGTCGGCATGCACTCTAACCAATCGTGGAGCAACAAGACTTGTACCGTTGACCCAG GTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAAT
GCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGGTACCCTAACCACTAAAACACA TCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAG CATTTAACGAAGCGTCAAGC

CAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGGGT GGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTAC,
CACGTTTTAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGAATAGGATCTCTATACTA CCTACCACTCACGTATATGACCCGATATATAGAGGAGTATTATTCGATGAGTTATGCGCGE
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1. Context

Genomic data
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1. Context

Genomic data
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1. Context

Motivation

Human genomes are
critical and difficult to store at scale
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1. Context

Motivation

Critical:

* Impact several areas—medical, social,
legal, etc.

e Hints on individuals’ health status and
identity

« Large sample collections accelerate
breakthroughs
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1. Context

Motivation

Difficult to store at scale:

 Upto300GB per sample
« Sequenced several times during life

* Whole populations instead of a few
individuals

* Storing 1M human genomes:
S65M - 1styear, $35M / year = next years
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1. Context

Open problems

Privacy-awareness:

v' Privacy-protection with differential privacy and fully homomorphic
encryption

[ Detection is a long-term ambition from the research and clinical
communities

O Manual classification or orthogonal to published works

Data reduction:

v Referential compression for FASTA (reduces more than 700x)
 Quality scores have higher entropy and no reference (most use lossy)
O Sample and read IDs make block deduplication inefficient

1 No study on genomic specificities for deduplication

Storage auditability:

v Auditing the integrity of stored data in untrusted repositories
O Opportunity to audit data access in untrusted repositories
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1. Context

The PhD

Title:

Efficient Storage of Whole Human Genomes

Main Goal:

Design and develop a set of tools
to advance the efficiency and privacy-awareness
in storing human genomic data
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1. Context

The PhD
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1. Context

Ecosystem

\ Hospital/Biobank
0O !
\ V' } :
Sample : Data
Donor . @ Sequencer
‘ Sample
00 Manager
aa i
Data \
Consumer . i
= Data
Q Storage O E
Attacker Auditor
[C]sme | LISBOA | 2M  Detecting Privacy-Sensitive Human Genomic Data 7/30




1. Context

Manage
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2. The detection

Detect the relevant portions for privacy

CTCAATAGGCGAGCCTCTGTGAAGTGCTGGTGCAGCGAGAAAGAGCAGAGTTAGGAGCACTCAAGGGGACATGTTTCAACGCTTGGACTCTACCGTTATGTGGGACGGACGGCGGGTTAAAAGGTGTAGTGATCCCGCACGGACCATGGTTCCCTT
CTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAGATGTGACCTTTGATTTCGCGCGCCCGAATGAAGTGTATCTCGATCACCCAAAGGCACATACACCTTGGAGCCCTTGTGTAGGAC!
5CATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTCATCTGGGGTTAAGTTTCAATTCTGATGGTTGAGAGATGATGACCTAGGACTAGGGCACTACTAGTATCGGCAGGTAGGGGGGG
\AACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTGCCGTTAAGACCTGATCATCCTGTTAGGGTTCCTGAACGCGTGGATCTGCAGCCAGTTCCGATCCCATCGCACGTGGGTTGGTCAA

ATAAGGGTA AACCCGAACATCAAAAAT ICTGAGATGCTTATTCGA, TTCTTGTAAAACCGAGA' ACGACCACTAGCTGCTG/ ATGAGCTCG.
CTCGTCCTAT CATTTGCTTGTTGGGCGA AGAGGCAATAACAACT1 TGGTGCTACACGAAACA GCTAGATCCATAATGGC( GAACTGGCG
_CATCAATTG AGCCGTCTCAGTCCCTCT( 3GTCGCTAGTGGGTTCTC TAAGCGATGAAAACCAT!I AGCGACAGACAATGTAC! ITGCGTTGAT
CGTAGTAAA( TTCTGTTGCATCCAGGAT1 TTGATGGCCTCGCATGA AGGGACTACTACTCCAG TCACTAGGAAGACATACA iGGGGTGCG
\CTAGGTGGA CAATAGCACGAGCGAAI [GGCCGCTGATGAAGAG \CACTGGTAAAATGCAAC "AGAAACGTGCTCGCGTA GTATGACTT
TCTGTACTA( AGCACGCGCTAGTATAC GGGTTCAAGCTTAGCTC \AATGTAGTATGTACTAG CTGGGCGTCGAACGATC TACTCTGTTG
ATCGGTGTG( ‘GTACAAGCTAACCCAAA TGCGGGGATTAAATTAC! TGTGGAAGCAGAGCTCC TACTGAATTTTCCGCCGC STATGGGAG

CTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGGTATCAAGTGGGATGTCAGCCAAGCAAACCACACCAGGATATAAATCGCCAAAGGCAACAAACAAAGGTATCCACTACCAGGAGAGGCACAACTAGTGACTATGAAAGGTCCCTGGAT
GATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGCATGCGCCGGCGCGGGTTTGTTTCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAAGGACTCCGCGGATCCCTTTTTATAGGGGCGCAAAAGGTGCAAC
\ACTCTGAGAATGAACCTTTAGGCTAGGTTCTTGACGACACCCGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGGGACACGCATTAGTGACACATAGATGAGTGCTTACGCGTTTTCAATCTCAGGCTAGGCAGATCCTGTAG
GAGTCATCTCGCAGACCTGTACTACCCGAGAGGACTTTTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAAGGTGCGTTAATCTCTCTGAGAAGGGTAACAGCGATTTACCCACGAGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTAC

CTTAGCGCACATCCAGTTCAGGTGTGAGGATACAATTTCCTGCGTGGGCG/ TGACTATCCGCCTAGGACCGACGATGTCAAGATGGTCGACACGATATGGC
AACAGGGAGGAGCAAACCGTCAAT AGGCCTTTGCAT STTTGTGCTCTAC 3GTCCTTAGCCCTTCTACCCCCGTGT!/
CGGAGATGGCCCGGAAGCGTCACT; TGGCGGGCGGA! iICTGATTACCGAC CATCTGTATAAACTCCTTCGCAGCCT
CACCGATTCGGTTGAGTATGTAAGA IATATGCGCTAG! GTGTACGCTTAA TGTCAGCTACGAAAACGACGTTTCT
TGGGGACTAGTCGTGGACTTTGGT( iGGAACACTTGT! SGTATTTCGCATI ‘GGCAACGAGTTATTAGAAATAGTA
GCGTACTTGGTTAGTGTAGAGTGTC GGGACTCTGCC! TAGGTAGACGG!/ AGTCAAGTCCACTGACATGACGGTA
CTCAACTAGCCTGTGCGCTGCACGG AATGAAGACAG! _CAACCGTATCG! GTAATCCAGCGTTCGCCAGCTGAGA
GTTTTTCAGGTGTCGTTGTTCAATTC SATATGCCACGA! GAGGCGTATTAC A\AGACAGGCTTCTCAAATAATCTAA(

TGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTLLU 1UUUALLAAU IAATAU I LAALULUUU I 1 1U1LTILLALAARRALUULALLARALTCTTGCTAAGGTCGGTCGTCTGCGGATCTCGCTGTTTGGTCGCGGGTCCTA(
\TAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGATCAGAGACAACCAAGGTGGTGTATATGCACCTCTCCGCATAACTCAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATT
CCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTTTCGGCCGACTGAGATGGTAGCCGGCGTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAAC
ACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACCAGACCAAGAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAACATTGCGCGCCCGCTCT
TAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAACAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAGTTAGACTTTTAGTGACGCTTACAAATCCCAGTATC!

AGAGTCCAG GTGGTAACAGAGCTTAC ‘ATGTGGTTACGCTAGAG SAAGATGCTACGTACTG) TACCTTAAGCAGTTTAGC \CTGGGTTTG
GGTTAAGCC ATGTTGGATGATCCGTCA TCGCGTTCGTACCGCCCG “GACAGCGCGCCGGCCG! CTTTATTTGCAACCATCA( CTTTTTGACT
GGCACATTG: CTCAAAATTCCCTGCGTT( TACAAGCCGAGGGCCAC 5CAGGCATAGACACATA ‘GACTGCCTCCGCGATCC! CTCTCGCCCA
GCCCGCGTA, IAATTACTTACACGACCA/ ATAATAGGCAGAGCATC TCATGCGACCAGGCATT, =4 ITCACTTCAAGTCGTGAT ATGCACTCTA
3 AGCAACAAC \CCCAGAAGCCTTGTCGA AGGATTCTTGTGGATTAT GAAATCTTAAACCAAGG TGCTGAATGGACTGCAT 3CCCGGTCGC
CTAAAACAC/ CTAGATCGCTGCCCGGCC ‘GCTCACTATACGTAGCA AAGCCCTTACCTAACAGC \AGTGGCAAAAGTAAAA TACAAACTGC
AAGAGTATT CATTACATCCCTTTGGCT! GCCCCCGCGCCCCCTACA TTTTAGTGAATGACAAAT CGCATCTGGGTAGGATC CAGCGTTCA(

TCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAA(C
CACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGTCGCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCTGAGTCAAGAAATTTTCGCGATAGCTTTATAAATTCTCCTGGCGAC
TAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTCTGTAGACCGCAGCCAAAACCGCAAGTAAGCGTCGTGCCC
TTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGGAAAGTACATGGTGGTTGCTTGCTTCCAGATGGTCTGATT
GGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTTCTTACCTATTCGTAAACCGGCCAAAGGCTCACTGCAGCAGTGACAATCATTGGTAAAGCCGGGTCTACTGCCCTCACAATGGTTT
TCCAGATCCCACATTGGGACGTCCGGGCGCGGTATCGCGAGCTTGGTGGCTCTCGCGTGTAGACTGCTATCGGGGGAAGTTCGTGAAAGCTCAACTTCTGGAGGGAACGCCCGTTTATCTACACCGAGATACACTTAGATTAGGCAAGACAGAAAAC
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2. The detection

Concentrate our efforts

most
effort

CAGTAATATACTTTCAACCTTTCGAAAGACTAAGCCAATATCGATTGTCACCAGCAGAAGCCGGCGCAACACCATAGTC
GCATACTCAATAGGCGAGCCTCTGTGAAGTGCTGGTGCAGCGAGAAAGAGCAGAGTTAGGAGCACTCAAGGGGACA
TTACCTCTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAA(
TCGCTGCATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTC
ACGGAAACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTG
AACCCATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGATGCTTATTCGAAC

ATACGCTCG™ T T e T T T A T A T e A e e Tt "TAACAACTTA
GCTTACCAT( GGGTTCTCCT
GTCGTCGTA TCGCATGACC
GGATACTAC TGAAGAGG(
CGCGGTCTG CTTAGCTCC(
CAACTATCG! 'AAATTACTT
CTAGGCTGC AACCACACC,
GTTGAGAT# ACTTCTACC(
AAACAACTC TATCATGGC
GTCACGAG1 TTCACACAA
GCAAACTTA "ATAGGAAG
TAGGTAACA \CCAGTTCTA
TGCGGCGGA iGCGTCTTTG
CATACCACC( iTTCATACGA
AGTTGTGG( STTCGGAAA
GCCTCGCGT TGTTGCACT/

GTGACCTCAACTAGCCTGTGCGCTGCACGGATACTTGGGCCCGAAATGAAGACAGGCTTCTCCGGTCTATGGGTAGTC

TCCTTAAATGAGC TGATAGTTTTTCAGGTGTCGTTGTTCAATTCCAAAGCACAGAGCGATATGCCACGACGGGATTTCGAGAGCTAGGTGA
ACCTCTTCAGTAG ACCTATGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTCCGTGGGACCAAGTAATAGTCA!/
GCCGTTAAGACCT AGGGATAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGA
CTGAACGCGTGGA AGTTGCCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTT
CCCATCGCACGTG AACAAACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACC
GAGGATACAATTT GAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAAC
TAGGACCGACGAT AGGCCAGAGTCCAGTAGTAGTGCCATACGTGGTAACAGAGCTTACCCATAAACGGCGGTATGTGGTTACGCTAGAGA
TGTCCCGCTTGGC AGTTGGGTTAAGCCTCACCTCTGAGCACATGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGG
GAAACTCTGTGGC TGTGCGGCACATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAGGGCCACG
ACGCGGGTAGTCA AAGTTGCCCGCGTAATCAAACGACAGCGAATTACTTACACGACCAAGGTTGCGAGGATTATAATAGGCAGAGCATCC/
TGACGCTTACAAA CGTGGAGCAACAAGACTTGTACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATC
AACCACTAAAACACAAGTCAGACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATT
ATGTCAAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAA
ACCACTCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATAT
TCCAACACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGT
AGAGTAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTI
AATGCTTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTA
TAACAGGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTT
¥ . . . . . . .
Gltnclas U LISBOA | oision™ Detecting Privacy-Sensitive Human Genomic Data 10/30




2. The detection

Specific contributions

1. a study on the privacy-sensitiveness of
human genomes

2. a method to detect the privacy-
sensitive genomic data

[C]sim | LISBOA | b Detecting Privacy-Sensitive Human Genomic Data 11/30



2. The detection
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2. The detection

Aggregates all known
privacy-sensitive
sequences

Knowledge
Database

BN
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2. The detection

Detects privacy-sensitive
sequences by consulting
the knowledge database

Knowledge
Database

BN
=
]
DNA-Privacy Sensitive and
Sequencing Detector Non-sensitive
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2. The detection
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Creation of knowledge databases
Implementing the detector
Evaluation

o AW

Final remarks
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3. Creating knowledge databases

Knowledge
Database

B
=
]
DNA-Privacy Sensitive and
Data Input Detector Non-sensitive
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3. Creating knowledge databases

Overview

* Privacy-sensitive sequences
o disclose private information about donors

 We analyzed several attacks in the literature

* Attackers’ goals:
o Re-identification
o Extraction of sensitive information

* Threats:
o Short tandem repeats (STRs)
o Disease-related genes
o Genomic variations

[C]sim | J LSROA | 2 Detecting Privacy-Sensitive Human Genomic Data
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3. Creating knowledge databases

Short tandem repeats (STR)

 Small strings repeated several times

DYS392 = [TAT],

cgac TAT TAT TAT TAT cgca

* Individual profile:

STR n
DYS392 4
DYS396 23
DYS 618 17 -
[ Fe ke ]

[C]sme | LISBOA | 2M  Detecting Privacy-Sensitive Human Genomic Data 14/30



3. Creating knowledge databases

Disease-related genes

Disease Risks (100) Carrier Status (24)

4 Elevated Risks Your Risk Average Risk Hemochromatosis Variant Present
Gallstones | new 11.1% 7.0% Alpha-1 Antitrypsin Deficiency Variant Absent
Restless Legs Syndrome 2.5% 2.0% Biocom's Syndrome Variant Absent

more » BRCA Cancer Mutations (Selected) \fariant Absent
¥ Decreased Risks Your Risk Average Risk Canavan Disease Variant Absent
Prostate Cancer 12.7% 17.8% Cystic Fibrosis Variant Absent
Alzheimer's Disease |new 4.9% 1.2% Familial Dysautonomia Variant Absent
Colorectal Cancer 4.2% 5.6% Factor X| Deficiency \ariant Absent
more » See all 24 carrier status .

See all 100 risk reports...

Traits (50) Drug Response (19)
Alcohol Flush Reaction Does Not Flush Warfarin (Coumadin®) Sensitivity ncreased
Bitter Taste Perception Can Taste Abacavir Hypersensitivity Typical
Earwax Type Wet Alcohol Consumption, Smoking and Risk of Tvoical
Esophageal Cancer L
Eye Color Likely Brown
Clopidogrel {Piavix®) Efficacy Typical
Hair Curi 2% Slightly Curlier Hair on Average
Fluorouracil Toxicity Typical OJ
See all 50 traits .. b B
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3. Creating knowledge databases

Genomic variations

<0.5%

[Cseme | LISBOA | bt Detecting Privacy-Sensitive Human Genomic Data 16/30




3. Creating knowledge databases

enomic variations

Digestive system disorder
Cardlovascular disorder
Metabolic disorder

Immune system disorder
Neurological disorder

Liver enzyme measurement

Lipid or lipoprotein measurement
Inflammatory marker measurement
Hematological measurement

@ Body measurement

@ Cardiovascular mesasurement

00000000

@ Other measurement

({3 Chemical compound

(D Blological process

@ Cencer

@ Other disease

@ Other trait

(> Trait mepping in progress
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3. Creating knowledge databases

Genomic variations
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3. Creating knowledge databases

Known attacks

Short tandem repeats
Attacks
Use STR profiles to identify donors of 1000 Genomes Project

Forensic identification

References

Gymrek’13
Butler’06

Disease-related genes
Attacks
Direct-to-consumer genomic testing

Masking the APOE gene (related to Alzheimer) from Dr. Watson’s genome

Genomic variations

References

Goldsmith’12
Wheeler’'08

Attacks

Re-identification (few hundred SNPs are enough)
Acquire knowledge about targets from GWAS results
Acquire knowledge about targets from microarray results

Infer masked genes (e.g., the APOE gene from Dr. Watson)
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References
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Wang’'09
Homer’08

Nyholt’09
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3. Creating knowledge databases

Example: obtaining the STRs

1) Creating the long sequences

Flanking Left Flanking Right
(incl. Primers) Base Sequences (incl. Primers)
nda
TAwATTAy T
nda ROLGAT (A >
TAGAGG w1 Chy CGCAGTG v AT 4 TAT AAGGAA) wGGAT w,GTAGGTC
& ™ o« ™,
AAAGCCAAN‘AF‘AAAACAAA TAZJ!@TI:T GACCTAC&INT’.tATTCCTT
I V*PS M.
SACT TAT

2) Sliding the window with size S through each long sequence

TATTATTATITAAGGAATGGGATTGGTAGGTC

[2]

TAGAGGCAGTCATCGICAGT

>
>

3) Creating the blacklist sequences from each position in the long sequence

TAGAGGCAGT
AGAGGCAGTC
GAGGCAGTCA

CATCGCAGTG
ATCGCAGTGT
TCGCAGTGTA

TATTATTATT
ATTATTATTA
TTATTATTAA

AAGGAATGGG
AGGAATGGGA =
GGAATGGGAT
[C]sme | LISBOA | 2M  Detecting Privacy-Sensitive Human Genomic Data 19/30




3. Creating knowledge databases

Obtaining the sequences

STRs Genes Variations Total
Databases TRDB GeneCards s ch:-nomes -
Project
Number of 240Kk 20k 38M 38.3M
entries
DB sequences 22M 8.7M 1147M 1178M
DB size 660MB 87MB 34.4GB 35.1GB

Note: Any database can be used with our solution
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4. Implementing the detector

Knowledge
Database

BLCINN

| |=
] ]

Data Input DNA-Privacy Sensitive and
(NGS reads) Detector Non-sensitive
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4. Implementing the detector

Requirements

* Answer if a genomic sequence is privacy-sensitive or not
No label or pattern available (SocialSecurityNumber=123-45-6789)

* Fetch and lookup large amounts of data
Tens of GB

e Support a high throughput and scale out
A single NGS machine generates more than 300 000 bp/s

[C]sim | J LSROA | 2 Detecting Privacy-Sensitive Human Genomic Data
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4. Implementing the detector

Bloom filter

e Efficient data structure (space and performance)

e Testif an element is member of a set
{x,y,z}

(oJrjofrJr]jrJoJojofJoJoJrJoJ1]ofJo]J1]o|

S ———

w

* Does a specific value belong to the set?
* Definitely not (no false negatives)
 Maybe (configurable false positives)

* False positive affects efficiency only (not efficacy)
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. Implementing the detector

Open source-code

e

DNRA-Privacy
Detector

* https://github.com/vvcogo/dna-privacy-detector

GitHub - evcuon Explore Festures Enierprise Pricing

vveogo / dna-privacy-detector © waien | o

Detecting privacy-sensitive human genemic data

12 commit 1 branch 1 relnse 1 contributor

N -

B vveogo authored on 17 Jun

b master - | dna-privacy-detector / +

620rad4051 B

1 README.md

o

DNA-Privacy-Detector

DNA-Privacy
Detector

Detecting privacy-sensitive human genomic data

The ar
eoming

P is & method that
etly from an

detects privacy-s
1ee a knowledge databas

& DNA segm:
of knewn privacy.

and amino acid

The complete documentation about this tool is available in its Wiki page, where you may find how to
ebtain the nee y knowledge databe
use the dna-privacy detector.

how te ebal

the genemes for t

ng the toel, and how to

You can clone with HTTPS ar
Civersnn, @

GitHub

= This repositary
Sign in

Expiore  Fastures
*swr o | YFork o vvcogo / dna-privacy-detector
& cose | Home
Vinioius Vielmo Gogo editad this page on 17 Jun - 8 revision
ot ’@ DNA-Privacy
Detector
Grapt Welcome to the dna-privacy-detector wiki!
R . The dna-privacy-detector is a method that y detects pi y DNA
hee Tohet e segments coming directly from an input stream, using as reference a knowledge database

of known privacy-sensitive nuelele and amine acid sequences.

A tutarial on how 1o oblain th

va-privacy-d

tor and

4> pownioad ZiF available at

® Getting Started

The tutarials on haw 1o ablain the knowledge databa

ro available at

Obtaining the Short Tandem Repeals

Obtaining the Disease-Related Genes

Obtaining the Genomic Variations
A tutarial on how 1o oblain a whole genome is available at
® Obtaining Whole Genomes

This project uses a Bloom filter implementation available here
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5. Evaluation

Experiments

1. Percentage of privacy-sensitive
sequences in a human genome

2.Bloom filter size

3. Detector’s throughput
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5. Evaluation

15t experiment

How much of a human
genome is considered
privacy-sensitive?
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5. Evaluation

Percentage of privacy-sensitive sequences

100% T
12%
All-Together (11.3%) |
i 11% All-SNP (10.6%)|
© =
© 10%
)
o 75%T
Qv
2
=
(%)
o 0
@ 88.7%
) 50%T .
Y= non-sensitive
® | ] 59%
)
oTy]
©
i)
c
S 25%T
| .
Q
o All-STR (1.2%) |
1%
10% 1 11'3% ° All-Gene (0.33%)|
- 0% Y-STR (0.16%) |
sensitive
0%~
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5. Evaluation

100%

75%-

50%-

25%-

Percentage of Sensitive Reads

10%+

0%-

UNIVERSIDADE

s | ) LISBOA

Reduces the size of the problem almost

one order of magnitude

88.7%

non-sensitiv'e

A
11:3%
sensitive

12%
All-Together (11.3%) |

All-SNP (10.6%) |

11%

10%

5%

AlI-STR (1.2%) |

1%
All-Gene (0.33%) |

Y-STR (0.16%) |

0%
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5. Evaluation

2"d experiment

How big is the
Bloom filter?
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5. Evaluation

Bloom filter size

Y-STR -  AIFVAR —A—
All-Gene —w— All-Together —@—
"AI-STR ——

o)}

o

o

o
T

Bloom Filter Size (in MB)

0.1% 1% 10%
Bloom Filter False Positive Rate

0.0001% 0.001%  0.01%
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5. Evaluation

I size of the knowledge database
I size of the Bloom filter

Y-STR -  AIFVAR —A—
All-Gene All-Together —@—

Bloom Filter Size (in MB)

0.0001% 0.001% 0.01% 0.1% 1% 10%
Bloom Filter False Positive Rate
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5. Evaluation

Bloom filter size

Y-STR -  AIFVAR —A—
All-Gene —w— All-Together —@—
"AI-STR ——

o)}

o

o

o
T

Bloom Filter Size (in MB)

0.0001% 0.001% 0.01% 1% 10%
Bloom Filter Fals€ e Rate
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5. Evaluation

3'd experiment

Is the detector a
bottleneck?
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5. Evaluation

Throughput — Single core

(&)
o
T

Y-STR -  All-Gene —v—
All-STR —ill— All-Together —@—

N
&)
T

Throughput (in millions of bp/s)

;
3
)
]

¢
t

0.0001% 0.001% 0.01% 0.1%
Bloom Filter False Positive Rate
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5. Evaluation

Throughput — Single core

60N bp/s
2 50
O
@ Y-STR All-Gene
S All-STR clagm—O—
= All-VAR
&
£
-0
Q.
a
o)
3 17 +
=
13M bp/s

0.0001% 0.

NGS = 0.3M bp/s

1% 0.01% 44x 10%
Bloom Filter FX@e Posttive"Rat
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5. Evaluation

Throughput — Multi-core

)
B
o
o

200

100

50

25

17
13

Throughput (in millions of bp/s
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5. Evaluation

Throughput — Multi-core

480M
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o
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5. Evaluation

Efficiency limit = 8 th readS

(Is it? 8-core machine)

)
LN
o
o

T

200 ...................................................................

100 —Y o
'

Throughput (in millions of bp/s

50 L A g g e —
Y-STR
o5 All-STR ——
All-VAR =—l—
17 All-Gene —w»—
13 All-Together —@—
16 32
Detector Three®
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6. Final remarks

Conclusions
@ ‘ DNRA-Privacy 1
Detector N p N Bges
> EO) mEm
Data Input —l/ D’\IZI)Ae_tZ(r:it\:)Eicy —l/ ﬁﬁz?sitei\r/\z%r\]/i

There are privacy-sensitive portions in human genomes
* Smallest portion of human genomes (<12%)
* (Can be identified
* Detection is fast
* Incremental knowledge

Open-source code:
* https://github.com/vvcogo/dna-privacy-detector
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6. Final remarks

Following up

Submitted a new paper in Feb’17:
“How can photo sharing inspire sharing genomes?”
v" Some portions of data are more privacy-sensitive than others
v' One’s data may affect the privacy of others
v Systematically detecting the privacy-sensitive portions of data is feasible
v’ After classifying the portions, decide how to share them

v" The impact of data sharing is unpredictable
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6. Final remarks

Following up

* Intend to validate the efficacy of the method against IMPUTE2 and lobSTR

e BioSys-PhD (FCUL):
1 Francisco Couto, Margarida Gama-Carvalho, Mariana Pinhdo
o What are the determinants of human genetic individuality?
o Biological view from privacy-sensitive sequences

e University of Luxembourg:
1 Paulo Verissimo, Jeremie Decouchant, Maria Fernandes
o Risk assessment considering different levels of criticality in genomes
o Adapting our method for long NGS reads
o Exploring updated and other databases
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6. Final remarks

Publications

Direct from this PhD:

v" V. V. Cogo, A. Bessani, F. M. Couto, and P. Verissimo.
A high-throughput method to detect privacy-sensitive human genomic

data.

In Proceedings of the 14th ACM Workshop on Privacy in the Electronic Society (WPES 2015),
pages 101110, Denver, CO, US, Oct. 2015. ISBN 978-1-4503-3820-2. doi:
10.1145/2808138.2808139.

v" V. V. Cogo and A. Bessani.
From data islands to sharing data in the cloud: the evolution of data

integration in biological data repositories.
Communications and Innovations Gazette (ComInG), 1(1):1,11, Jan. 2016.

v" V. V. Cogo and A. Bessani.

Efficient Storage of Whole Human Genomes.
Poster in the EuroSys 2016, Poster Presentation Award, Apr. 2016.
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6. Final remarks

Publications

Related to this PhD:

» A. Bessani, J. Brandt, M. Bux, V. V. Cogo, L. Dimitrova, J. Dowling, A. Gholami, K. Hakimzadeh,

M. Hummel, M. Ismail, E. Laure, U. Leser, J. Litton, R. Martinez, J. Reichel, S. Niazi, and K.
Zimmermann.

BiobankCloud: a platform for the secure storage, sharing, and processing

of large biomedical data sets.

In Proceedings of the 1st Int. Workshop on Data Management and Analytics for Medicine and
Healthcare (DMAH 2015), Hawaii, US, Sept. 2015.

» F. Alves, V. V. Cogo, S. Wandelt, U. Leser, and A. Bessani.

On-demand indexing for referential compression of DNA sequences.
In PLoS ONE, 10(7):e0132460, July 2015.
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6. Final remarks

Publications

Submitted:

O R. Mendes, T. Oliveira, V. V. Cogo, N. Neves, and A. Bessani.
CHARON : A dependable cloud-of-clouds system for storing and sharing

big data.
Accepted with major revisions on ACM Transactions on Storage, Oct. 2016.

O V. V. Cogo, A. Bessani, F. M. Couto, M. Carvalho, M. Fernandes, and P. Verissimo.

How can photo sharing inspire sharing genomes?
Submitted to PACBB’17 (11th Int. Conf. on Practical Applications of Comp. Biology &
Bioinformatics), Feb. 2017.
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Completeness of the method

* Novel STRs:

o Notin STR databases = useless for attackers

* Novel genes:

Do not determine alone the contraction of a disease
May have no relation with any disease

May affect very few people (rare diseases)

Novel discoveries = correlate diseases with known genes

o O O O

* Novel genomic variations:
o No variation determines alone the identity or contraction of a disease



