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1. Introduction

Human Genome

GATGTATTCGGTAGCGAGAGGCAATAACAACTTAGCGGGTAGAGTCTGGTGCTACACGAAACA
CATAGCCGTCTCAGTCCCTCTCGACTAACTAGTATGGTCGCTAGTGGGTTCTCCTCCCGAATACA
GTAGTAAAGTTAGGTTTTCATCCTTCTGTTGCATCCAGGATAACAGTCAGACTTCTTGATGGCCT
GGTGCGGGTCAAGGATACTAGGTGGATTGGGTGGCGTCACCAATAGCACGAGCGAACCAACA

CAGCTAGATCCATAATGGCGGTGCACACGTGATGAACTGGCGATTAAAGCTTACCATCAATTGT
AACCATCAACATGGTTGCTGAGCGACAGACAATGTACGGGACCCCACTCGCTTGCGTTGATATH
CGTTGTAAAGGGACTACTACTCCAGAATAGTCCCCCCTGTCACTAGGAAGACATACAAGGATT
CGCTGATGAAGAGGCTCCTTAATCTGCACACTGGTAAAATGCAACTTATAAGGTGGATTAGAAA
TATAGTTAGCATAACAGTATGACTTCGGACACGCGGTCTGTACTAGTCAATCAACGACCCAGCAC AGCCGATCCCACAAGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAAATGTAGTATGTACTAGC
TGACTGGGCGTCGAACGATCCTAATTAGTACGTATACTCTGTTGGATTACCAACTATCGGTGTGGTTAATTCTAAGAATGTACAAGCTAACCCAAAGTGAACTGCAAGATGCGGGGATTAAATTACTTATGAGCCCAGGG
\GAGCTCCCAACGTGTCAGACATACTGAATTTTCCGCCGCGAGACCTGGAGGAGTATGGGAGGTAACGCTAGGCTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGGTATCAAGTGG GATGTCAGCCAAGCAAAC
TATAAATCGCCAAAGGCAACAAACAAAGGTATCCACTACCAGGAGAGGCACAACTAG GAGCAGTTGAGATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGCATGCGCCGGC
TCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAA CAAAAGGTGCAACGACTGTAAACAACTCTGAGAATGAACCTTTAGGCTAGGTTCT
CGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGGGACAC TTTTCAATCTCAGGCTAGGCAGATCCTGTAGTCCTTCTGTCACGAGTCATCTCGCA
ACCCGAGAGGACTTTTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAA TTTACCCACGAGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTACGAATC,

GCGCACATCCAGTTCAGGTGTGAGGATACAATTT( CTATCCGCCTAGGACCGACGATGTCAAGATGGTC(
GGCTTCTACGTAGGTAACAGGGAGGAGCAAACCG ACCCTACGTGGGCTATGTTTGTGCTCTAGAGTGCA
‘CCTTAGCCCTTCTACCCCCGTGTAAATTCTTGCGGC ® [ ] ‘GCGCTAGAATCCGG CACGCCAGTGCGTTAAACTC
GAGTTATCAGCAGGGGCATCTGTATAAACTCCTTC! TTATCGGTTCTGTTCATACGAGGTTATGCGTTCTT(
GTGTTCTAACGTGTACGCTTAACGCTTGACAGTCT ATCGGGGAACACTTGTCTTCTACTTGGGCTGTTCC
CTTGTGCTAGCCACTAAATCCTGACGACCGGTATT iTAGAGTGTCCTCATTATGGGTTGCGGGACTCTGC
[GTATTGTTGCACTACCATCATTGGAGCCGCTCGCC TGACCTCAACTAGCCTGTGCGCTGCACGGATACTT(
TGAAGACAGGCTTCTCCGGTCTATGGGTAGTCTTT GCCAGCTGAGACGCGATTGATAGTTTTTCAGGTGT
ITCCAAAGCACAGAGCGATATGCCACGACGGGAT! iTCTTAAGACAGGCTTCTCAAATAATCTAAGCACTA
TACCAGAATTGGCGAATAAGGAATATTAGACGTG TGCTAAGGTCGGTCGTCTGCGGATCTCGCTGTTTG

"CTAGGGCGAAGGGATAGCCATAGGCAAATGAGC 3GTGTATATGCACCTCTCCGCATAACTCAATCCAG!

GATGTTCTTGCTTGTGAGGCATTGAGCGTAGTTGC ® ITTCGGCCGACTGAGATGGTAGCCGGCGTGAACC(
TTAGATCGGTGATTCTAAGCGCCCCAATGTGTAACG AAGACTTCGCAATAAGAACCAGACCAAGAGGAAC
GACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCC MTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAA(
[CACTTACAGGATATAGTGCGAGTACGCGGGAGC( iIGCGTATTAGCGATGACAGTCTTAAGACAGGCTTC

TAAGCACTATACCTATGTATACCAGAATTGGCGAA \AAAACGGCACCAAACTCTTGCTAAGGTCGGTCGT
CGCTGTTTGGTCGCGGGTCCTAGGGCGAAGGGAT/ ATCAGAGACAACCAAGGTGGTGTATATGCACCTCT
CAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATTGAGCGTAGTTGCCGTGACCA AACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTTTCGGCCGACTGAGAT!
GTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAACAGT; TCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGA
GAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAA ATGCGGAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAG GTTTCCCCGAAACTCTGTG!
TCGAGAAGAACAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAG TTACAAATCCCAGTATCGTTTAATAGGCCAGAGTCCAGTAGTAGTGCCATACGTGGTAACA!
ATAAACGGCGGTATGTGGTTACGCTAGAGAAGTATAAGGTGGGAAGATGCTACGTACTGA AAGCAGTTTAGGTCTAAGCACGCCAACTGGGTTTGGTTTTTTAGTTGGGTTAAGCCTCACC
\TGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGGCCACGCCGAGG CGTGTTGTTACGAACTTTATTTGCAACCATCACGCACTTAGAAAAGCTTTTTGACTTGGGCC
ATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAG CTGCAGGCATAGACACATATTTCTGCTGGCCGTCGACTGCCTCCGCGATCCGATAGGTTCAG
GTTTAAGTCGGCATGCACTCTAACCAATCGTGGAGCAACAAGACTTGTACCGTTGACCCAG TGTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAAT
GCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGGTACCCTAACCACTAAAACACAA TCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATTTAACGAAGCGTCAAGC

CAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGGGTA CGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAG TGCGCCCCCGCGCCCCCTAC,
CACGTTITAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGGATAGGATCTCTATGCTR COTACCACTCACGTATATGGOCCGAGTATATAGAGGAGTGTTATTICGATGAGTTGTGCGCGA
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1. Introduction

Genomic data

\:/ FASTQ

S i i (raw)
equencing \ raw
— l ‘ (unaligned)
] —
Alignment e SAM
S & S (aligned)
] [E—
|
Assembly FASTA

(contiguous)
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1. Introduction

Genomic data
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1. Introduction

Motivation

Human genomes are
critical and difficult to store at scale
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1. Introduction

Motivation

Critical:

* Impact several areas—medical, social,
legal, etc.

* Large sample collections accelerate
breakthroughs

« Hints on individuals’ health status and
identity

i U LISBOA \ LSRN Efficient Storage of Whole Human Genomes 6/31



1. Introduction

Motivation

Difficult to store at scale:

* Up to300GB per sample
* Sequenced several times during life

* Whole populations instead of a few
individuals

* Storing 1M human genomes:
S65M - 15t year, $35M / year - next years

i U LISBOA \ LSRN Efficient Storage of Whole Human Genomes 7/31



1. Introduction

Problem size

CTCGTCCTATCATTGGTCTAAGTTCATTTGCTTGTTGGGCGATGTATTCGGTAGCGAGAGGCAATAACAACTTAGCGGGTAGAGTCTGGTGCTACACGAAACATAAGGTGGATTACAGCTAGATCCATAATGGCGGTGCACACGTGATGAACTGGCG
ACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAATGTTGAGGTATGCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGGTACCCTAACCACTAAA
ACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATTTAACGAAGCGTCAAGCCCTTACCTAACAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGGGTAACTATGTCAAGAC
CATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAAAGAGCAGACACGTTTTAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGGGTAGGATCTCTATGCTGCTGTCCCAGCGTTCACCTTCCTACCACTCACGT
TATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAACGTTACTTCTTACCATCA/
CTGCATAGCCGTCTCAGTCCCTCTCGACTAACTAGTATGGTCGCTAGTGGGTTCTCCTCCCGAATACACCTAAGCGATGAAAACCATCAACATGGTTGCTGAGCGACAGACAATGTACGGGACCCCACTCGCTTGCGTTGATATGTGCGTCGTCGTAGT
TTCATCCTTCTGTTGCATCCAGGATAACAGTCAGACTTCTTGATGGCCTCGCATGACGCGAACGTTGTAAAGGGACTACTACTCCAGAATAGTCCCCCCTGTCACTAGGAAGACATACAAGGATTGGACTTCGGGGGTGCGGGTCAAGGATACTAGG

'GCGTCACCAATAGCACGAG"" "~ " " TAACTGCTGCTGGCCGCTGATGAAGAGGCTCCTTAATCTGCACACHF~ - SQACTTATAAGGTGGATTAGAAACGTGCTCGCGTATAGTTAGCAPA™ —AGRICGGACACGCGGTCTGT/
ACGACCCAGCACGCG” “CAAGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAY” + o “GACTGTCCAATGACTGGGCGTCGAACGATCCTAATIA” “QITACCAACTATCGGT
'AAGAATGTACAA" 'GATGCGGGGATTAAATTACTTATGAGCCCAGG” i| w w i| NGIGTCAGACATACTGAATTTTCCGCCGCGAGH” YLGCTAGGCTGCTT
GCGGCCAGTCAC . ‘CAGCCAAGCAAACCACACCAGGATATAAYN - 2 - x NICCACTACCAGGAGAGGCACAACTAGTG/ AGTTGAGATAG/
CGTCAGCTGA( TTGTTTCAGCACTTCTACCCTTTTCGTAA w I' w . T i| N GAAGGACTCCGCGGATCCCTTTTTAT/ VAACAACTCTG
ITAGGCTAGG TACTAAGATATCATGGCCTTACATAG i| - i| i| . BATGAGTGCTTACGCGTTTTCAATCI( CACGAGTCAT
GTACTACCCC GCCTTCTTTTCACACAAAAGGTGC! o w ° I‘ . [ACCCACGAGCTAGTCGTTCAAGGA $ 1 6 5 M AAACTTAGCC
CAGGTGTGA! ATATCCCTATAGGAAGT > w > w > 2 il ATCCGCCTAGGACCGACGATGTCAA 3GTAACAGG!
CGTCAATCG( CCTGCATACCAGTTCTA T Il Il i| [IGCTCTAGAGTGCACCTACACGGTCL . CGGCGGAGA
CGTCACTAGA /ATTGAGAGGCGTCT ATTACCGAGTTATCAGCAGGGGCATC\ i 10TB d ISkS d ATACCACCGA
TGTAAGAAGC: ATCGGTTCTGTTCAT ATACGCTTAACGCTTGACAGTCTCTGTCA\ AGTTGTGGGG/
\CTTTGGTGGCAC. ~TACTTGGGCTGTTCG 1 0 M ATATTTCGCATAACACCGAAGGATTGGCAAR AGCCTCGCGTACT
GAGTGTCCTCATTA, AAGAAGGTGTATTGTTGE . TACCATCATTGGAGR, AMAGGTAGACGGATGCGTCAAGCAATAGTCAAGN ALTCGTGACCTCAACT
TGCACGGATACTTGGGUL. TCTTTCATGACCATTCAT®. 4GCCCAACCGTATCGAGGCGTGCATAGCCGTAATCCAGCE, <GCGATTGATAGTTTTTC
[ TCAATTCCAAAGCACAGAGCGA: GAACTTAGAGGCGTATTAGCGA AGTCTTAAGACAGGCTTCTCARA IETAAGCACTATACCTATGTATAC
AATAAGGAATATTAGACGTGGGEEECCCCCGTCCGTGGGACCAAF™ T SGCGGGTTTGTCTCCACAAAAA TCCTAGGGCGAAGGGATAGCCA
\GCGGCATCATCCACTAGCTCGAC CGCGCGTTAGACCCAMV” “GACAACCAAGGTGGTG g GCATTGAGCGTAGTTGCCGTGA

ACCAAATCAGAACAAGATTCCCGG!
GGGCCCATTCATCAAAAAGCGGTG
TTGGCGCCTGCGGAAGGTTTCCCCGA
GCCATACGTGGTAACAGAGCTTACCCA 3
TGAGCACATGTTGGATGATCCGTCATGGC BGACGACAGCGCGCCGGY ® AAAAGCTTTTTGACTTGGGCCTGTGCGGCAC
GTTACAACTCAAAATTCCCTGCGTTGACAC 3 0 0 G B JCCTGCAGGCATAGACACA CAGATCCTCTCGCCCACGCGTGAAGTTGCCCG
'GACAGCGAATTACTTACACGACCAAGGTTGCGAGGA [GTCCTCATGCGACCAGGCATTAAC TTAAGTCGGCATGCACTCTAACCAATCGTGGAGCA!
ACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCIA ACCGCGAAATCTTAAACCAAGGTCAA CATAGGGCATGCCCGGTCGGTACCCTAACCACTAAA

WGGGAAGATGCTACG

ACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGR BCGTCAAGCCCTTACCTAACAGGTGGCG GCGGAAAATAGTACAAACTGGGTAACTATGTCAAGA(
CATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGR SACACGTTTTAGTGAATGACAAATGACCAGH TATGCTGCTGTCCCAGCGTTCACCTTCCTACCACTCACGT
TATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAAR, MGGTAGCTGGCTTCCCCAATATCAACATTTGCGT GCAACGGGTACACTACGTGGAACGTTACTTCCAACACACA
TCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTARA, _JCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCT! PCGATAGCTTTATAAATTCTCCTGGCGACTTAGCCAGAGTAAAAG

CACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTEGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTC AOA CAGCCAAAACCGCAAGTAAGCGTCGTGCCCACTGGGATTGTACCGTT
CCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAATGTTGAGGTATGCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGGTACCCTAACCACTAAAACACAAGTCAGACTCA
TGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATTTAACGAAGCGTCAAGCCCTTACCTAACAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGGGTAACTATGTCAAGAGTATTCGGGTGACATT!
CCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAAAGAGCAGACACGTTTTAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGGGTAGGATCTCTATGCTGCTGTCCCAGCGTTCACCTTCCTACCACTCACGTATATGGCCCGGTATG
TGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAACGTTACTTATGCTTTTCCAGTCCGTCGTGTGGAT
TGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGGAAAGTACATGGTGGTTGCTTGCTTCCAGATGGTCTGATTGGCGCGTAACAGGTGGAGCCCATCCGAAGATT
AGCGTGTAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTTCTTACCTATTCGTAAACCGGCCAAAGGCTCACTGCAGCAGTGACAATCATTGGTAAAGCCGGGTCTACTGCCCTCACAATGGTTTCAAATCATATATCCAGATCCCACATTGGGACGT
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1. Introduction

Alternatives

Alternatives to the high costs:
* using cheaper infrastructures

* knowing what to protect

* reducing the data size

i U LISBOA \ LSRN Efficient Storage of Whole Human Genomes 9/31



2. State of the art

] 3. Proposal
DETECTION

G 4. Plan

st ) LISBOA | B Efficient Storage of Whole Human Genomes



2. State of the art

] 3. Proposal

DETECTION
REDUCTION
t STORAGE
AUDITABILITY
G 4. Plan

st () LISBOA | e Efficient Storage of Whole Human Genomes



2. State of the art

The evolution of genomic data storage

private
— small public sequences e.g., INSDC

cohort

\\ / private
—

/\— public whole genomes e.g., SRA
/ ‘ integrated
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2. State of the art

The evolution of genomic data storage

* Multi-tenant public infrastructures (e.g., ELIXIR)

e Cloud storage (e.g., lllumina BaseSpace)
& Infinite Scalability
& Pay-as-you-go
% Trustin a single entity
% Locked in a single platform

e Multi-cloud solutions (e.g., DepSky)
 We intend to explore alternatives
* Tolerate organizational faults
* Avoid lock-in

st () LISBOA | e Efficient Storage of Whole Human Genomes 11/31



2. State of the art

Identified open problems

Privacy-awareness:

« Differential privacy and fully homomorphic encryption

e Detection is a long-term ambition from the research and clinical communities
* Manual classification or orthogonal to published works

Data reduction:

* Referential compression for FASTA (reduces more than 700x)

e Quality scores have higher entropy and no reference (most use lossy)
 Sample and read IDs make block deduplication inefficient

* No study on genomic specificities for deduplication

Storage auditability:

e Auditing the integrity of stored data in untrusted repositories
* Opportunity to audit data access in untrusted repositories

LN Efficient Storage of Whole Human Genomes 12/31
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3. Proposal

Main goal

Design and develop a set of tools to advance
the efficiency and privacy-awareness of
storing human genomic data

s | LISBOA | s Efficient Storage of Whole Human Genomes 13/31



3. Proposal

Thesis hypothesis

Privacy-aware and data-reduction
techniques are key elements
to enable the efficient affordable storage
of whole human genomes

st () LISBOA | e Efficient Storage of Whole Human Genomes 14/31



3. Proposal

Contributions

1. astudy on the privacy-sensitiveness of human genomes
2. a method to detect the privacy-sensitive genomic data
3. data reduction algorithms specialized for genomic data

4. an efficient that integrates several storage
infrastructures

5. anindependent data auditability scheme

see | J LISBOA | & Efficient Storage of Whole Human Genomes 15/31



3. Proposal

Ecosystem
y Hospital/Biobank
oo\ !
s :
Sample Data
Donor . @ Sequencer
‘ Sample
00 [ : Manager .
aa i :
Data A /
Consumer : i :
Data
: : >
5 : “s
Attacker Auditor
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3. Proposal

Internal components i
————————————— Data \\\”‘*\--__
/, Storage \

[ —~
wie—] 2 | IN [ 6%

DNA Privacy Data
Detector Compression Deduplication

e TN

Y. 3
Manage — O 8 — Read

Access
Rules

Wpositoﬁes
£~ | — Audit

Auditability

\ /
s | ) LISBOA
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O utl i n e ¢ Finished phase ¢

2. State of the art

(] 3. Proposal

DETECTION

REDUCTION
t STORAGE

AUDITABILITY
Gl 4. Plan
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3.1. DETECTION « Finished phase o

Overview

Detect and differentiate the
privacy-sensitive DNA sequences
of human genomes

Apply most of protection effort in the
privacy-sensitive portions

ﬁi?::::‘ U LISBOA \ QLSRN Efficient Storage of Whole Human Genomes 18/31



3.1. DETECTION « Finished phase o

Overview
Knowledge
Database
HCENE
EE
EC) mEm
DNA-Privacy Sensitive and
Sequencing Detector Non-sensitive
STRs Genes Variations
Databases TRDB GeneCards 1000 Genomes Project Total
Number of entries 240k 20k 38M 38.3M
DB sequences 22M 8.7M 1147M 1178M
DB size 660MB 87MB 34.4GB 35.1GB
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3.1. DETECTION

¢ Finished phase ¢

Source-code

A

DNRA-Privacy
Detector

https://github.com/vvcogo/dna-privacy-detector

GitHub | e eooney Explore  Features  Enterprise  Pricing
go / dna-privacy-detector @ waten | o
Deteeting privacy-sensitive human genomie data
B 13 commit ¥ 1 brancr 1 release % 1 contributor

Updats README. ma

BB vooo suthored on 17

dna-privacy-detector / +

s2nradansa [

) LicENSE

[E) README.me Update README.md

M README.md

DNRA-Privacy
Detector

DNA-Privacy-Detector

Detecting privacy-sensitive human genomic data

The dna-privacy-defector is a method hat systemalically detects privacy-sensiiive DNA segments
coming dirsctly from an input stream, using as reference a knowledge database of known privacy-

sensitive nucleic and amine acid sequences

The complete documentation about this tool is available in Its Wiki page, where you may find how to
ary knowledge databases, how to obtain the genomes for tesiing the iool, and how to
y detector

obtain the nece:
use the dna-priva

UNIVERSIDADE
DE LISBOA

Ciéncias
ULisboa

LJ Liseoa

oo DD

Bl s GitHub | s erosion Explore Features Enterprise Pricing
*owmr o Yro o .
vvcogo / dna-privacy-detector @ watch o s o ¥Fork o
© code Home
. - Vinicius Vielmo Cogo edited this page on 17 Jun - 8 revisions
Detector w
R Getting Started
o 19 the Disease Related N
alt. Graph Walcome to the dna-privacy-detector wiki! Genes
HTTES cione URL The dna-privacy-detecter is a method that detects p DNA .
hitps://adchut 3 segments coming directly from an Input stream, using as reference a knowledge database
You aan clane win HTTP of known privacy-sensitive nucleic and amino acid sequences.
% Dewnlosd TIr A tutorial on how to obtain the dna-privacy-detector and execute it is available at: g Whole Genomes
® Getling Started Cione this wiki locaily

The tutorlals on how to obtain the

are

= Obtaining the Short Tandem Repeats

« Obtaining the Disease-Related Genes

* Obtaining the Genomic Variations
A tutorial on how to obtain a whole genome is available at:
= Obtaining Whole Genomes

This project uses a Bloom filter implementation available here.

HHUD, N, Term: Contact Help

Privacy

Efficient Storage of Whole Human Genomes

at:

AP

Training

snop Blog  About  Pricing

20/31



3.1. DETECTION « Finished phase o

Experiment 1: Privacy-sensitivity of human genomes

100%T o
12%
All-Together (11.3%) |
11% All-VAR (10.6%) |
o 10%
8 75%+
©
U
oc
(]
2
=
g 88.7%
(] ° (0]
@ 50%+ =1
© non-sensitive
Q 1 5%
Q0
©
o+
c
(]
o
&  25%+
All-STR (1.2%) |
0 1%
10%1 All-Gene (0.33%) |
. 0% Y-STR (0.16%) |
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3.1. DETECTION « Finished phase o

Experiment 2: Detection throughput

)
HLN
o
o

T
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100
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17 bV~ e — o All-Gene v
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Detector Threads
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3.1. DETECTION « Finished phase o

Experiment 2: Detection throughput

480M
80M, Bp/s
Il
O
e O Ox
n
c
9 \ L E ,
E 100 + -
66M bp/s
5 50 r
Q
= Y-STR
3 o5 | All-STR
= ' ~n
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OUtline e Current phase e

2. State of the art

(] 3. Proposal

DETECTION
REDUCTION
t STORAGE
AUDITABILITY
G 4. Plan
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3.2. REDUCTION e Current phase e

Overview

Reduce the size of data
from human genomes combining
compression and deduplication

ﬁ[?:.:l:' U LISBOA \ e Efficient Storage of Whole Human Genomes 23/31



3.2. REDUCTION e Current phase e

\/ = FASTQreads
/\/ (unaligned)

Original FASTQ

@SRR001666.1 071112 SLXA-EAS1 s 7:5:1:817:345

Reference GGGTGATGGCCGCTTCCGATAGCGTCAAAT
GGGTGATGGC.. +SRR001666.1 071112 SLXA-EAS1 s 7:5:1:817:345
genome XR#\8) X) *B,eP] '] Ba ~ 3 [Y27+9

|
. FASTQ reads @SRR001666.1 071112 SLXA-EAS]1 s 7:5:1:817:346
o — CGCTGTCGATGGCGTCACATCCCACCGGTC
"= (sorted) +SRR001666.1 071112 SLXA-EASL s 7:5:1:817:346
— ZUTUR (X)) SS%H+) (3%5%) L1*

@SRR001666.1 071112 SLXA-EAS1 s 7:5:1:817:347

— FASTQ reads TGATGGCCGCTGCCTATGGCATCAAATCCC

— (compressed) +SRR001666.1 071112 SLXA-EAS1 s 7:5:1:817:347
- YS$]9*Y*+C-£fQ~ (~'Cb" “4°\Z@8,

- FASTQ reads

— (deduplicated)
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3.2. REDUCTION e Current phase e

\/ =~ FASTQreads

/\/ (unaligned)
IGGGTGATGGCCGCTGCCGATGGCGTICAAATCCCACCGGTCATCTTT...

t 1 t1
Reference 345

GGGTGATGGC.. GGGIGATGGCCGCTTCCGATAGCGTCAAAT
genome

Sorting the FASTQ

FASTQ reads

I
I
L
.
I
L
I
|

(sorted) TGATGGCCGCTGCCTATGGCATCAAATCCC

FASTQ reads 346
(Compressed) CGCTGTCGATGGCGTCACATCCCACCGGTC

- FASTQ reads

— (deduplicated)

UNIVERSIDADE
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3.2. REDUCTION e Current phase e

\/ =~ FASTQreads
/\/ (unaligned)

Referential compression

Reference
GGGTGATGGC.. @SRR001666.1 071112 SLXA-EAS1 s 7:5:1:817,30,HG38..
genome 0 345 X
14T6A
— 00064757361547470124225721135454229310201014444040226121...
m— FASTQ reads
|
o— & (sorted) 32%Y
 — 14T6A
00064757361547470124225721135454229310201014444040226121...
7 -1 2
= 5T12C
— FASTQ reads 00123848220507041102012362821224070526110708032308011298..
= (compressed)
- FASTQ reads
e (deduplicated)
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3.2. REDUCTION e Current phase e

\/ - FASTQ reads
/\/ (unaligned)

Deduplication

Reference
GGGTGATGGC..
genome
- — @SRR001666.1 071112 SLXA-
— FASTQ reads EASL s 7:5:1:817:,30,HG38..
| [ —
e (sorted) 0 345 X 075x3rds
o —— 3 2 Y 075x3rds
7 -1 7 37ik31p0
= FASTQ reads
= (compressed)
) FASTQ reads
- (deduplicated)
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O utl i n e e Concurrent phase

2. State of the art

-
-] 3. Proposal
DETECTION
D REDUCTION
G STORAGE
- AUDITABILITY
G

4. Plan
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Overview

Store the different portions
of human genomes
in the appropriate data repositories

st ) LISBOA | B Efficient Storage of Whole Human Genomes
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Privacy-preserving

o

Local
Infrastructure

Limited scalability
High initial capital expenditures (e.g., S65M)

VU UV v G

High maintenance costs (e.g., $35M/year)

Gy

Infinite scalability

o

Single %  Security and availability incidents
Cloud . e.g., $10.5M/year using Amazon Glacier

Gy

Pay-as-you-go

& Dependable
Ej %  50% of space overhead
Multiple %  Time overhead (secret sharing and erasure codes)
Clouds o e.g., Depsky
see | J LISBOA | & Efficient Storage of Whole Human Genomes 26/31




OUtline e Next phase

2. State of the art

(] 3. Proposal

DETECTION

REDUCTION
t STORAGE

AUDITABILITY
Gl 4. Plan
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3.4. AUDITABILITY * Next phase »

Overview

Explore cloud-of-clouds
to audit data access
in untrusted repositories

Detect, analyze,
and sanction misuses
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3.4. AUDITABILITY * Next phase »

Goals

Identify when and who read the data blocks of a specific
genome

 Detect if someone tried to read a data block separately in a
single cloud

 Detect if some cloud was compromised and is trying to
Incriminate a data consumer by logging unrequested reads

 Detect if a minimal read or write quorum failed
 Quorums of 3f+1 are required to audit reads (DepSky uses 2f+1)
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2. State of the art

o 3. Proposal

DETECTION
REDUCTION
t STORAGE
AUDITABILITY
a 4 Plan



Current State:
 DETECTION —100% complete
— currently working on it
— next step (starting on October’16)
— simultaneous to all other phases

Work distribution:
Oct'l3 Apr'l4 Oct'l4 Apr'l5 Oct'l5 Apr'l6 Oct'lé Apr'l7 Oct'l?7
Y1 Y2 Y3 Y4
Phases Complete Tglt\:l
S1 S2 S3 S4 S5 S6 S7 S8
1 DETECTION 100% 16.8 4.8 4.8 4.8 2.4
2 REDUCTION 66% 13.2 2.4 4.8 4.8 1.2
| I I I
3 | AUDITABILITY 0% 6.0 3.6 2.4
4 STORAGE 66% 7.2 1.2 1.2 1.2 1.2 1.2 1.2
| N [ [
5 THESIS 0% 2.4 2.4
M1 M2 M3
Doctoral Course PhD qualification PhD thesis
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4. Publications

Direct from this PhD:
v [DETECTlON] V. V. Cogo, A. Bessani, F. M. Couto, and P. Verissimo.

A high-throughput method to detect privacy-sensitive human genomic data.

In Proceedings of the 14th ACM Workshop on Privacy in the Electronic Society (WPES 2015), pages 101110, Denver, CO, US,
Oct. 2015. ISBN 978-1-4503-3820-2. doi: 10.1145/2808138.2808139.

V. V. Cogo and A. Bessani.
From data islands to sharing data in the cloud: the evolution of data integration in

biological data repositories.
Communications and Innovations Gazette (ComInG), 1(1):111, Jan. 2016.

Related to this PhD:
A. Bessani, J. Brandt, M. Bux, V. V. Cogo, L. Dimitrova, J. Dowling, A. Gholami, K. Hakimzadeh, M. Hummel, M.
Ismail, E. Laure, U. Leser, J. Litton, R. Martinez, J. Reichel, S. Niazi, and K. Zimmermann.

BiobankCloud: a platform for the secure storage, sharing, and processing of large

biomedical data sets.

In Proceedings of the 1st Int. Workshop on Data Management and Analytics for Medicine and Healthcare (DMAH 2015),
Hawaii, US, Sept. 2015.

> [REDUCT|ON] F. Alves, V. V. Cogo, S. Wandelt, U. Leser, and A. Bessani.

On-demand indexing for referential compression of DNA sequences.
In PLoS ONE, 10(7):e0132460, July 2015.
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4. Publications

Submitted:

R. Mendes, T. Oliveira, V. V. Cogo, N. Neves, and A. Bessani.

CHARON : A dependable cloud-of-clouds system for storing and sharing big data.
Submitted to ACM Transactions on Storage, 2016.

D [DETECT'ON] V. V. Cogo, A. Bessani, F. M. Couto, M. Carvalho, and P. Verissimo.

How can photo sharing inspire sharing genomes?
Submitted to IEEE Security & Privacy, 2016.

Planned submissions:
) [REDUCTION] FAST’17 (deadline: September 27, 2016)
or USENIX ATC’17 (if rejected in FAST, deadline: February, 2017)

DSN’17 (deadline: December 5, 2016)

Bioinformatics journal (no deadline)
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Completeness of the Detection method

e Novel STRs:

o Notin STR databases = useless for attackers

* Novel genes:
o Do not determine alone the contraction of a disease
o May have no relation with any disease
o May affect very few people (rare diseases)
o Novel discoveries = correlate diseases with known genes
* Novel genomic variations:
o No variation determines alone the identity or contraction of a disease
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Deduplication using an LSH index

* Write:
* Read the quality scores QS
e Search the nearest neighbors of QS in the LSH index
 Choose the best neighbor BN from the returned candidates
e Calculate the minimal edit sequence between QS and BN
 Compress the edit sequence and store it with the pointer to BN

* Read:
 Decompress the edit sequence and the pointer to BN
* Retrieve the best neighbor BN
* Apply the sequence of edits in BN to obtain QS

DELSHON Efficient Storage of Whole Human Genomes



Additional Opportunities

* Advancing the detection:
* Novel privacy-sensitive sequences
 Additional types of data
* Increasing detector’s accuracy with alignment

Deduplicating registers:
* Formal descriptions of deduplication in registers

Federated deduplication:
* Deduplicating privacy-sensitive data
* Convergent encryption, message-locked encryption, trusted
components
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