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1. Context

Human genome

CTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAGATGTGACCTTTGATTTCGCGCGCCCGAATGAAGTGTATCTCGATCACCCAAAGGCACATACACCTTGGAGCCCTTGTGTAGGAC!
3CATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTCATCTGGGGTTAAGTTTCAATTCTGATGGTTGAGAGATGATGACCTAGGACTAGGGCACTACTAGTATCGGCAGGTAGGGGGGG
\AACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTGCCGTTAAGACCTGATCATCCTGTTAGGGTTCCTGAACGCGTGGATCTGCAGCCAGTTCCGATCCCATCGCACGTGGGTTGGTCAA
ATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGATGCTTATTCGAAGCTTAGGGAACTGTTCTTGTAAAACCGAGATCACCCCTTTATGACACGACCACTAGCTGCTGATGCGCGACACAATATGAGCTCG!
CTCGTCCTATCATTGGTCTAAGTTCATTTGCTTGTTGGGCGATGTATTCGGTAGCGAGAGGCAATAACAACTTAGCGGGTAGAGTCTGGTGCTACACGAAACATAAGGTGGATTACAGCTAGATCCATAATGGCGGTGCACACGTGATGAACTGGCG
CCATCAATTGTATACTACCTGCATAGCCGTCTCAGTCCCTCTCGACTAACTAGTATGGTCGCTAGTGGGTTCTCCTCCCGAATACACCTAAGCGATGAAAACCATCAACATGGTTGCTGAGCGACAGACAATGTACGGGACCCCACTCGCTTGCGTTGAT
CGTAGTAAAGTTAGGTTTTCATCCTTCTGTTGCATCCAGGATAACAGTCAGACTTCTTGATGGCCTCGCATGACGCGAACGTTGTAAAGGGACTACTACTCCAGAATAGTCCCCCCTGTCACTAGGAAGACATACAAGGATTGGACTTCGGGGGTGCG
\CTAGGTGGATTGGGTGGCGTCACCAATAGCACGAGCGAACCAACAACTGCTGCTGGCCGCTGATGAAGAGGCTCCTTAATCTGCACACTGGTAAAATGCAACTTATAAGGTGGATTAGAAACGTGCTCGCGTATAGTTAGCATAACAGTATGACTT
TCTGTACTAGTCAATCAACGACCCAGCACGCGCTAGTATAGCCGATCCCACAAGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAAATGTAGTATGTACTAGCGACTGTCCAATGACTGGGCGTCGAACGATCCTAATTAGTACGTATACTCTGTTG

ATCGGTGTGGTTAATTCTAAGAATGTACAAGCTAACCCA/ \CTGAATTTTCCGCCGCGAGACCTGGAGGAGTATGGGAG
CTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGG! GGAGAGGCACAACTAGTGACTATGAAAGGTCCCTGGAT
GATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGC/ ' . TCCGCGGATCCCTTTTTATAGGGGCGCAAAAGGTGCAAC
\ACTCTGAGAATGAACCTTTAGGCTAGGTTCTTGACGACA iICTTACGCGTTTTCAATCTCAGGCTAGGCAGATCCTGTAG
GAGTCATCTCGCAGACCTGTACTACCCGAGAGGACTTTT( 3AGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTAC
CTTAGCGCACATCCAGTTCAGGTGTGAGGATACAATTTC TAGGACCGACGATGTCAAGATGGTCGACACGATATGGC]
AACAGGGAGGAGCAAACCGTCAATCGGCTTGTAAACTA 3AGTGCACCTACACGGTCCTTAGCCCTTCTACCCCCGTGT/
CGGAGATGGCCCGGAAGCGTCACTAGATCGGCCGAATC 3TTATCAGCAGGGGCATCTGTATAAACTCCTTCGCAGCCT
CACCGATTCGGTTGAGTATGTAAGAAGCATTTTCTTACTG \CGCTTGACAGTCTCTGTCAGCTACGAAAACGACGTTTCT
TGGGGACTAGTCGTGGACTTTGGTGGCACGTTTCATCGC AACACCGAAGGATTGGCAACGAGTTATTAGAAATAGTA
GCGTACTTGGTTAGTGTAGAGTGTCCTCATTATGGGTTG( ATGCGTCAAGCAATAGTCAAGTCCACTGACATGACGGTA

CTCAACTAGCCTGTGCGCTGCACGGATACTTGGGCCCGA AGGCGTGCATAGCCGTAATCCAGCGTTCGCCAGCTGAGA
GTTTTTCAGGTGTCGTTGTTCAATTCCAAAGCACAGAGCC 3CGATGACAGTCTTAAGACAGGCTTCTCAAATAATCTAA(C

o
TGTATACCAGAATTGGCGAATAAGGAATATTAGACGTG! CGGTCGTCTGCGGATCTCGCTGTTTGGTCGCGGGTCCTA(
\TAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCG/ \ATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATT
CCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCC AGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAAC
ACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGC iGCGATGGGGAGCCCAGGGGAACATTGCGCGCCCGCTC

TAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCC( TTAGTTAGACTTTTAGTGACGCTTACAAATCCCAGTATC(
AGAGTCCAGTAGTAGTGCCATACGTGGTAACAGAGCTT/ CCTTAAGCAGTTTAGGTCTAAGCACGCCAACTGGGTTTG
GGTTAAGCCTCACCTCTGAGCACATGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGGCCACGCCGAGGACGACAGCGCGCCGGCCGCGTGTTGTTACGAACTTTATTTGCAACCATCACGCACTTAGAAAAGCTTTTTGACT
GGCACATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAGGGCCACGTCCGGCCCGCCCTGCAGGCATAGACACATATTTCTGCTGGCCGTCGACTGCCTCCGCGATCCGATAGGTTCAGATCCTCTCGCCCA
GCCCGCGTAATCAAACGACAGCGAATTACTTACACGACCAAGGTTGCGAGGATTATAATAGGCAGAGCATCCAATCTCTCCTGTCCTCATGCGACCAGGCATTAACTCGGTCCGTGCTTCACTTCAAGTCGTGATCCGTTTAAGTCGGCATGCACTCTA
3 AGCAACAAGACTTGTACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAATGTTGAGGTATGCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGC
CTAAAACACAAGTCAGACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATTTAACGAAGCGTCAAGCCCTTACCTAACAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGC
AAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAAAGAGCAGACACGTTTTAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGGGTAGGATCTCTATGCTGCTGTCCCAGCGTTCAC
TCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAAC
CACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGTCGCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCTGAGTCAAGAAATTTTCGCGATAGCTTTATAAATTCTCCTGGCGA(C
TAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTCTGTAGACCGCAGCCAAAACCGCAAGTAAGCGTCGTGCCC
TTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGGAAAGTACATGGTGGTTGCTTGCTTCCAGA 8 / 52
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1. Context

Privacy in human genome today

A\TACTCAATAGGCGAGCCTCTGTGAAGTGCTGGTGCAGCGAGAAAGAGCAGAGTTAGGAGCACTCAAGGGGACATG
CGCTTGGACTCTACCGTTATGTGGGACGGACGGCGGGTTAAAAGGTGTAGTGATCCCGCACGGACCATGGTTCCCTT
CTTACCTCTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGA
TGACCTTTGATTTCGCGCGCCCGAATGAAGTGTATCTCGATCACCCAAAGGCACATACACCTTGGAGCCCTTGTGTAG

\CTCCTCGCTGCATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGG
A\TCTGGGGTTAAGTTTCAATTCTGATGGTTGAGAGATGATGACCTAGGACTAGGGCACTACTAGTATCGGCAGGTAG

'GAAGCACACGGAAACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGG
GTGCCGTTAAGACCTGATCATCCTGTTAGGGTTCCTGAACGCGTGGATCTGCAGCCAGTTCCGATCCCATCGCACGTG

GTCAACTACAGAACCCATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGAT
[TCGAAGCTTAGGGAACTGTTCTTGTAAAACCGAGATCACCCCTTTATGACACGACCACTAGCTGCTGATGCGCGACA

TGAGCTCGAAGCCGATACGCTCGTCCTATCATTGGTCTAAGTTCATTTGCTTGTTGGGCGATGTATTCGGTAGCGAGA

[AACAACTTAGCGGGTAGAGTCTGGTGCTACACGAAACATAAGGTGGATTACAGCTAGATCCATAATGGCGGTGCAC
ATGAACTGGCGATTAAAGCTTACCATCAATTGTATACTACCTGCATAGCCGTCTCAGTCCCTCTCGACTAACTAGTATG

[AGTGGGTTCTCCTCCCGAATACACCTAAGCGATGAAAACCATCAACATGRTTAITEACCCEACACACANTETACCRE

\CTCGCTTGCGTTGATATGTGCGTCGTCGTAGTAAAGTTAGGTTTTCATCC
GATGGCCTCGCATGACGCGAACGTTGTAAAGGGACTACTACTCCAGAAT
TTGGACTTCGGGGGTGCGGGTCAAGGATACTAGGTGGATTGGGTGGCG’
TGGCCGCTGATGAAGAGGCTCCTTAATCTGCACACTGGTAAAATGCAAC
s TTAGCATAACAGTATGACTTCGGACACGCGGTCTGTACTAGTCAATCAA
\AGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAAATGTAGTATGTAC1
CTAATTAGTACGTATACTCTGTTGGATTACCAACTATCGGTGTGGTTAAT
3CAAGATGCGGGGATTAAATTACTTATGAGCCCAGGGTGTGGAAGCAGA
.CGCGAGACCTGGAGGAGTATGGGAGGTAACGCTAGGCTGCTTGATAAA
GTGGGATGTCAGCCAAGCAAACCACACCAGGATATAAATCGCCAAAGGCAALAAALAAAUUIATLLALIALLAGUA
ACAACTAGTGACTATGAAAGGTCCCTGGATTGAGCAGTTGAGATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTG
_GCCGGCGCGGGTTTGTTTCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAAGGACT

s ATCCCTTTTTATAGGGGCGCAAAAGGTGCAACGACTGTAAACAACTCTG o CTAGGTTCTTGA
_CCGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGC p r I v a cy ‘ACATAGATGAG
\CGCGTTTTCAATCTCAGGCTAGGCAGATCCTGTAGTCCTTCTGTCACGAG 'ACTACCCGAGA

ITTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAAGGTGCGTTAATCTCTCTGAGAAGGGTAACAGCGATTTA
AGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTACGAATCAGCAAACTTAGCGCACATCCAGTTCAGGTGTGAG
\ATTTCCTGCGTGGGCGACGTATTATATCCCTATAGGAAGTGCAAGTGCTGACAAATAGCAATGACGGTCAGTTGACT
CTAGGACCGACGATGTCAAGATGGTCGACACGATATGGCTTCTACGTAGGTAACAGGGAGGAGCAAACCGTCAATC
3TAAACTAAGGCCTTTGCATGGCTAACCTGCATACCAGTTCTACCTTTTACGTCCGACGAGACCCTACGTGGGCTATGT
TCTAGAGTGCACCTACACGGTCCTTAGCCCTTCTACCCCCGTGTAAATTCTTGCGGCGGAGATGGCCCGGAAGCGTCA
TCGGCCGAATCTGGCGGGCGGACCCCGTATTGAGAGGCGTCTTTGCGCTAGAATCCGGCACGCCAGTGCGTTAAACT
ATTACCGAGTTATCAGCAGGGGCATCTGTATAAACTCCTTCGCAGCCTCGTGAGCATACCACCGATTCGGTTGAGTAT
AAGCATTTTCTTACTGATATGCGCTAGCCTTTATCGGTTCTGTTCATACGAGGTTATGCGTTCTTGATAGGTGACGTGT
GTGTACGCTTAACGCTTGACAGTCTCTGTCAGCTACGAAAACGACGTTTCTTTCAATTAGTTGTGGGGACTAGTCGTG

all or nothing

GCTTTCTACTACTGCCCAACCGTATCGAGGCGTGCATAGCCGTAATCCAGCGTTCGCCAGCTGAGACGCGATTGATAC
AGGTGTCGTTGTTCAATTCCAAAGCACAGAGCGATATGCCACGACGGGATTTCGAGAGCTAGGTGAATTCGCTAGC
GCGTATAAACGGAACTTAGAGGCGTATTAGCGATGACAGTCTTAAGACAGGCTTCTCAAATAATCTAAGCACTATAC
ATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTCCGTGGGACCAAGTAATAGTCAACGCGGG
TCCACAAAAACGGCACCAAACTCTTGCTAAGGTCGGTCGTCTGCGGATCTCGCTGTTTGGTCGCGGGTCCTAGGGCG
ATAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGATCAC
ACCAAGGTGGTGTATATGCACCTCTCCGCATAACTCAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATTG/
GTTGCCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTT
GACTGAGATGGTAGCCGGCGTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAA/
GCAACAAACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGA
ACCAAGAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAACATTGCGCGCC
TATGCGGAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAC
CAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAGTTAGACTTTTAGTGACGCTTACAAATC
TOCOCTTTAATACCCCACANCTOCANCTACTACTOCCCATACCTORCTAACACACCTTACCCATA I\ACGGCGGTATGTGGTT‘(
TTTAGGTCTAAGCACGC!
3CAGGCGACAATCGCGT
AACCATCACGCACTTAG/
iACACTCCAGCAAGTAC/
-TCCGCGATCCGATAGG’
CAAGGTTGCGAGGATT)/
CTTCAAGTCGTGATCCG
[GTCGAATCTGGTGTAT(
‘GCTGAATGGACTGCAT/
AUUGLLATGLLLUG I LUU TALLLIAALLALTAAAALALAAU TLAUALTLAUWLLIAUATLULTGCCCGGCCCAGGACTT
GCTCACTATACGTAGCATTTAACGAAGCGTCAAGCCCTTACCTAACAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAA
CGGAAAATAGTACAAACTGGGTAACTATGTCAAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGH
TGCGCCCCCGCGCCCCCTACAAAGAGCAGACACGT . CTCAGCGCATCTGGGTA
CTATGCTGCTGTCCCAGCGTTCACCTTCCTACCACT! d a t a s h a r I n g SAGTGTTGTTCGGTGAG
GCGCATAACTCGGTAACTTTTATATTCATTTGGTAC GTTAGGCTTGGTCTCCT(
GCGCAACGGGTACACTACGTGGAACGTTACTTCCAACACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATT(
AAAACTAATGGCTACATTATTCCAAGTCGCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCTGAGTCAAGAA
GCGATAGCTTTATAAATTCTCCTGGCGACTTAGCCAGAGTAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACG!/
TCGTTCGCCAGGTGCCTCCTACGTTCGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTCTGT!
CAGCCAAAACCGCAAGTAAGCGTCGTGCCCACTGGGAATGCTTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGT
ATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGC
ACATGGTGGTTGCTTGCTTCCAGATGGTCTGATTGGCGCGTAACAGGTGGAGCCCATCCGAAGATTGATAGTCCTCA/
TAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTTCTTACCTATTCGTAAACCGGCCAAAGGCTCACTGCAGCAGTG/
ATTGGTAAAGCCGGGTCTACTGCCCTCACAATGGTTTCAAATCATATATCCAGATCCCACATTGGGAC 6 / 52

CGCGAGCTTGGTGGCTCTCGCGTGTAGACTGCTATCGGGGGAAGTTCGTGAAAGCTCAACTTCTGGA
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Privacy in human genome
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1. Context

Are all portions equally important for privacy?

CTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAGATGTGACCTTTGATTTCGCGCGCCCGAATGAAGTGTATCTCGATCACCCAAAGGCACATACACCTTGGAGCCCTTGTGTAGGAC
5CATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTCATCTGGGGTTAAGTTTCAATTCTGATGGTTGAGAGATGATGACCTAGGACTAGGGCACTACTAGTATCGGCAGGTAGGGGGGG
\AACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTGCCGTTAAGACCTGATCATCCTGTTAGGGTTCCTGAACGCGTGGATCTGCAGCCAGTTCCGATCCCATCGCACGTGGGTTGGTCAA
ATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGATGCTTATTCGAAGCTTAGGGAACTGTTCTTGTAAAACCGAGATCACCCCTTTATGACACGACCACTAGCTGCTGATGCGCGACACAATATGAGCTCG,
CTCGTCCTATCATTGGTCTAAGTTCATTTGCTTGTTGGGCGATGTATTCGGTAGCGAGAGGCAATAACAACTTAGCGGGTAGAGTCTGGTGCTACACGAAACATAAGGTGGATTACAGCTAGATCCATAATGGCGGTGCACACGTGATGAACTGGCG
CCATCAATTGTATACTACCTGCATAGCCGTCTCAGTCCCTCTCGACTAACTAGTATGGTCGCTAGTGGGTTCTCCTCCCGAATACACCTAAGCGATGAAAACCATCAACATGGTTGCTGA GCGACAGACAATGTACGGGACCCCACTCGCTTGCGTTGAT
CGTAGTAAAGTTAGGTTTTCATCCTTCTGTTGCATCCAGGATAACAGTCAGACTTCTTGATGGCCTCGCATGACGCGAACGTTGTAAAGGGACTACTACTCCAGAATAGTCCCCCCTGTCACTAGGAAGACATACAAGGATTGGACTTCGGGGGTGCG
\CTAGGTGGATTGGGTGGCGTCACCAATAGCACGAGCGAACCAACAACTGCTGCTGGCCGCTGATGAAGAGGCTCCTTAATCTGCACACTGGTAAAATGCAACTTATAAGGTGGATTAGAAACGTGCTCGCGTATAGTTAGCATAACAGTATGACTT
TCTGTACTAGTCAATCAACGACCCAGCACGCGCTAGTATAGCCGATCCCACAAGCGGGTTCAAGCTTAGCTCCGAGTGGTCCACGAAATGTAGTATGTACTAGCGACTGTCCAATGACTG GGCGTCGAACGATCCTAATTAGTACGTATACTCTGTTG
ATCGGTGTGGTTAATTCTAAGAATGTACAAGCTAACCCAAAGTGAACTGCAAGATGCGGGGATTAAATTACTTATGAGCCCAGGGTGTGGAAGCAGAGCTCCCAACGTGTCAGACATACT GAATTTTCCGCCGCGAGACCTGGAGGAGTATGGGAG
CTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGGTATCAAGTGGGATGTCAGCCAAGCAAACCACACCAGGATATAAATCGCCAAAGGCAACAAACAAAGGTATCCACTACCAGGA GAGGCACAACTAGTGACTATGAAAGGTCCCTGGAT
GATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGCATGCGCCGGCGCGGGTTTGTTTCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAAGGACTCCGCGGATCCCTTTTTATAGGGGCGCAAAAGGTGCAAC
\ACTCTGAGAATGAACCTTTAGGCTAGGTTCTTGACGACACCCGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGGGACACGCATTAGTGACACATAGATGAGTGCT TACGCGTTTTCAATCTCAGGCTAGGCAGATCCTGTAG
GAGTCATCTCGCAGACCTGTACTACCCGAGAGGACTTTTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAAGGTGCGTTAATCTCTCTGAGAAGGGTAACAGCGATTTACCCACGAGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTAC
CTTAGCGCACATCCAGTTCAGGTGTGAGGATACAATTTCCTGCGTGGGCGACGTATTATATCCCTATAGGAAGTGCAAGTGCTGACAAATAGCAATGACGGTCAGTTGACTATCCGCCTAGGACCGACGATGTCAAGATGGTCGACACGATATGGC]
AACAGGGAGGAGCAAACCGTCAATCGGCTTGTAAACTAAGGCCTTTGCATGGCTAACCTGCATACE C CCTACGTGGGCTATGTTTGTGCTCTAGAGTGCACCTACACGGTCCTTAGCCCTTCTACCCCCGTGTH
CGGAGATGGCCCGGAAGCGTCACTAGATCGGCCGAATCTGGCGGGCGGACCCCGTATTGAGAGGCGTCTTTGCGCTAGAATCCGGCACGCCAGTGCGTTAAACTCGCTGATTACCGAGTTATCAGCAGGGGCATCTGTATAAACTCCTTCGCAGCCT
CACCGATTCGGTTGAGTATGTAAGAAGCATTTTCTTACTGATATGCGCTAGCCTTTATCGGTTCTGTTCATACGAGGTTATGCGTTCTTGATAGGTGACGTGTTCTAACGTGTACGCTTAACGCTTGACAGTCTCTGTCAGCTACGAAAACGACGTTTCT
TGGGGACTAGTCGTGGACTTTGGTGGCACGTTTCATCGGGGAACACTTGTCTTCTACTTGGGCTGTTCGGAAAAGCGCCTTGTGCTAGCCACTAAATCCTGACGACCGGTATTTCGCATAACACCGAAGGATTGGCAACGAGTTATTAGAAATAGTA
GCGTACTTGGTTAGTGTAGAGTGTCCTCATTATGGGTTGCGGGACTCTGCCCAAGAAGGTGTATTGTTGCACTACCATCATTGGAGCCGCTCGCCCAAAGGCGCGGTTAGGTAGACGGAT GCGTCAAGCAATAGTCAAGTCCACTGACATGACGGTA
CTCAACTAGCCTGTGCGCTGCACGGATACTTGGGCCCGAAATGAAGACAGGCTTCTCCGGTCTATGGGTAGTCTTTCATGACCATTCATGCCAGCTTTCTACTACTGCCCAACCGTATCGAGGCGTGCATAGCCGTAATCCAGCGTTCGCCAGCTGAGA
GTTTTTCAGGTGTCGTTGTTCAATTCCAAAGCACAGAGCGATATGCCACGACGGGATTTCGAGAGCTAGGTGAATTCGCTAGCCTCGCTGCGTATAAACGGAACTTAGAGGCGTATTAGCGATGACAGTCTTAAGACAGGCTTCTCAAATAATCTAAC
TGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTCCGTGGGACCAAGTAATAGTCAACGCGGGTTTGTCTCCACAAAAACGGCACCAAACTCTTGCTAAGGTCG GTCGTCTGCGGATCTCGCTGTTTGGTCGCGGGTCCTA
\TAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGATCAGAGACAACCAAGGTGGTGTATATGCACCTCTCCGCATAACTCAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATT
CCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTTTCGGCCGACTGAGATGGTAGCCGGCGTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAAC
ACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACCAGACCAAGAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAACATTGCGCGCCCGCTCT
TAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAACAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAGTTAGACTTTTAGTGACGCTTACAAATCCCAGTATC
AGAGTCCAGTAGTAGTGCCATACGTGGTAACAGAGCTTACCCATAAACGGCGGTATGTGGTTACGCTAGAGAAGTATAAGGTGGGAAGATGCTACGTACTGATACACGGATCTGATACCTTAAGCAGTTTAGGTCTAAGCACGCCAACTGGGTTTG
GGTTAAGCCTCACCTCTGAGCACATGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGGCCACGCCGAGGACGACAGCGCGCCGGCCGCGTGTTGTTACGAACTTTATTTGCAACCATCACGCACTTAGAAAAGCTTTTTGACT
GGCACATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAGGGCCACGTCCGGCCCGCCCTGCAGGCATAGACACATATTTCTGCTGGCCGTCGACTGCCTCCGCGATCCGATAGGTTCAGATCCTCTCGCCCA
GCCCGCGTAATCAAACGACAGCGAATTACTTACACGACCAAGGTTGCGAGGATTATAATAGGCAGAGCATCCAATCTCTCCTGTCCTCATGCGACCAGGCATTAACTCGGTCCGTGCTTCACTTCAAGTCGTGATCCGTTTAAGTCGGCATGCACTCTA
AGCAACAAGACTTGTACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATCTTTGAAACACCGCGAAATCTTAAACCAAGGTCAATGTTGAGGTATGCTGAATGGACTGCATAAGCATAGGGCATGCCCGGTCGE
CTAAAACACAAGTCAGACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATTTAACGAAGCGTCAAGCCCTTACCTAACAGGTGGCGTCCCGGTTAAGTGGCAAAAGTAAAAACGCGGAAAATAGTACAAACTGC
AAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAAAGAGCAGACACGTTTTAGTGAATGACAAATGACCAGCGCTCAGCGCATCTGGGTAGGATCTCTATGCTGCTGTCCCAGCGTTCAC
TCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAA(
CACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGTCGCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCTGAGT CAAGAAATTTTCGCGATAGCTTTATAAATTCTCCTGGCGA(
'AAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTCT GTAGACCGCAGCCAAAACCGCAAGTAAGCGTCGTGCCC
TTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGGAAAGTACATGGTGGTTGCTTGCTTCCAGA IS

GGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTTCTTACCTATTCGTAAACCGGCCAAAGGCTCACTGCAGCAGTGACAATCATTGGTAAAGCCGGGTCTACTGCCCTC



1. Context

o Genome similarity in humans...

>99.5%




1. Context

o What makes us unique is...

<0.5%

10/52
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1. Context

Detect the relevant portions for privacy

CTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAGATGTGACCTTTGATTTCGCGCGCCCGAATGAAGTGTATCTCGATCACCCAAAGGCACATACACCTTGGAGCCCTTGTGTAGGAC!
3CATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTCATCTGGGGTTAAGTTTCAATTCTGATGGTTGAGAGATGATGACCTAGGACTAGGGCACTACTAGTATCGGCAGGTAGGGGGGG
\AACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTGCCGTTAAGACCTGATCATCCTGTTAGGGTTCCTGAACGCGTGGATCTGCAGCCAGTTCCGATCCCATCGCACGTGGGTTGGTCAA

ATAAGGGTA A\ACCCGAACATCAAAAAT ICTGAGATGCTTATTCGA, TTCTTGTAAAACCGAGA ACGACCACTAGCTGCTG/ ATGAGCTCG
CTCGTCCTAT CATTTGCTTGTTGGGCGA AGAGGCAATAACAACTT TGGTGCTACACGAAACA GCTAGATCCATAATGGC( GAACTGGCG
CCATCAATTG AGCCGTCTCAGTCCCTCT( 3GTCGCTAGTGGGTTCTC TAAGCGATGAAAACCATI AGCGACAGACAATGTAC! ITGCGTTGAT
CGTAGTAAA! TTCTGTTGCATCCAGGA1 TTGATGGCCTCGCATGA AGGGACTACTACTCCAG TCACTAGGAAGACATACA iIGGGGTGCG
\CTAGGTGGFA .CAATAGCACGAGCGAAI [GGCCGCTGATGAAGAG \CACTGGTAAAATGCAAC "AGAAACGTGCTCGCGTA GTATGACTT
 TCTGTACTA( “AGCACGCGCTAGTATAC :GGGTTCAAGCTTAGCTC \AATGTAGTATGTACTAG CTGGGCGTCGAACGATC TACTCTGTTG
ATCGGTGTG( ‘GTACAAGCTAACCCAAA IGCGGGGATTAAATTAC! TGTGGAAGCAGAGCTCC TACTGAATTTTCCGCCGC STATGGGAG

CTGCTTGATAAACATGCGCGGCCAGTCACCTAGAAGGGTATCAAGTGGGATGTCAGCCAAGCAAACCACACCAGGATATAAATCGCCAAAGGCAACAAACAAAGGTATCCACTACCAGGAGAGGCACAACTAGTGACTATGAAAGGTCCCTGGAT
GATAGACGACCCCTATGCGTCAGCTGAGTAGGCTTGGCATGCGCCGGCGCGGGTTTGTTTCAGCACTTCTACCCTTTTCGTAATGGACAGAGGTTCAAAAAGTAACTGGCTGAAGGACTCCGCGGATCCCTTTTTATAGGGGCGCAAAAGGTGCAAC
\ACTCTGAGAATGAACCTTTAGGCTAGGTTCTTGACGACACCCGTGGAGATATGTCATACTAAGATATCATGGCCTTACATAGCTAAGGGGACACGCATTAGTGACACATAGATGAGTGCTTACGCGTTTTCAATCTCAGGCTAGGCAGATCCTGTAG
GAGTCATCTCGCAGACCTGTACTACCCGAGAGGACTTTTCCGATCGGCTAGTCGGAGGCCTTCTTTTCACACAAAAGGTGCGTTAATCTCTCTGAGAAGGGTAACAGCGATTTACCCACGAGCTAGTCGTTCAAGGAAGATGTATTCTCATGAAGTAC
CTTAGCGCACATCCAGTTCAGGTGTGAGGATACAATTTCCTGCGTGGGCG) TGACTATCCGCCTAGGACCGACGATGTCAAGATGGTCGACACGATATGGC]
AACAGGGAGGAGCAAACCGTCAAT AGGCCTTTGCAT STTTGTGCTCTAC 3GTCCTTAGCCCTTCTACCCCCGTGT!/

CGGAGATGGCCCGGAAGCGTCACT, TGGCGGGCGGA! iICTGATTACCGAC CATCTGTATAAACTCCTTCGCAGCCT
CACCGATTCGGTTGAGTATGTAAGA iIATATGCGCTAG! GTGTACGCTTAA % TGTCAGCTACGAAAACGACGTTTCT
TGGGGACTAGTCGTGGACTTTGGT( iGGAACACTTGT! SGTATTTCGCAT, # GGCAACGAGTTATTAGAAATAGTA
GCGTACTTGGTTAGTGTAGAGTGTC GGGACTCTGCC TAGGTAGACGG!/ AGTCAAGTCCACTGACATGACGGTA
CTCAACTAGCCTGTGCGCTGCACGG AATGAAGACAG! -CAACCGTATCG: GTAATCCAGCGTTCGCCAGCTGAGA
GTTTTTCAGGTGTCGTTGTTCAATTC 3ATATGCCACGA! GAGGCGTATTAC A\AGACAGGCTTCTCAAATAATCTAAC(

TGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTLLU I UUUALLAAUG I AATAUILAALULUUUIL 11U 1LILLALARAARALUULALLAAALTCTTGCTAAGGTCGGTCGTCTGCGGATCTCGCTGTTTGGTCGCGGGTCCTAC
\TAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGATCAGAGACAACCAAGGTGGTGTATATGCACCTCTCCGCATAACTCAATCCAGAGCCGGCCTGGATGTTCTTGCTTGTGAGGCATT
CCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTTTCGGCCGACTGAGATGGTAGCCGGCGTGAACCCGAAAGAGTGTTAGATCGGTGATTCTAAGCGCCCCAATGTGTAAGGTAAAC
ACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACCAGACCAAGAGGAACTATAGGCCAAGACCCGCCCCCTTGGCGGAAGGCGATGGGGAGCCCAGGGGAACATTGCGCGCCCGCTCT
TAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAACAGAGATCACTTACAGGATATAGTGCGAGTACGCGGGTAGTCAGGTTTAGTTAGACTTTTAGTGACGCTTACAAATCCCAGTATC(

AGAGTCCAG GTGGTAACAGAGCTTAC ‘ATGTGGTTACGCTAGAG SAAGATGCTACGTACTG) TACCTTAAGCAGTTTAGC \CTGGGTTTG
GGTTAAGCC ATGTTGGATGATCCGTCA TCGCGTTCGTACCGCCCG [} _GACAGCGCGCCGGCCG! CTTTATTTGCAACCATCA( CTTTTTGACT
GGCACATTG! CTCAAAATTCCCTGCGTT( TACAAGCCGAGGGCCAC |l [l 3CAGGCATAGACACATA 'GACTGCCTCCGCGATCCH CTCTCGCCCA
GCCCGCGTA, IAATTACTTACACGACCA/ ATAATAGGCAGAGCATC TCATGCGACCAGGCATT. : ITCACTTCAAGTCGTGAT ATGCACTCTA
s AGCAACAAC \CCCAGAAGCCTTGTCGA AGGATTCTTGTGGATTAT GAAATCTTAAACCAAGG < TGCTGAATGGACTGCAT 3CCCGGTCGC
CTAAAACAC/ CTAGATCGCTGCCCGGCC ‘GCTCACTATACGTAGCA' | = = AAGCCCTTACCTAACAGC \AGTGGCAAAAGTAAAA TACAAACTGC
AAGAGTATT CATTACATCCCTTTGGCT! GCCCCCGCGCCCCCTACA TTTTAGTGAATGACAAA' CGCATCTGGGTAGGATC CAGCGTTCA(

TCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATATTCATTTGGTAGCTGGCTTCCCCAATATCAACATTTGCGTTAGGCTTGGTCTCCTCAGGGTGCGCAACGGGTACACTACGTGGAAC
CACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGTCGCTATGAGACCCCGCCGCTCTGTGCTACGTTGGTCATGCTGAGTCAAGAAATTTTCGCGATAGCTTTATAAATTCTCCTGGCGA(C
TAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTTATTGATTTCGTGCGAACCCCGTGAATCGATTTACATGCGGTTGTCTGTAGACCGCAGCCAAAACCGCAAGTAAGCGTCGTGCCC
TTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTAGCGACGGTAGCCCGAAAACTCCGTAGGTACGCCGGCCGTCGGGCACAAATAAGGAAAGTACATGGTGGTTGCTTG CTTCCAGA
GGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTAGAGTAATCTTCTTACCTATTCGTAAACCGGCCAAAGGCTCACTGCAGCAGTGACAATCATTGGTAAAGCCGGGTCTACTGCCCTC /



1. Context

Concentrate our efforts

most
effort

TCCTTAAATGAGC
ACCTCTTCAGTAG

GCCGTTAAGACCT
CTGAACGCGTGGA
CCCATCGCACGTG

GAGGATACAATTT
TAGGACCGACGAT
TGTCCCGCTTGGC

GAAACTCTGTGGC
ACGCGGGTAGTCA
TGACGCTTACAAA

TTACCTCTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAC
TCGCTGCATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTC
ACGGAAACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTG
AACCCATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGATGCTTATTCGAAC

ATACGCTCG™ " ™ m rrmrrm s s orm o e e s s e e ey am e s me s n w22t *TAACAACTTA
GCTTACCAT( GGGTTCTCCT
GTCGTCGTA TCGCATGAC(
GGATACTAC TGAAGAGG(
CGCGGTCTG CTTAGCTCC(
CAACTATCG! ‘AAATTACTT
CTAGGCTGC AACCACACC,
GTTGAGAT/ ACTTCTACC(
AAACAACTC TATCATGGC
GTCACGAGT1 TTCACACAA
GCAAACTTA "ATAGGAAG
TAGGTAACA \CCAGTTCTA
TGCGGCGGA iGCGTCTTTG
CATACCACC( iTTCATACGA
AGTTGTGG( 3TTCGGAAA
GCCTCGCGT TGTTGCACT/

GTGACCTCAACTAGCCTGTGCGCTGCACGGATACTTGGGCCCGAAATGAAGACAGGCTTCTCCGGTCTATGGGTAGTC
TGATAGTTTTTCAGGTGTCGTTGTTCAATTCCAAAGCACAGAGCGATATGCCACGACGGGATTTCGAGAGCTAGGTGA
ACCTATGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTCCGTGGGACCAAGTAATAGTCA/
AGGGATAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGA
AGTTGCCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTT
AACAAACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACC
GAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAAC,
AGGCCAGAGTCCAGTAGTAGTGCCATACGTGGTAACAGAGCTTACCCATAAACGGCGGTATGTGGTTACGCTAGAGA,
AGTTGGGTTAAGCCTCACCTCTGAGCACATGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGG!
TGTGCGGCACATTGAATATTAGTTACAACTCAAAATTCCCTGCGTTGACACTCCAGCAAGTACAAGCCGAGGGCCACG
AAGTTGCCCGCGTAATCAAACGACAGCGAATTACTTACACGACCAAGGTTGCGAGGATTATAATAGGCAGAGCATCC
CGTGGAGCAACAAGACTTGTACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATC
AACCACTAAAACACAAGTCAGACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATT
ATGTCAAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAA,
ACCACTCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATAT
TCCAACACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGT
AGAGTAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTT
AATGCTTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTA 13/52
TAACAGGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTA( /



1. Context

most
effort

TCCTTAAATGAGC
ACCTCTTCAGTAG

GCCGTTAAGACCT
CTGAACGCGTGGA
CCCATCGCACGTG

GAGGATACAATTT
TAGGACCGACGAT
TGTCCCGCTTGGC

GAAACTCTGTGGC
ACGCGGGTAGTCA
TGACGCTTACAAA

Unknown privacy-sensitive sequences

TTACCTCTTTCGTGGCGAGTTGCGCTCTTCTCATCCAGCAAGACTGCTTTAACTGCCACCCCCATCGCCTCTTGCAGGAAC
TCGCTGCATCGCCTCTTCGGAAAAAACACCATATGGCGTTAGAGTTTGATTTGAGGCATATTGGCTCCTTGTGGGCGTC
ACGGAAACGCGCGATCCTTAAATGAGCAGTTGATCCAGAGAGTTCACCTCTTCAGTAGTTATCCCGTTGGTGGCCGTG
AACCCATAAGGGTACAGGCCAGGCTGTAACCCGAACATCAAAAATTCGTGGTGCTTGTGCTGAGATGCTTATTCGAAC

ATACGCTCG™ " ™ m rrmrrm s s orm o e e s s e e ey am e s me s n w22t *TAACAACTTA
GCTTACCAT( GGGTTCTCCT
GTCGTCGTA TCGCATGAC(
GGATACTAC TGAAGAGG(
CGCGGTCTG CTTAGCTCC(
CAACTATCG! ‘AAATTACTT
CTAGGCTGC AACCACACC,
GTTGAGAT/ ACTTCTACC(
AAACAACTC TATCATGGC
GTCACGAGT1 TTCACACAA
GCAAACTTA "ATAGGAAG
TAGGTAACA \CCAGTTCTA
TGCGGCGGA iGCGTCTTTG
CATACCACC( iTTCATACGA
AGTTGTGG( 3TTCGGAAA
GCCTCGCGT TGTTGCACT/

GTGACCTCAACTAGCCTGTGCGCTGCACGGATACTTGGGCCCGAAATGAAGACAGGCTTCTCCGGTCTATGGGTAGTC
TGATAGTTTTTCAGGTGTCGTTGTTCAATTCCAAAGCACAGAGCGATATGCCACGACGGGATTTCGAGAGCTAGGTGA
ACCTATGTATACCAGAATTGGCGAATAAGGAATATTAGACGTGGGATCCCCCCGTCCGTGGGACCAAGTAATAGTCA/
AGGGATAGCCATAGGCAAATGAGCGGCATCATCCACTAGCTCGACACACGCGCGTTAGACCCAACGCCACTTTTCCGA
AGTTGCCGTGACCAAATGCTTTACCAAATCAGAACAAGATTCCCGGCAGCGTTCGGGCACGTTTTGCACATATCATCTT
AACAAACCGATACGTCCATAGCGGGCCCATTCATCAAAAAGCGGTGCCATTTCAACTAAAGACTTCGCAATAAGAACC
GAGCATAACACACTTGTCCCGCTTGGCGCCTGCGGAAGGTTTCCCCGAAACTCTGTGGCGGTGCATTTCGAGAAGAAC,
AGGCCAGAGTCCAGTAGTAGTGCCATACGTGGTAACAGAGCTTACCCATAAACGGCGGTATGTGGTTACGCTAGAGA,
AGTTGGGTTAAGCCTCACCTCTGAGCACATGTTGGATGATCCGTCATGGCAGGCGACAATCGCGTTCGTACCGCCCGG!
TGTGCGGCACATTGAATATTAGTTACAACTCAAAATICCCIGCGITGACACTCCAGCAAGTACAAGCCGAGGGCCACG
AAGTTGCCCGCGTAATCAAACGACAGCGAATTACTTACACGACCAAGGTTGCGAGGATTATAATAGGCAGAGCATCC
CGTGGAGCAACAAGACTTGTACCGTTGACCCAGAAGCCTTGTCGAATCTGGTGTATCTGAGGATTCTTGTGGATTATC
AACCACTAAAACACAAGTCAGACTCAGCCTAGATCGCTGCCCGGCCCAGGACTTGTCAGCGCTCACTATACGTAGCATT
ATGTCAAGAGTATTCGGGTGACATTTGTCATTACATCCCTTTGGCTCCAGGCATCAGTGCGCCCCCGCGCCCCCTACAA,
ACCACTCACGTATATGGCCCGGTATGTAGAGGAGTGTTGTTCGGTGAGTTGTGCGCGCATAACTCGGTAACTTTTATAT
TCCAACACACAGTTAATAGTCTTCTCAGTACGTCTTGCTCATTCATTCGCTGGAAAACTAATGGCTACATTATTCCAAGT
AGAGTAAAAGCCGGCATTCTACACTTGTAGGTAAACCCAACGACAGATTCGTTCGCCAGGTGCCTCCTACGTTCGCTTT
AATGCTTTTCCAGTCCGTCGTGTGGATCGAATAGGGCATGTAGTCCTATATAGCAACCTCCTTTACGTTA 14/52
TAACAGGTGGAGCCCATCCGAAGATTGATAGTCCTCAAGCGTGTAAGGGCTCCGTGTGTGATGCTTTA( /
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2. Overview

Aggregates all known
privacy-sensitive
seguences

Knowledge
Database

[/
e
]
DNA-Privacy Sensitive and
Sequencing Detector Non-sensitive
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2. Overview

Detects privacy-sensitive
sequences by consulting
the knowledge database

Knowledge
Database

[/
e
]
DNA-Privacy Sensitive and
Sequencing Detector Non-sensitive
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2. Overview

Sequencing

Knowledge
Database

Je

DNA-Privacy
Detector

Sensitive and
Non-sensitive
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3. Creation of knowledge databases
4. Implementing the detector

5. Evaluation

6. Analysis

7. Conclusions
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3. Creating knowledge databases

Knowledge
Database

P e i

DNA-Privacy Sensitive and
Data Input Detector Non-sensitive
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3. Creating knowledge databases

Overview

Privacy-sensitive sequences
o disclose private information about donors

Attacks (References 6, 13, 16, 18, 23, 28, 34, 35)

Attackers’ goals:
o Re-identification
o Extraction of sensitive information

Threats:

o Short tandem repeats (STRs)
o Disease-related genes

o Genomic variations

PAVEY]



3. Creating knowledge databases

Short tandem repeats (STR)

Small strings repeated several times

DYS392 = [TAT],

cgac TAT TAT TAT TAT cgca

Individual profile:

STR n
DYS392 4
DYS396 23
DYS 618 17

22/52



3. Creating knowledge databases

Disease-related genes

Disease Risks (100) Carrier Status (24)

4 Elevated Risks Your Risk Average Risk Hemochromatosis Variant Present
Galistones [new 11.1% 7.0% Alpha-1 Antitrypsin Deficiency Variant Absent
Restless Legs Syndrome 2.5% 2.0% Bioom's Syndrome \ariant Absent

more » BRCA Cancer Mutations (Selected) Variant Absent
¥ Decreased Risks Your Risk Average Risk Canavan Disease Viariant Absent
Prostate Cancer (7 12.7% 17.8% Cystic Fibrosis \ariant Absent
Alzheimer's Disease | new 4.9% 71.2% Familial Dysautonomia Variant Absent
Colorectal Cancer 4.2% 5.6% Factor X| Deficiency Variant Absent
more » See all 24 carrier status...

See all 100 risk reports...

Traits (50) Drug Response (19)

Alcohol Flush Reaction Does Not Flush Warfarin (Coumadin®) Sensitivity ncreased

Bitter Taste Perception Can Taste Abacavir Hypersensitivity Typical

Earwax Type Wet Alcohol Consumption, Smoking and Risk of Tyoical
Esophageal Cancer L

Eye Color Likely Brown
Clopidogre! {Plavix®) Efficacy Typical =

Hair Curi #2% Slightly Curlier Hair on Average [ b B ]

Fluorouracil Toxicity Typical EPEYLY]
Cram »mll EO drnaibte



3. Creating knowledge databases

Genomic variations

<0.5%

24/52
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3. Creating knowledge databases

Genomic variations

Cardiovascular disorders
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3. Creating knowledge databases

Known attacks

Short tandem repeats

Attacks References
Use STR profiles to identify donors of 1000 Genomes Project Gymrek [16]
Forensic identification Butler [6]

Disease-related genes

Attacks References
Direct-to-consumer genomic testing Goldsmith [13]
Masking the APOE gene (related to Alzheimer) from Dr. Watson’s genome Wheeler [35]

Genomic variations

Attacks References
Re-identification (few hundred SNPs are enough) Lin [23]

Acquire knowledge about targets from GWAS results Wang [34]

Acquire knowledge about targets from microarray results Homer [18] -
Infer masked genes (e.g., the APOE gene from Dr. Watson [35]) Nyholt [28] [ e B ]

27/52



3. Creating knowledge databases

Example: obtaining the STRs

1) Creating the long sequences

Flanking Left Flanking Right
(incl. Primers) Base Sequences (incl. Primers)
[
TAWAT Ty T
. ROTLEAT (A A\
TAGAGG v GTCA1§GCAGTG v AT A TAT AAGGAAIPGGAngGTAGGTC
r
- . - )
AAAGCCAR! ¥ /¢ RAAACAAA TAT g T GACCTACT MAJ @ .CATTCCTT
I M*PS M.t
AACTIATAT

2) Sliding the window with size S through each long sequence

TAGAGGCAGTCATC|GC/A/G|T|GITATTATTA[T|[TAAGGAATGGGATTGGTAGGTC

3) Creating the blacklist sequences from each position in the long sequence

TAGAGGCAGT
AGAGGCAGTC
GAGGCAGTCA

CATCGCAGTG
ATCGCAGTGT
TCGCAGTGTA

28/52



3. Creating knowledge databases

Obtaining the sequences

STRs Genes Variations
Databases TRDB GeneCards e G(.enomes
Project
Number of 240Kk 20k 38M
entries
DB sequences 22M 8.7M 1147M
DB size 660MB 87MB 34.4GB

Note: Any database can be used with our solution

Total

38.3M

1178M
35.1GB

PATEY



4. Implementing the detector

Knowledge
Database

P o e

Data Input DNA-Privacy Sensitive and
(NGS reads) Detector Non-sensitive
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4. Implementing the detector

Requirements

* Answer if a genomic sequence is privacy-sensitive or not
No label or pattern available (SocialSecurityNumber=123-45-6789)

* Fetch and lookup large amounts of data
Tens of GB

e Support a high throughput and scale out
A single NGS machine generates more than 300 000 bp/s

31/52



4. Implementing the detector

Bloom filter

* Efficient data structure (space and performance)
* Test if an element is member of a set

{x, vz}

[o0]J1]JoJr]1]1]ofJoJoJoJofJ1][ofJ1]oJo]|1]oO|]

S ———

w

* Does a specific value belong to the set?
* Definitely not (no false negatives)
 Maybe (configurable false positives)

* False positive affects efficiency only (not efficacy)

32/52



. Implementing the detector

Open source-code

@ | DNRA-Privacy
Detector

* https://github.com/vvcogo/dna-privacy-detector

GitHub 1 posoy

Explore Features Enterprize  Pricing Bl s GitHub - epoon Eipiors Festurss Enterpriss  Pricing sign in

vvcogo / dna-privacy-detector

@waen 0 ow o  Yrom o .
vvcogo / dna-privacy-detector @watch o *swr o | ¥Fok o

Detecting privacy-sensitive human genomic data

<> cods Home

13 commin 1 braner 1 relaass 1 contributor
- Vinicius Vielmoe Gogo edited this page on 17 Jun - 8 revisions
Branch: master~ | dna-privacy-detector / + Pull ¢ o
Update README. ma DNA-Privacy
wveogo aulhy 1on 17 Jun al 62brddassa [
W ooy Detectar |
e o<t Imports and printed header In tF ! months & -
® ucensE nitiat i
‘ acaph Welcome 1o the dna-privacy-detector wikil
| README.m e \DME. 1 mantha a

HTTES e URL The dna-privacy-detector is a method that detects privacy-sensitive DNA
9 README. md .

[ e 3 segments coming directly from an input stream, using as reference a knowledge database S

o can o wan 7o of known privacy-sensitive nucleic and amino acid sequences. Repe.

ﬁ ‘ DNA-Privacy TS A tutorial on how to obtain the dna-privacy-detector and execute it is available at: ©Obtaining Whols denomes
Detector

* Getling Started Glane this wiki loca

The tutorials on how to obtain the are ble at htcpas//aichub. co
DNA-Privacy-Detector

 Obtaining the Short Tandem Repeats

« Obtaining the [

>-Related Genes

Detecting privacy-sensitive human genomic data

The dna-privacy-det

* Obtaining the Genomic Variations

or is a method that
coming directly fram an input stream, usi

matically detects privacy-sensitive DNA segme
g as reference a knowledge database of known privacy-
sensitive nuelele and amine acid sequences.

A tutorial en how to obtain a whole genome is available at:

* Obtaining Whole G

nomes

The complete decumentation about this tool is available in its Wiki page, where you may find how to

obtain the necessary knowledge databases, how 10 ob
y o

This project uses a Bloom filter implementation available here.

1 the genames for testing the toal, and how to

» dna-priva

015 GItHUD, Inc.  Terms  Privacy
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5. Evaluation

Experiments

1. Percentage of privacy-sensitive
sequences in a human genome

2.Bloom filter size

3. Detector’s throughput
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5. Evaluation

15t experiment

How much of a human
genome is considered
privacy-sensitive?



5. Evaluation

Percentage of privacy-sensitive sequences

100%

12%
All-Together (11.3%) |

All-SNP (10.6%) |

11%

10%

75%1

88.7%

qon-sensiti\/'e

50%T
5%

25%-

Percentage of Sensitive Reads

All-STR (1.2%) |

1%
10% ° All-Gene (0.33%) |

Y-STR (0.16%) |

0%

0%-
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Percentage of Sensitive Reads

75%1

50%T

25%T

10% 1

0%-

[ 88.7%

non-sensiti

4 h

sensitive

5. Evaluation

Reduces the size of the problem almost

one order of magnitude

100% T

12%
All-Together (11.3%) |

All-SNP (10.6%) |

11%

10%

5%

All-STR (1.2%) |

1%
All-Gene (0.33%) |

Y-STR (0.16%) |

0%



5. Evaluation

2"d experiment

How big is the
Bloom filter?




5. Evaluation

Bloom filter size

Y-STR - " AIF'VAR —A—
All-Gene —w— All-Together —@—
= "AI-STR ——

0.1% 1% 10%
Bloom Filter False Positive Rate

0.0001% 0.001%  0.01%
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5. Evaluation

I size of the knowledge database
I size of the Bloom filter

 Y-STR " AI'VAR —A—
All-Gene All-Together —@—
= "AIISTR ——
3
@
2 13
LE 5
n—?:) 22 """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""
| Smallest 1 SMB

0. 0001% 0 001% 0 01% 0 1% 1% 10%
Bloom Filter False Positive Rate
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5. Evaluation

Sweet spot
Y-STR ~ AIlVAR —A—
All-Gene —w— All-Together —@—
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5. Evaluation

3'd experiment

Is the detector a
bottleneck?



5. Evaluation

Throughput — Single core
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NGS machines = 300 OOO bp/s
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5. Evaluation

Throughput — Multi-core
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NGS machines = 300 OOO bp/s

|
482M485/s

/S

200

llions of bp:

(o))

<
oo O
o5 O

=

(7]

Throughput en mi

—_ — N
W~ O
| |

Detector Th¥fads

46/52

NGS = 0.3M bp/s



5. Evaluation

s)
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A EEWATES

Completeness of the method

What if a novel
sequence Is
discovered?




A EEWATES

Completeness of the method

* Novel STRs:

o Notin STR databases = useless for attackers

* Novel genes:

Do not determine alone the contraction of a disease
May have no relation with any disease

May affect very few people (rare diseases)

Novel discoveries = correlate diseases with known genes

o O O O

* Novel genomic variations:
o No variation determines alone the identity or contraction of a disease
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/. Conclusions

—
e
Knowledge
Database
-
’@ ‘ DNR-Privacy 1
Detector N 2 noas
HL)> mEEm
DNA-Privacy Sensitive and
Data Input Detector Non-sensitive

There are privacy-sensitive portions in human genomes
* Smallest portion of human genomes (<12%)
* Can be identified
* Detection is fast
* Incremental knowledge

Open-source code:
* https://github.com/vvcogo/dna-privacy-detector
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/. Conclusions

Future work and open problems

* Advance knowledge on privacy-sensitive sequences

e Official repository for the global knowledge

* Educational service about privacy-sensitive sequences
* Explore practical uses

* Deploy the detector in production
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5. Evaluation

Experimental setup

5 knowledge databases
e Y-STR=15MB
 All-STR=660MB
 All-Gene=87MB
 All-VAR=34.4GB
* All-Together=35.1GB

* 10 genomes
 Randomly selected from the 1000 Genomes Project
 3GB per assembled genome broken in reads with 30bp

1 Machine
 Dell Power Edge R410
e 2x Quad-core (8-cores)
 32GB of RAM
 146GB of storage (15k RPM)
* Ubuntu Server (Lucid Lynx—amd64) and Java 7 (64-bits)



A EEWATES

Practical uses

HLEE
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Sensitive and
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Private Multi-tenant Stronger Affordable
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