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s Presentation goal

 Alerting researchers for their responsibility in
maintaining the privacy of project participants

=== | he method

* Presenting a step-by-step example of how a
simple re-identification attack works and can
compromise the privacy of project participants

(The idea is not to teach you how to attack a

public project, but only call to reflection on this
topic)




Sequenced human genomes around the world

Oct. 2010:

Oct. 2011 (estimated):
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The cost per genome Is decreasing
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The number of research databases is increasing

1000 Genomes ootk Complete n’b
A Deep Catalog of Human Genetic Variation ~ #% & 3¢ »% genom ICS

A I3 Company

GENO‘ME 10K.
Personal

Genome
Project

wellcome trust

ISlsanger




What is private/public data for them (and HIPAA)?

 Donor name * DNA sequence
* |dentity number  Age
e Social security e State

number

e Home address



Which privacy guarantees they provide?

In the participant consent ...

 Projects will try to maintain donor privacy,
but they cannot guarantee it.



The article in question

ldentifying Personal Genomes
by Surname Inference

Melissa Gymrek, Amy L. McGuire, David
Golan, Eran Halperin, Yaniv Erlich

Science (339). January 18, 2013
DOI: 10.1126/science.1229566
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The article in question

Goals:

1) Recover the surname of sequence
donors from 1000 Genome Project

2) Triangulate the identity of a
sequence donor using his surname,
age and state

Based on two facts:

a) Surnames are paternally inherited in
most human societies

b) As well as Y-chromosome haplotypes
In male individuals




The method

For surname inference:

- Profiling short tandem repeats (STR)
on the Y-chromosome

- Querying recreational genetic
genealogy databases.

- Obtaining a list of possible surnames

for the sequence in question




The method

For surname inference:

- Profiling short tandem repeats (STR)
on the Y-chromosome

- Querying recreational genetic
genealogy databases.

- Obtaining a list of possible surnames

for the sequence in question

What is a STR?

A STR is a small repeating
sequence in DNA.

STR Name: DYS392
Location: Chromosome Y
Initial Position: 22633873
Final Position: 22633911
Representation: [TAT]n

Example of [TAT]s:
cgac TAT TAT TAT TAT TAT tcga

P.S.:

 FBIl uses 13 known STRs
distributed in the entire DNA

* This article uses 30 known
STRs from chromosome Y




The method

For surname inference:

- Profiling short tandem repeats (STR) on
the Y-chromosome

- Querying recreational genetic genealogy
databases.

- Obtaining a list of possible surnames for
the sequence in question

Triangulate identity:

- Combining surnames with age and state
- Triangulating the identity of the target

P.S.: All attack is done using only free

and public Internet resources and data 7




The tools

ysearch
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Much has happened since Y-DNA testing first became available commercially through Family Tree
DNA in February of 2000. Many thousands of people have tested to find family connections as
well as family origins. Since then, other labs have entered this market, and the number of tested
individuals is growing as the use of DNA is becoming more and more accepted as an important
tool for family research, enhancing traditional genealogy research methods.

In order to allow people that have tested with the different companies to make their results
available for comparison, Family Tree DNA is offering Ysearch as a free public service. We have
added several tools that allow you to compare side-by-side different users - the YsearchCompare

- as well as generate a Genetic Distance™ Report, and many other features, including the
upload of GEDCOM files.

Have you not tested yet? Order your test at Family Tree DNA
Have you not tested with Family Tree DNA? Check this very special deal!

Already have an account? Please upload your GEDCOM. (What is a GEDCOM?)

What next? Size of the database?

» Create a new user » Surname Count: 85179 » Unique Haplotypes: 94309
» Search for genetic matches » Number of Records: 124266

» Search by last name Family Tree DNA - 108153 Relative Genetics - 1047
» Edit an existing user Oxford Ancestors - 425

Other - 14641

Home Create a New User  Search for Genetic Matches ~ Search by Last Name  Edit an Existing User  Alphabetical List of Last Names
All Contents Copyright 2003 Ysearch.org and Genealogy by Genetics, Ltd. and shall not be reproduced without
written authorization

Home | Contact Us | FAQ | Search | Sign In
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About SMGF
Great News!

We are pleased to announce that Ancestry.com DNA has acquired GeneTree and the DNA related assets from the
Sorenson Molecular Genealogy Foundation. We are excited to work with Ancestry.com DNA and continue to advance
the field of genetic genealogy. More information to come. Click here g for the announcement about this exciting

news.

SORENSON DATABASE
. i

The Sorenson Database is
the foremost collection of
genetic genealogy data in
the world. Search by DNA
results or surname and find
your place in the worldwide
genetic family tree.

Y-Database
mtDatabase

MOLECULAR GENEALOSY

/ & - New updates to the smgf.org DNA and
pedigree databases  will be
discontinued as of July 2012. The
smgf.org site will continue to operate
for the foreseeable future, so we invite
users to continue searching for family
connections. We would like to express

N
Molecular Genealogy is the application of DNA
to tradiional genealogical research. Discover
how DNA can help you expand your family

s, our most sincere appreciation to all
those who participated in the SMGF
project.

Learn More Read More

Site Map Conditions of Use  Privacy Policy Copyright © 2013 SMGF Validated XHTML and CSS




The steps

1)

2)

3)

4)

Obtain the genome from 1000
Genome Project

Profile the Y-STRs with the
lobSTR (count the number of
repeats on each known STR
for the genome in question)

Apply the resulting profile in
Ysearch

Get the list of candidates

"EDIT AN "ALPHABETICAL LIST
EXISTING USER OF LAST NAMES

ysearch
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LAST NAME GENETIC MATCHES LTI N e

A Free Public Service from Family Tree DNA Need Help? Forgot Password?

Search by Haplotype

We compare your genetic information to every other user in our database. We make the comparison using every marker that you
and that person both tested. Here is an example: assume you ask us to show users that tested at least 21 of the markers that you
did, and allow a maximum genetic distance of 1 per marker compared above 21. Anyone who tested 21 or fewer of the same
markers that you did must have a genetic distance of 0 from you to be included in the results. Anyone who tested 22 of the markers
that you did must have a genetic distance of 1 or less. Anyone who tested 23 must have a genetic distance of 2 or less, and so on.
Alternatively you can specify a fixed maximum genetic distance. Your search results will indicate the number of markers that were
included in each comparison and the genetic distance.

Genetic Markers:
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* For nearly everyone this value will be -.
** Oxford Ancestors customers: please use the Conversion Page to compute these values.
*** Relative Genetics and DNA Heritage customers: please use the Conversion Page to compute these values.

Show users that tested at least | 8

< | of the markers that | did.




The results

For surname inference:

- Authors recovered the correct
surname in 12% of cases (based on a
threshold of 82% of confidence)

- If wrong surnames are accepted, then
It goes to 18%
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The results

Trlangulate identity:

A query on U.S. census by year of
birth and state results in 60000 U.S.
males in 50% of cases.

- Aggregating the surname to the query
shrinks to only 12 males
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The results

Trlangulate identity:

Each surname inference breached the
privacy of nearly 16 individuals

- From the number of entries in those
tools, one can identify millions of U.S.
males

Pedigree 1
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Solutions?

INncorrect

e Stop donating samples to projects
e Stop sharing data

e Create policies for data sharing
« Educate participants about benefits and risks

e Create proper legislations about the usage of
genetic information



Conclusions

Contributions
» Alerts to the problem of re-identification in

public sequence databases

* Proves the weakness of current
anonymization techniques

e Works only for patrilineal relatives
(Is it possible for matrilineal relatives if using
MtDNA?)

e Authors do not provide an immediate solution
to solve the problem



Conclusions

INal remarks

e 12% seems to be a weak result, as it is not
the majority

e But it means that from 1092 genomes (of
1000 genome project), 131 participants will
never recover their privacy*

* Nearly 2100 people (participant’s relatives)
had their privacy breached by this attack

* If one has his password discovered, it can ask to the
responsible by the service to change it. We cannot ask nobody
to change our DNA.



