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Our (Ambi*ous) Agenda for Today

• Protocols
• PBFT
• Nakamoto consensus
• Hybrid consensus
• Chained consensus: 

• Streamlet
• Gasper (Ethereum 2)
• HotStuff

• Recent results
• Order fairness
• Scalability: Kauri and scalable communication
• Geo-distribution

• Beyond consensus
• Diversity
• Confidentiality
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Practical Byzantine Fault Tolerance (BFT)
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a.k.a Byzantine/BFT active/State Machine replication
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PBFT – Practical Byzantine Fault Tolerance

• The “Byzantine version of VSR/Paxos”
• Primary-based BFT SMR algorithm

• System evolves in views, numbered sequentially
• In each view v, one server is the primary (leader), the others are the backups

• “Primary of view v” = v mod N

• Efficient and fast
• Uses message authentication codes (MACs), instead of asymmetric crypto signatures 

(this is not a very important feature today, so we’ll ignore it)
• Optimal in terms of latency (3 comm. steps) and resilience (3f+1) 

• Prevention-tolerance mix
• Clients’ requests and server messages are signed
• Clients and servers discard messages with invalid signatures

(Castro and Liskov, 1999, 2002)
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PBFT System Model

• Asynchronous distributed system (see next slide)
• Network can lose, delay, reorder and duplicate messages; but cannot do 

that indefinitely
• i.e., they require fair links to implement reliable channels

• ByzanJne fault model
• with fault independence (i.e., no common mode faults)
• requires 3f+1 replicas to tolerate f faults

• Cryptography
• PK signatures to facilitate the protocol presentaHon
• Cryptographic hashes

• Adversary cannot break cryptographic primiJves
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PBFT Service Properties

• Deterministic replicated service

• Service’ safety:
• The replicated service should behave as its centralized counterpart (Linearizability)
• Even with malicious replicas compromising their states

• Service’ liveness (requires synchrony): 
• A command issued by a correct client will eventually be executed (Wait-freedom) 

if the network transmission delay doesn’t grow faster than real time
• This is satisfied by the partial synchronous model: the system is asynchronous, but 

there is an unknown global stabilization time after which it become synchronous
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PBFT Algorithm (2002 version)
• Algorithm essentials:

• Two operation modes: normal operation and view change
• A checkpoint protocol is executed periodically to truncate logs
• A state transfer protocol is executed when needed (after a replica recovery)

• Algorithm outline:
• All messages are signed
• Clients multicast a request with a command and a timestamp to all servers
• Servers reach agreement on the request to be delivered w/ a sequence number
• Client waits for f+1 matching replies (at least one from a correct server)

8

Normal
Operation

View
Change
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PFT Consensus Protocol (Single-shot PBFT)

There are 𝑛 processes that want to solve consensus while tolerating 
𝑓 < !

"
 Byzantine faults

Byzantine Consensus property:

- Agreement: no two correct processes decide on different values.

- Termination: every correct process eventually decides on a value.
- Validity: 𝑣 must be the decided value if all correct processes propose 

the same value 𝑣.
             

9

a correct process decides on a valid value.

(Bravo et al., 2022)

Byzantine
Consensus

v1 v2 vn

v

…

According to an application-
dependent predicate that can be 
verified locally in polynomial time
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Single-shot PBFT: Separating Safety from Liveness

• The protocol works in a sequence of views. 
• Each view has one leader, and processes use leader 𝑣 = 𝑝 !"# 	%&'	( )# to determine 

the leader — The leader is the only one capable of proposing values in its view.
• A Synchronizer is responsible for changing views.

• It must ensure enough processes stay in the same view for enough Ime
• Formally, this must be ensured aKer GST in a parIally synchronous system model
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Single-shot PBFT: The phases of a view

1. Pre-processing
  Processes inform the leader about the latest value it prepared in a previous view

2. Propose
  Leader computes a valid proposal and sends it along with some suppor:ng informa:on to all others

3. Prepare
  Processes communicate with each other to avoid to be fooled by a Byzan:ne leader

4. Commit
  Processes communicate with each other to commit a value 

11

𝑝!
𝑝"
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𝑝$

Pre-processing Propose Prepare Commit

27/06/23 DSN'23 Tutorial



Single-shot PBFT Protocol – part I

12

𝑝!

𝑝"

𝑝#

𝑝$

Synchronizer

new_view(1)

shows that 𝑝!  has not yet received any proposal from the leader of curr_view

⟨NEWLEADER…
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Single-shot PBFT Protocol – part II
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𝑝!

𝑝"

𝑝#

𝑝$

Synchronizer

new_view(1)

⟨NEWLEADER…

Pre-condition for proposing:
- Process is the leader for its current view v
- Received valid NEWLEADER for v from a quorum (2f+1 processes)

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PRO
PO

SE(1,Y,𝑀
)⟩!

⟨PROPOSE(1,X,𝑀)⟩!
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Single-shot PBFT Protocol – part III
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𝑝!

𝑝"

𝑝#

𝑝$

Synchronizer

new_view(1)

⟨NEWLEADER…

Using 𝑀 from the PROPOSE message, each process can 
check whether the proposed value is valid 

⟨PREPARED(X,…)⟩!

⟨PREPARED(X,…
)⟩"

⟨PREPARED
(Y,…

)⟩#

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PRO
PO

SE(1,Y,𝑀
)⟩!

⟨PROPOSE(1,X,𝑀)⟩!
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Single-shot PBFT Protocol – part IV
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𝑝!

𝑝"

𝑝#

𝑝$

Synchronizer

new_view(1)

⟨NEWLEADER…

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PRO
PO

SE(1,Y,𝑀
)⟩!

⟨PROPOSE(1,X,𝑀)⟩!

in this phase, processes can identify whether 
the leader sent different proposals or not

⟨PREPARED(X,…)⟩!

⟨PREPARED(X,…
)⟩"

⟨PREPARED
(Y,…

)⟩# val val'

Is it possible to have two correct 
processes “preparing” different values 
(val and val’) in the same view v?

at this point, we say that the process prepared 
the value and creates a prepared certificate 
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Single-shot PBFT Protocol – part IV
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𝑝"

𝑝#

𝑝$

Synchronizer

new_view(1)

⟨NEWLEADER…

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PROPOSE(1,X,𝑀)⟩! ⟨PREPARED(X,…)⟩!

⟨PREPARED(X,…
)⟩"

⟨PREPARED
(X,…

)⟩#

Assume that the leader is correct. Can a 
process decide (terminate) at this point?

Synchronizer might change the view

in this phase, processes can idenIfy whether 
the leader sent different proposals or not

at this point, we say that the process prepared 
the value and creates a prepared certificate 

27/06/23 DSN'23 Tutorial



Single-shot PBFT Protocol – part V
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𝑝!

𝑝"
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Synchronizer

new_view(1)

⟨NEWLEADER…

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PRO
PO

SE(1,X,𝑀
)⟩!

⟨PROPOSE(1,X,𝑀)⟩!

With one addiIonal phase, each process knows other 
processes will decide the same value it decided

⟨PREPARED(X,…)⟩!

⟨PREPARED(X,…
)⟩"

⟨PREPARED
(X,…

)⟩#

⟨COMMITTED(X,…)⟩!

⟨ CO
M

M
ITTED(X,…

)⟩"

⟨ CO
M

M
ITTED

(X,…
)⟩#

Valid proposal:
• If a correct process decides 𝑋, then only 𝑋 is a valid proposal for the next views
• If at least 𝑓 + 1 correct processes prepare 𝑋, then only 𝑋 is a valid proposal for the next views
• Otherwise, mayval() (which contains the process proposal) is a valid proposal 
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BFT-SMaRt
• Byzantine/Crash fault tolerant state machine replication library

• Written in Java, maintained and evolved during more than 10 years
• Available under Apache license: http://bft-smart.github.io/library/
• Implements a PBFT-like modular protocol

• Key features: modularity, reconfigurations, robustness, performance

Reliable and Authenticated Channels

Durability
and State
Transfer

Reconfig

Extensible State Machine ReplicaIon

Mod-SMaRt
VP-Consensus
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BFT-SMaRt Performance (gigabit Ethernet, no disks)

4.5 Evaluation
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Figure 4.6: Peak sustained throughput of BFT-SMART for CFT (2f + 1 replicas) and BFT
(3f + 1 replicas) considering different workloads and group sizes.

proposed request batch; and (3) we avoid the use of IP multicast, which is know to cause
problems with many senders (e.g., multicast storms) (Birman et al., 2009).

Finally, it is also interesting to see that, with relatively big requests (1024 bytes), the
difference between BFT and CFT tends to be very small, independently on the number of
tolerated faults. Moreover, the performance drops between tolerating 1 to 3 faults is also
much smaller with large payloads (both requests and replies).

Mixed workloads. Figure 4.7 reports the results of our experiment considering a mix of
read and write requests. In the context of this experiment, the difference between reads
and writes is that the former issues small requests (almost-zero size) but gets replies with
payload, whereas the latter issues requests with payload but gets replies with almost zero
size. This experiment was also conducted under a saturated system running 1600 clients.

We performed the experiment both for the BFT and CFT setups of BFT-SMART, using
requests and replies with payloads of 100 and 1024 bytes. Similarly to the previous exper-
iments, the CFT protocol outperforms its BFT counterpart regardless of the ratio of read to
write requests by around 5 to 15%. However, the observed behavior of the system regarding

67

<request size>/<reply size>
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Blockchain and
Nakamoto Consensus
The inspiration for most modern BFT protocols
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What is a Blockchain?

• Blockchain is a secure ledger of transac<ons implemented in a 
distributed (peer-to-peer) way
• It requires solving consensus under Byzan+ne fault model

• Given a blockchain of i blocks, and several proposals for block i+1, how to decide (in a 
distributed way) which proposal to adopt?

26

Block i-1 Block iBlock 1 …

Block i+1

Block i+1

Block i+1

Next
block?
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Problem Statement
“A problem well stated is a problem half-solved.” - Charles Kettering

• Consider a system with n parties (honest or not) in which each one of them 
maintain its copy of the ledger

• A protocol P implements a robust public transaction ledger if it satisfies 
the following two properties:
• Persistence: If an honest party reports a ledger that contains a transaction tx in a 

block more than k positions from the end of the ledger, then tx will be reported in 
the same position of the ledger by any other honest party

• Liveness: If a “valid” transaction tx is sent to all honest parties, then there exist an 
honest party that will report tx at a block more than k blocks from the end of the 
ledger

27

ee - k1 … …
tx

Genesis
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Public (Open) Ledgers

• Originally implemented through Nakamoto Consensus or its variations

• Key ideas:
• Anyone can participate in the network
• A block can be added to the blockchain only if a cryptographic puzzle is solved
• New blocks are disseminated in a peer-to-peer network
• If multiple proposals for extending the chain are received, the longest proposal 

is used
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Nakamoto Consensus
(code on every peer)

• Local state: 
• C: local copy of the blockchain

• Algorithm:
• When a new chain C’ is received

• C = !"#$"%&'(C,C’)
• When a new batch of transaction txs is received

• C = ()**+ ,*+,-*). (C,txs)
• Broadcast(C)

• When a read request is received
• Return the transactions on C

Compares two chains and 
!"##$%$&'"%&(#)*%$'&#)%&that is 
valid, i.e., each block is 
correctly signed, contains the 
hash of the previous and solved 
the proof-of-work puzzle

Solves the following !+,-'#-.//(% : 
find a valid block containing the 
transacIons and the hash of the 
previous block such that the hash 
of this block is smaller than D
(a difficulty parameter)
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Proof of Work

• The Proof-of-Work is generated by changing the block 
until you find a hash that is smaller than a value 
depending on the block difficulty
• E.g.: the first 76 bits (of 256) need to be zero

• Miners must try a lot, for example, in Bitcoin (17k 
nodes) it takes 10 min. on average
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Figure 3: The degradation of the adversarial bound of Theorem 10 asf ranges in(0, 1) in the x-axis
(lower curve). When ties are broken following lexicographic order the analysis can be improved
(upper curve).

bounded away from 1 by a constant! . In case the network is synchronized (f ! 0), the value of
" gets very close to the value of# = " " " 2, and hence our result is tight. In case of a larger
f , our analysis shows that the upper bound on the adversarial hashing power devolves and in fact
approaches0 as f ! 1 Ñ in other words, in a network were a POW becomes relatively easy
compared to network synchronization time, Theorem 10 provides no security guarantee whatsoever.

In practice, this underscores the importance of calibrating the di! culty of the proof of work to
maintain a small value off (such calibration takes place in the Bitcoin system every 2016 blocks). It
is an interesting question to further explore the behavior of the backbone protocol in desynchronized
networks. We remark that with our analysis we can prove a much better behavior forf ! 1 for a
modiÞed backbone protocol that has a deterministic tie-breaking rule (e.g., chooses a chain that is
the lexicographically smallest from those received14). In this case we can prove, for example, that
our analysis enables the common preÞx property to hold whenf = 1 assuming the adversary controls
less than about 29% of the hashing power. In Figure 3 we show how the bound of Theorem 10
degenerates when the parameterf ranges in the (0, 1) range as well as the improvement in the
analysis that can be achieved by lexicographic tie-breaking (we omit the details of this analysis).

4.2 The chain-quality property

We now turn to the chain-quality property (DeÞnition 4), which the theorem below establishes for
a suitable bound on the number of blocks introduced by the adversary.

Theorem 11. Assumef < 1 and # # (1+ ! )$%for some! $ (0, 1). SupposeC belongs to an honest
party and consider any&consecutive blocks ofC. The probability that the adversary has contributed
more than (1 " !

3) 1
" &of these blocks is less thane! ! (! 2#) .

From the above theorem, it follows immediately that the chain quality is satisÞed with parameter
µ = 1

" for any segment length&and probability that drops exponentially in &.

Proof. Let us denote byBi the i -th block of the chain C of an honest party P at some roundr so
that C = B1 . . . Blen(C) and consider some&consecutive blocksBu, . . . , Bv.

14 This has in fact been debated in an number of occasions; see, e.g., [14].
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Why and how is it secure?

• The protocol works if the adversary controls less than half of the 
total computing power and the network disseminate data “fast 
enough”
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Hybrid Consensus

• Permissionless blockchain protocols based on the use of both 
Nakamoto and “traditional” BFT consensus together
• We are particularly interested on the idea of using two blockchains:

• One for defining a committee of members to participate in the ordering of 
transactions

• Other, maintained by the committee, used for ordering transactions

• Observation:
• This idea was introduced in Bitcoin-NG, in which two blockchains (with different PoW 

difficulties) were used
• It is possible to define committee members without using a blockchain by requiring a 

PoW for participating for a time
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Why Hybrid Consensus?

!"#
Protocols
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(due to the commiOee
size requirements)
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Hybrid Consensus: General Idea

Tx,sign Tx,signTx,sign Tx,sign!"#$%&' Tx,sign

PRE-PREPARE

PREPARE

COMMIT !"

!"

!"

!"

s,ctr s,ctrs,ctr s,ctrs,ctr s,ctr

snailchain

DailyChain[R-1]

Tx,sign Tx,signTx,sign Tx,sign!"#$%&' Tx,sign

DailyChain[R]

unstable (ignored)

Producers of last ! blocks are
the members of committee R

A block is validated
by signatures of a 
committee quorum

Each committee produces
a “daily” blockchain with

the transactions it validated
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Hybrid Blockchains

• This protocol achieves responsiveness, i.e., the commit latency of a 
transacJon is proporJonal to the network latency
• Nakamoto consensus is not responsive (latency depends on the Hme to solve the 

PoW) and BFT protocols are responsive (latency depends on network latency)
• Required assumpJons (for responsiveness):

• Synchronous system (as in Nakamoto consensus)
• This work also shows that (1) permissionless consensus is impossible in par:ally synchronous 

systems, and (2) the peers need to con:nuously execute PoW for the snailchain 
• Less than 1/3 of ByzanHne nodes
• CorrupHng a node takes some Hme !

• PracJcal observaJon: the size of the commiQee (! ) and the duraJon of the 
“day” are dependent of "
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Chained Consensus
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Secure Ledger

Blockchain-inspired consensus protocols

• Change of abstraction

25/6/23
84th IFIP WG 10.4 Meeting
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(Non-chained) Consensus for Blockchains

• Consider a BFT SMR implementing a blockchain
• V: validation of transactions
• E: execution of transactions

• ORDER-EXECUTE model (traditional, e.g., SMaRtChain [DSN’20])
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(Non-chained) Consensus for Blockchains

• Consider a BFT SMR implementing a blockchain
• V: validation of transactions
• E: execution of transactions

• EXECUTE-ORDER model (blockchain-oriented, e.g., SBFT [DSN’19])
Client

P!

P"

P#

P$

Request Reply

Propose Write Accept

VE

VE

VE

VE
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Chained Consensus for Blockchains

• Chained consensus employ a sequence of weaker/simpler steps to notarize (or 
jusVfy) blocks (batches) of transacVons
• Notarize/JusIfy: collect a certain number of signatures approving a block

• In the figure, when a block i is voted by a quorum, block i-1 is commiXed
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Streamlet
Arguably the simplest BFT “consensus” protocol
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System Model

• !  nodes, with up to "#$#!%& are subject to Byzantine failures
• The static adversary “choses” its t corrupted nodes when the system starts

• Reliable communication channels
• Synchronized clocks

• Basic time unit is called round (e.g., 10ms)

• Partial synchrony:
• There is an unknown instant in the system execution, the Global Stabilization 

Time (GST), such that:
• Before GST, the adversary can delay messages arbitrarily
• After GST, messages sent by honest processes are received within !  rounds
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Streamlet Opera*on

• Streamlet runs in synchronized '()*+, , each 2!  long
• Each epoch is mapped to a -.!/)0#1'./'-  2 using a hash function 3

• There will be at most one block for each epoch
• Blockchain model:

• Block B = (h, e, tx)
• h is the hash of the previous block
• e is the epoch number of the block
• tx is the set of transactions on the block

• Genesis block: (null, 0, null)
• A block is notarized if it is signed by more than 2/3 of the nodes
• A blockchain is notarized if all its blocks are notarized 
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Streamlet Protocol

• Epoch leader proposes its block
• Example: H(1) = P0, H(2) = P2, H(3) = P1, H(4) = P0, …

• Each node that accepts this block, vote for it 
with its signature for the block

• Epoch-e block is finalized (committed) if blocks 
for epochs e-1, e, e+1 are notarized
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Figure 1: Streamlet Þnalization example. In this example, the preÞx of the top chain up to
the epoch-6 block is considered Þnal.

The protocol. In Streamlet , each epoch has a designated leader chosen at random by a
publicly known hash function. We assume that a valid blockchain is a sequence of blocks crypto-
graphically ÒchainedÓ together by a hash function, i.e., each block contains a hash of its preÞx.
Now, the Streamlet protocol works as follows:

¥ Propose-Vote. In every epoch:

Ð The epochÕs designated leader proposes a new block extending from the longest notarized chain
it has seen (if there are multiple, break ties arbitrarily). The notion ÒnotarizedÓ is deÞned
below.

Ð Every player votes for the Þrst proposal they see from the epochÕs leader, as long as the
proposed block extends from (one of) the longest notarized chain(s) that the voter has seen.
A vote is a signature on the proposed block.

Ð When a block gains votes from at least 2n/ 3 distinct players, it becomesnotarized. A chain is
notarized if its constituent blocks are all notarized.

¥ Finalize. Notarized does not mean Þnal. If in any notarized chain, there are three adjacent
blocks with consecutive epoch numbers, the preÞx of the chain up to the second of the three
blocks is consideredÞnal. When a block becomes Þnal, all of its preÞx must be Þnal too.

Importantly, the entire protocol follows a uniÞed propose-voteparadigm, making it very natural
and leaving (seemingly) no room for misinterpretation. In comparison, the classical mainstream
approach [3, 10, 13, 14, 18, 18, 20] typically adopts a simple fast path that follows a Òpropose-voteÓ
paradigm, but the fast path provides no liveness in the face of faults. To achieve liveness in the
presence of faulty nodes, classical mainstream approaches resort to an additional, often compli-
cated/subtle recovery path (see Section 1.2 for more discussion).

How doesStreamlet achieve both consistency and liveness with a uniÞedpropose-voteparadigm?
The somewhat cute Þnalization rule is part of the ÒmagicÓ. An example of applying the Þnalization
rule is shown in Figure 1. In this example, imagine all blocks are notarized: we see that there is a
notarized chain with 3 adjacent blocks having consecutive epoch numbers 5, 6, and 7. Therefore,
the entire preÞx of the chain up to and including the epoch-6 block is considered Þnal (i.e., all
transactions contained in these blocks are conÞrmed and cannot be undone).

We shall prove later that in this case, there cannot be another conßicting blockX notarized
at the same length (i.e., position in the blockchain, or distance from the Ôgenesis blockÕ) as the
epoch-6 block, and thus consistency is achieved. We now state the protocolÕs provable guarantees
(slightly informally at this point).
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Streamlet Protocol Specification
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3.3 Votes and Notarization

A vote on a block is simply the nodeÕs signature on the block. A collection of at least 2n/ 3 signatures
from distinct nodes on the same block is called anotarization on the block. If a nodei has observed
a notarization for some block, that block is said to benotarized in iÕs view.

A valid blockchain is considered to be notarized by a nodei if i has observed a notarization for
every block in the blockchain (except for the genesis block).

3.4 Protocol

Although not explicitly stated, we make an implicit echoing assumption:

Implicit echoing: upon observing a new transaction or message, a node always echos the trans-
action or message to everyone else.

We use the notation { m} pk! 1
i

to denote a messagem, along with node iÕs signature onm. With

this in mind, we now describe theStreamlet protocol3.

The Streamlet blockchain protocol ( < 1/ 3 corrupt, partially synchronous)

For each epoche = 1 , 2, . . .:

¥ Propose: At the beginning of epoch e, epocheÕs leaderL does the following: let chain
be (any one of) the longest notarized chain(s) that the leader has seen so far, leth :=
H ! (chain), and let txs be the set of unconÞrmed pending transactions.

The leader L sends to everyone the proposed block{ (h, e,txs)} pk! 1
L

extending from the
parent chain chain.

¥ Vote: During the epoch e, every node i does the following. Upon receiving the Þrst
proposal{ (h, e,txs)} pk! 1

L
from epocheÕs leaderL , vote for the proposed block i! it extends

from one of the longest notarized chains that nodei has seen at the time.

To vote for the proposed block (h, e,txs), node i simply sends to everyone{ (h, e,txs)} pk! 1
i

.

Finalize: On seeing three adjacent blocks in a notarized blockchain with consecutive epoch
numbers, a node can Þnalize the second of the three blocks, as well as its entire preÞx chain.

Note that when a block is Þnalizedby a node i , the block and its entire preÞx chain shows up
the iÕs local Þnalized log; all the transactions contained in the block and its preÞx are conÞrmed
and can never be undone in the future.

In sum, the entire protocol follows a propose-vote paradigm, with a somewhat natural but also
ÒmagicalÓ Þnalization rule. We give an example of the Þnalization rule below to aid understanding.

Example. To aid understanding, we illustrate the Þnalization rule in Figure 1. In this example,
all blocks are notarized, and in the top chain, we have three adjacent blocks with consecutive epoch
numbers 5, 6, and 7. In this case, we can Þnalize the entire preÞx chain Ò! - 2 - 5 - 6Ó.

3Throughout, we assume that if a node receives ill-formed or unanticipated messages, they are discarded or queued
until they become anticipated. For example, an epoch-e proposal signed by a non-leader of epoche is discarded.
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Streamlet Correctness

• Consistency

• Liveness

• LimitaJons of Streamlet:
• Requires synchronized clocks
• It is not responsive! 

A protocol is responsive, if its transac:on confirma:on :me depends only on the network’s 
actual delay δ, but not on any a-priori known upper-bound ∆.
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Lemma 2 (Main consistency lemma). If some honest node sees a notarized chain with three ad-
jacent blocksB0, B1, B2 with consecutive epoch numberse, e+ 1 , and e + 2 , then there cannot be a
conßicting block B != B1 that also gets notarized in honest view at the same length asB1.

Proof. Essentially the same as the argument above, but with generalized parameters rather than
6, 7, and 8. We defer the proof to the Appendix, in Section B Lemma 14.

Lemma 2 leads to the following consistency theorem. Recall that Ò" Ó means Òis a preÞx of or
equal toÓ, and that thechain[: ! ] notation refers to a preÞx ofchainending at (and including) block
chain[! ].

Theorem 3 (Consistency). Suppose thatchain and chain! are two notarized chains in honest view
both ending at three blocks with consecutive epoch numbers. Denote the length ofchainas ! , and the
length of chain! as ! !. Moreover, suppose that! # ! !. It must be that chain[: ! $ 1] " chain![: ! ! $ 1].

Proof. Supposechain[: ! $ 1] is not a preÞx of or equal tochain![: ! ! $ 1]. Then it must be that
chain[! $ 1] != chain![! $ 1]; in other words, they have di! erent blocks at length ! $ 1. However,
Lemma 2 precludes both ofchain[! $ 1] and chain![! $ 1] from getting notarized in honest view.

The consistency proof holds regardless of network timing. By examining the entire proof,
it is not hard to see that the consistency proof holds no matter what the actual network message
delays are, and even if honest nodesÕ clocks are not synchronized (as long as the epoch numbers are
monotonically increasing). Of course, if the network is partitioned and honest nodesÕ messages are
being held up, then we cannot guarantee progress. As explained in the following section, liveness
ensues during Òperiods of synchronyÓ, i.e., during a period of time in which honest nodes can deliver
messages back and forth within a round-trip time of 1 second (i.e., equal to the epoch length).

3.6 Liveness

3.6.1 Liveness Theorem

Recall that after GST, the network enters a period of synchrony, i.e., honest nodes can deliver
messages to each other within" rounds.

The following theorem states that after GST, whenever there are 5 consecutive epochs all with
honest leaders, liveness ensues.

Theorem 4 (Liveness). After GST, suppose that there are 5 consecutive epochse, e+1 , . . . , e+4 all
with honest leaders, then, by the beginning of epoche+ 5 , every honest node must have observed a
new Þnal block that was not Þnal at the beginning of epoche. Moreover, this new block was proposed
by an honest leader.

Before we prove the liveness theorem, let us Þrst try to understand it intuitively. Recall that
earlier in our protocol, we need a notarized chain to have three adjacent blocks with consecutive
epoch numbers to Þnalize blocks. You might wonder why in the liveness theorem above, we require
5 consecutive epochs with honest leaders (during a period of synchrony) to make progress. At a
very high level, we Þrst need a couple honest leaders to ÒundoÓ the damage that corrupt leaders
have done, so that the following three honest leaders can successfully notarize three consecutive
blocks. We formalize this intuition below.
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CASPER (+ GHOST = GASPER)
The foundation for Ethereum 2.0
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Ethereum 2.0: the Gasper Protocol

• Gasper is the Proof-of-Stake (PoS) consensus protocol used in Ethereum 2.0
• The main reason to migrate from Nakamoto consensus (PoW) to Gasper (PoS) is 

the energy spending
• In a PoS protocol, miners (now called validators) commit cryptocurrency, not 

physical resources such as CPU to produce blocks
• In Gasper, instead of using CPU for creating PoW for new blocks, a participant 

pays to participate in block generation/validation (currently 32 ETH -> ~ €55.700)
• Gasper is based on two sub-protocols:

• Casper the Friendly Finality Gadget (Casper FFG): 
!"#$%&'%()*+%,#*&)-.%/0',+"%)"%1-.)0-2#$%"'%&3)&%!"#*"%,).%+.'4%1'*%"!*#%-1%)%/0',+%/#0'.5"%&'%&3#%()-.%,3)-.%'*%.'&6

• The Latest Message Driven Greediest Heaviest-Observed Sub-Tree (LMD GHOST): 
)%1'*+7,3'-,#%*!0#
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The Gasper Protocol in Two Slides

• The consensus participants are called validators ! " #$0%$1%& %$2'
• All messages are broadcasted using the P2P infrastructure of Ethereum 
• The system is synchronous and time triggered:

• Slot: some constant time slot (e.g., 12 seconds)
• In each slot, at most one block can be added to the blockchain
• Epoch: some constant number of 𝐶 slots (e.g., 32 slots = 6.4 minutes)
• Blocks belonging to epoch 𝑗 have slot numbers 𝑗𝐶 + 𝑘, where 0 ≤ 𝑘 ≤ 𝐶 − 1
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The Gasper Protocol in Two Slides

• OperaVonally, Gasper works quite like Streamlet:
• For each slot, a commibee (with one leader) is randomly selected from 𝒱
• The slot leader can propose a block, validators vote for it
• A block is jusdfied if more than 2/3 of the slot commibee vote for it
• A block 𝑖 is finalized if block 𝑖 + 𝐶 is jusdfied (see the figure)
• Forks (due to misbehaviors or asynchrony) are solved using the LMD-GHOST rule
• Misbehaviors are punished by slashing the validator commibed stake
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HotStuff
The state of the art in BFT protocol
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System Model

• !  nodes, with up to 4#$#!%& subject to Byzan<ne failures
• Reliable communica<on channels
• Par<al synchrony:

• There is an unknown instant in the system execuVon, the Global Stabiliza&on 
Time (GST), such that:
• Before GST, the adversary can delay messages arbitrarily
• Aher GST, messages sent by honest processes to honest processes are received within !  

dme units

• No synchronized clocks 
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HotStuff in a Nutshell

• HotStuff is a modern (responsive) protocol that promises simplicity 
and scalability way beyond PBFT

27/06/23 DSN'23 Tutorial

HotStu! : BFT Consensus with Linearity and Responsiveness PODC Õ19, July 29-August 2, 2019, Toronto, ON, Canada

Protocol Authenticator complexity ResponsivenessCorrect leader Leader failure (view-change)f leader failures

DLS [25] O(n4 ) O(n4 ) O(n4 )
PBFT [20] O(n2 ) O(n3 ) O(f n 3 ) !
SBFT [30] O(n) O(n2 ) O(f n 2 ) !
Tendermint [15] / Casper [17] O(n2 ) O(n2 ) O(f n 2 )
Tendermint* / Casper* O(n) O(n) O(f n )
HotStu ! O(n) O(n) O(f n )

*Signatures can be combined using threshold signatures, though this optimization is not mentioned in their original works.

Table 1: Performance of selected protocols after GST.

variant named HoneyBadgerBFT was developed by Miller et al. [39].
At their core, these randomized Byzantine solutions employ ran-
domized asynchronous Byzantine consensus, whose best known
communication complexity wasO(n3) (see above), amortizing the
cost via batching. However, most recently, based on the idea in
this HotStu! paper, a parallel submission to PODCÕ19 [8] further
improves the communication complexity toO(n2).

BitcoinÕs core is a protocol known as Nakamoto Consensus [40],
a synchronous protocol with only probabilistic safety guarantee and
no " nality (see analysis in [6, 28, 41]). It operates in apermissionless
model where participants are unknown, and resilience is kept via
Proof-of-Work. As described above, recent blockchain solutions
hybridize Proof-of-Work solutions with classical BFT solutions in
various ways [7, 17, 26, 29, 31, 33, 42]. The need to address rotating
leaders in these hybrid solutions and others provide the motivation
behind HotStu! .

3 MODEL
We consider a system consisting of a" xed set ofn = 3f + 1 replicas,
indexed byi ! [n] where [n] = {1, . . . ,n} . A setF " [n] of up
to f = |F| replicas are Byzantine faulty, and the remaining ones
are correct. We will often refer to the Byzantine replicas as being
coordinated by anadversary, which learns all internal state held by
these replicas (including their cryptographic keys, see below).

Network communication is point-to-point, authenticated and
reliable: one correct replica receives a message from another correct
replica if and only if the latter sent that message to the former. When
we refer to a ÒbroadcastÓ, it involves the broadcaster, if correct, send-
ing the same point-to-point messages to all replicas, including itself.
We adopt thepartial synchrony modelof Dwork et al. [25], where
there is a known bound! and an unknown Global Stabilization
Time (GST), such that after GST, all transmissions between two cor-
rect replicas arrive within time! . Our protocol will ensure safety
always, and will guarantee progress within a bounded duration
after GST. (Guaranteeing progress before GST is impossible [27].)
In practice, our protocol will guarantee progress if the system re-
mains stable (i.e., if messages arrive within! time) for su# ciently
long after GST, though assuming that it does so forever simpli" es
discussion.

Cryptographic primitives. HotStu! makes use of threshold sig-
natures [14, 18, 48]. In a (k,n)-threshold signature scheme, there is
a single public key held by all replicas, and each of then replicas
holds a distinct private key. Thei -th replica can use its private key
to contribute apartial signature! i # tsigni (m) on messagem. Par-
tial signatures{ ! i }i ! I , where|I | = k and each! i # tsigni (m), can
be used to produce a digital signature" # tcombine(m, { ! i }i ! I )
onm. Any other replica can verify the signature using the public

key and the functiontverify . We require that if! i # tsigni (m)
for eachi ! I , |I | = k, and if " # tcombine(m, { ! i }i ! I ), then
tverify (m," ) returns true. However, given oracle access to oracles
{tsigni (á)}i ! [n]\ F, an adversary who queriestsigni (m) on strictly
fewer thank$ f of these oracles has negligible probability of produc-
ing a signature" for the messagem (i.e., such thattverify (m," ) re-
turns true). Throughout this paper, we use a threshold ofk = 2f + 1.
Again, we will typically leave invocations oftverify implicit in our
protocol descriptions.

We also require a cryptographic hash functionh (also called a
message digestfunction), which maps an arbitrary-length input
to a " xed-length output. The hash function must becollision re-
sistant[46], which informally requires that the probability of an
adversary producing inputsm andm%such thath(m) = h(m%) is
negligible. As such,h(m) can serve as an identi" er for a unique
input m in the protocol.

Complexity measure. The complexity measure we care about
is authenticator complexity, which speci" cally is the sum, over all
replicasi ! [n], of the number of authenticators received by replica
i in the protocol to reach a consensus decision after GST. (Again,
before GST, a consensus decision might not be reached at all in the
worst case [27].) Here, anauthenticatoris either a partial signature
or a signature. Authenticator complexity is a useful measure of
communication complexity for several reasons. First, like bit com-
plexity and unlike message complexity, it hides unnecessary details
about the transmission topology. For example,n messages carrying
one authenticator count the same as one message carryingn au-
thenticators. Second, authenticator complexity is better suited than
bit complexity for capturing costs in protocols like ours that reach
consensus repeatedly, where each consensus decision (or each view
proposed on the way to that consensus decision) is identi" ed by a
monotonically increasing counter. That is, because such a counter
increases inde" nitely, the bit complexity of a protocol that sends
such a counter cannot be bounded. Third, since in practice, crypto-
graphic operations to produce or verify digital signatures and to
produce or combine partial signatures are typically the most com-
putationally intensive operations in protocols that use them, the
authenticator complexity provides insight into the computational
burden of the protocol, as well.

4 BASIC HOTSTUFF
HotStu! solves the State Machine Replication (SMR) problem. At
the core of SMR is a protocol for deciding on a growing log of
commandrequests by clients. A group of state-machine replicas
apply commands in sequence order consistently. A client sends
a command request to all replicas, and waits for responses from
(f + 1) of them. For the most part, we omit the client from the
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Chained HotStuff

• HotStuff can be implemented in a chained way
• This simplifies the algorithm, making it quite compact (like Streamlet)
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Figure 1: Chained HotStu ! is a pipelined Basic HotStu ! where a QC can serve in di ! erent phases simultaneously.
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Figure 2: The nodes at views ! 4,! 5,! 6 form a Three-Chain. The node at view ! 8 does not make a valid One-Chain in Chained
HotStu ! (but it is a valid One-Chain after relaxation in the algorithm of Section 6).

// while waiting in previous view

6: genericQC #
!
arg max

m $M
{m.justify .viewNumber }

"
.justify

7: curProposal # &"#$*#L#$,(genericQC .node,
clientÕs command, genericQC )

// !"#!$"# phase (leader-half)
8: broadcastM-. (.#/#"'& , curProposal , %)
9: asa replica

10: wait for messagem from 0#$%#"(curView )
m : )$*&1'/. M-. (m, .#/#"'& , curView )

11: b" # m.node; b!! # b" .justify .node;
b! # b!! .justify .node; b # b! .justify .node

12: if -$,# N(%#(b", b" .justify ) then
13: send2(*# M-. (.#/#"'& , b", %) to 0#$%#"(curView )

// start !"#+&())'* phase onb" Õs parent
14: if b" .parent = b!! then
15: genericQC # b" .justify

// start &())'* phase onb" Õs grandparent
16: if (b" .parent = b!! ) & (b!! .parent = b!) then
17: lockedQC # b!! .justify

// start %#&'%#phase onb" Õs great-grandparent
18: if (b" .parent = b!! ) & (b!! .parent = b!) &

(b! .parent = b) then
19: execute new commands throughb, respond to clients
20: asa leader // !"#+&())'* phase (leader-half)
21: wait for (n ' f ) votes:

V # {! | )$*&1'/. M-. (! , .#/#"'& , curView )}
22: genericQC # QC(V )

// for liveness, the message here counts as(n ' f ) at Line 5
23: as the next leader
24: wait for messagem from 0#$%#"(curView )

m : )$*&1'/. M-. (m, /#3+2'#3 , curView )
! Finally

25: /#4* V'#3 interrupt: goto this line if /#4* V'#3 (curView ) is
called during Òwait forÓ in any phase

26: sendM-. (/#3+2'#3 , %, genericQC ) to 0#$%#"(curView + 1)

6 IMPLEMENTATION
HotStu! is a practical protocol for building e" cient SMR systems.
Because of its simplicity, we can easily turn Algorithm 3 into an

event-driven-style speci#cation that is almost like the code skeleton
for a prototype implementation.

As shown in Algorithm 4, the code is further simpli#ed and gen-
eralized by extracting the liveness mechanism from the body into a
module namedPacemaker. Instead of the next leader always waiting
for a genericQC at the end of the.#/#"'& phase before starting
its reign, this logic is delegated to the Pacemaker. A stable leader
can skip this step and streamline proposals across multiple heights.
Additionally, we relax the direct parent constraint for maintaining
the highestgenericQC andlockedQC, while still preserving the
requirement that the QC in a valid node always refers to its ancestor.
The proof of correctness is similar to Chained HotStu! and we also
defer it to the appendix of [50].

Data structures. Each replicau keeps track of the following
main state variables:

V[á] mapping from a node to its votes.
vheight height of last voted node.

block locked node (similar tolockedQC).
bexec last executed node.

qchigh highest known QC (similar togenericQC) kept by
a Pacemaker.

bleaf leaf node kept by a Pacemaker.

It also keeps a constantb0, the same genesis node known by all cor-
rect replicas. To bootstrap,b0 contains a hard-coded QC for itself,
block ,bexec ,bleaf are all initialized tob0, andqchigh contains the
QC forb0.

Pacemaker. A Pacemaker is a mechanism that guarantees progress
after GST. It achieves this through two ingredients.

The#rst one is ÒsynchronizationÓ, bringing all correct replicas,
and a unique leader, into a common height for a su" ciently long
period. The usual synchronization mechanism in the literature [15,
20, 25] is for replicas to increase the count of! Õs they spend at
larger heights, until progress is being made. A common way to
deterministically elect a leader is to use a rotating leader scheme

P0

P1

P2

P3

54



HotStuff protocol

• Core rules of the protocol:
• Block b* such that b*.parent = b*.justify.node (node here is a block) forms a One-

Chain (1C)
• If, additionally, b*.parent = b’’ forms a One-Chain, we say b* forms a Two-Chain (2C).
• If, additionally, b’’.parent = b’ forms a One-Chain, we say b* forms a Three-Chain (3C).
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// while waiting in previous view

6: genericQC #
!
arg max

m $M
{m.justify .viewNumber }

"
.justify

7: curProposal # &"#$*#L#$,(genericQC .node,
clientÕs command, genericQC )

// !"#!$"# phase (leader-half)
8: broadcastM-. (.#/#"'& , curProposal , %)
9: asa replica

10: wait for messagem from 0#$%#"(curView )
m : )$*&1'/. M-. (m, .#/#"'& , curView )

11: b" # m.node; b!! # b" .justify .node;
b! # b!! .justify .node; b # b! .justify .node

12: if -$,# N(%#(b", b" .justify ) then
13: send2(*# M-. (.#/#"'& , b", %) to 0#$%#"(curView )

// start !"#+&())'* phase onb" Õs parent
14: if b" .parent = b!! then
15: genericQC # b" .justify

// start &())'* phase onb" Õs grandparent
16: if (b" .parent = b!! ) & (b!! .parent = b!) then
17: lockedQC # b!! .justify

// start %#&'%#phase onb" Õs great-grandparent
18: if (b" .parent = b!! ) & (b!! .parent = b!) &

(b! .parent = b) then
19: execute new commands throughb, respond to clients
20: asa leader // !"#+&())'* phase (leader-half)
21: wait for (n ' f ) votes:

V # {! | )$*&1'/. M-. (! , .#/#"'& , curView )}
22: genericQC # QC(V )

// for liveness, the message here counts as(n ' f ) at Line 5
23: as the next leader
24: wait for messagem from 0#$%#"(curView )

m : )$*&1'/. M-. (m, /#3+2'#3 , curView )
! Finally

25: /#4* V'#3 interrupt: goto this line if /#4* V'#3 (curView ) is
called during Òwait forÓ in any phase

26: sendM-. (/#3+2'#3 , %, genericQC ) to 0#$%#"(curView + 1)

6 IMPLEMENTATION
HotStu! is a practical protocol for building e" cient SMR systems.
Because of its simplicity, we can easily turn Algorithm 3 into an

event-driven-style speci#cation that is almost like the code skeleton
for a prototype implementation.

As shown in Algorithm 4, the code is further simpli#ed and gen-
eralized by extracting the liveness mechanism from the body into a
module namedPacemaker. Instead of the next leader always waiting
for a genericQC at the end of the.#/#"'& phase before starting
its reign, this logic is delegated to the Pacemaker. A stable leader
can skip this step and streamline proposals across multiple heights.
Additionally, we relax the direct parent constraint for maintaining
the highestgenericQC andlockedQC, while still preserving the
requirement that the QC in a valid node always refers to its ancestor.
The proof of correctness is similar to Chained HotStu! and we also
defer it to the appendix of [50].

Data structures. Each replicau keeps track of the following
main state variables:

V[á] mapping from a node to its votes.
vheight height of last voted node.

block locked node (similar tolockedQC).
bexec last executed node.

qchigh highest known QC (similar togenericQC) kept by
a Pacemaker.

bleaf leaf node kept by a Pacemaker.

It also keeps a constantb0, the same genesis node known by all cor-
rect replicas. To bootstrap,b0 contains a hard-coded QC for itself,
block ,bexec ,bleaf are all initialized tob0, andqchigh contains the
QC forb0.

Pacemaker. A Pacemaker is a mechanism that guarantees progress
after GST. It achieves this through two ingredients.

The#rst one is ÒsynchronizationÓ, bringing all correct replicas,
and a unique leader, into a common height for a su" ciently long
period. The usual synchronization mechanism in the literature [15,
20, 25] is for replicas to increase the count of! Õs they spend at
larger heights, until progress is being made. A common way to
deterministically elect a leader is to use a rotating leader scheme

B.parent ≠ 
B.justify.node

(this is not the case 
for the other blocks)

B

1C: Update genericQC w/ b’’

2C: Update lockedQC w/ b’

3C: Commit b

B.parent

B.justify.node
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HotStuff in Action
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Order Fairness

• This is problematic for some applications (e.g., decentralized finance) 
since tx ordering is completely under control of the leader
• How to ensure a property like ”if "51 is received before "52 in the 

majority of correct replicas, then "52 cannot be ordered before "51”
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Order Fairness: Pompè [Zhang et al. OSDI’20]

• A new ordering phase is used to establish totally ordered timestamps for the 
commands 

• Then, it is safe to use any leader-based protocol because the leader must follow 
the timestamp order

• There are several other works in this field, e.g., Themis (to appear at CCS’23)
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BFT Scalability

• This is a huge topic, with lots of works
• Kauri [Neiheiser et al. SOSP’21] brings comm. complexity to O(log n)
• Many other protocols (including some we discussed) employ a scalable 

P2P/gossip network for disseminating messages
• Ex: Narwhal [Danezis et al. EuroSys’22] decouples data dissemination from 

the consensus
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(b) Communication pattern

Figure 1. HotStu! communication pattern with 7 processes.

Fourth round:In the last round, the leader broadcasts the
commitquorum to all processes, which in turn verify it and
decide accordingly.

Figure 1 illustrates the communication pattern of HotStu! in
a system with 7 processes. HotStu! uses the following two
primitives:

¥ broadcastMsg(data). This primitive is used in the" rst
phase of each round to broadcastdatafrom the leader
to all other processes.

¥ waitFor (N - f) votes. This primitive is used in the second
phase of each round, for the leader to collect votes from
a quorum of! ! " processes.

The implementation of these primitives must satisfy the
following properties:

De! nition 1. Reliable Dissemination: After the GST, and
in a robust con! guration, all correct processes deliver the data
sent by the leader.

De! nition 2. Ful ! llment: After the GST, and in a robust
con! guration, the aggregate collected by the leader includes at
least! ! " votes.

It is easy to show that, when using perfect point-to-point
channels, it is possible to achieve Reliable Dissemination
and Ful" llment on a star topology. For this purpose, we" rst
de" ne the notion of arobust star.

De! nition 3. Robust Star: A star is said to be robust if the
leader is correct, and non-robust if the leader is faulty.

Brie#y, the assumption of perfect point-to-point channels
and the fact that the leader is correct ensure that all correct
processes deliver the message sent by the leader, hence satis-
fying Reliable Dissemination. In a similar fashion, all correct
processes are able to send their vote to the leader which,
in turn, is able to collect! ! " votes/signatures and hence
satisfy Ful" llment. For lack of space, we refer the reader to
the HotStu! paper for full details [33].

3.2 Using Trees to Implement HotStu "

We now discuss how to implement thebroadcastMsgand
waitForprimitives using tree topologies, while preserving
the same properties. As noted before, processes are organized
in a tree with the leader at the root. The primitivebroad-
castMsgis implemented by having the root senddatato its
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(b) Communication pattern

Figure 2. Tree communication pattern for 7 processes.

children that in turn forward it to their own children, and so
forth. The primitivewaitForis implemented by having the
leaf nodes send their signatures to their parent. The parent
then aggregates those signatures with its own and sends the
aggregate to their own parent. This process is repeated until
the " nal aggregate is computed at the root of the tree. This
process is illustrated in Figure 2.

When using a tree to implementbroadcastMsgandwaitFor,
the notion of robust con" guration needs to be adapted, as
it is no longer enough that the leader is non-faulty to make
the con" guration robust. We de" ne arobust treeas follows.

De! nition 4. Robust Tree:An edge is said to be safe if the
corresponding vertices are both correct processes. A tree is robust
i" the leader process is correct and, for every pair of correct
process#! and#", the path in the tree connecting these processes
is composed exclusively of safe edges.

Note that our de" nition of a robust tree is a su$ cient but
not necessary condition to achieve consensus. In fact, con-
sensus can be reached as long as there is a path composed
exclusively of safe edges between the leader and a quorum
of correct processes. Our simpler formulation discards some
viable con" gurations - for instance a tree with a faulty inter-
nal node where all its children are also faulty - but provides
an important corollary: a tree is robust if and only if all inter-
nal nodes, including the leader, are correct processes. This
observation allows us to devise an e$ cient recon" guration
algorithm that is optimal when the number of consecutive
faults is small (¤5).

3.3 Dissemination and Aggregation

We start by describing the communication primitives used
to propagate information on the tree and the cryptographic
primitives used to perform aggregation.

3.3.1 Communicating on the Tree. Processes use the
tree to communicate. Each directed edge maps to a perfect
single-use point-to-point channel used to send and deliver
a single value. Note that, when using perfect channels, a
message is only guaranteed to be eventually delivered if
both the sender and the recipient are correct. If the sender is
faulty, no message may ever be delivered. To avoid blocking,
a process should be able to make progress if a message takes
too long to be received. Moreover, the single-use ensures
that the receiver either returns the current value sent or"
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Adaptive Fast Geo-Replication
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Issues with Geo-Replica*on

• Different administrative domains
• Performance diversity

• Across replicas
• Across time

• Throughput can be improved with 
better networks
• Latency requires protocol optimizations

• Speed of light is the network limit
• Latency proportional to the roundtrip to a 

fast quorum
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Classical BFT Replication

leader

N=4, f=1
Egalitarian quorums,
Any 3 out of 4 replicas
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WHEAT: WeigHt-Enabled Active replicaTion

• BFT-SMaRt extended for geo-replication
• Uses optimizations that lead to significant latency reduction:

• Single leader in the best-connected site
• Tentative executions (from PBFT)
• Employs smaller quorums (weighted replication)

• Weighted replication: safe voting assignment scheme for SMR
• Uses Δ extra replica(s) for quorum formation
• Improves latency by enabling more choice upon quorum formation
• Needs to preserve quorum intersection and tolerance to f faulty replicas
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Weighted BFT Replication

2

1

2

1

1

5 votes, 3 replicas

N=5, f=1, ! =1 (extra)
Weighted quorums,
One set of 3 out of 5 
and any set 4 out of 55 votes, 4 replicas
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Weighted BFT Replica*on

• Consistency: All quorums that hold Q votes intersect by at least one 
correct replica
• Availability: There is always a quorum available in the system that 

holds Q votes

• Safe minimality: There exists at least one minimal quorum in the 
system
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CFT mode BFT mode

Input:
+ and Δ

Output:
/  and 0!"#

Define the number of replicas /  that 
hold 0!"#  > 1 votes, without violaDng +

Weighted BFT Replication
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Size of fast quorums with different ! and !  
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AWARE: Adaptive Wide-Area REplication

• The environment of the system (i.e., network characterisVcs) may change at 
run<me (e.g., due to a DDoS aXack)

 AWARE enables a geo-replicated consensus-based system 
to adapt to its environment!

The benefit of weighted replicaVon 
depends on choosing an op<mal 
weight configura<on
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AWARE Approach

• Self-Monitoring
• AWARE uses reliable self-monitoring for adapting replicas‘ voting weights and 

leader position at runtime

• Self-Optimization
• AWARE continuously strives for consensus latency gains at runtime
• Changes weights and leader location to minimize consensus latency

Self-Monitoring Self-Optimization

DSN'23 Tutorial

details in 
the paper
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Setup

• AWARE is implemented on top of 
WHEAT, which is based on BFT-SMaRt
• For evaluation, we use the Amazon 

AWS cloud, using EC2 instances of 
t2.micro type with 1 vCPU, 1 GB RAM 
and 8 GB SSD volume
• We select different regions for 

instances and use one client and one 
replica per instance
• Clients simultaneously send 1kB-

requests across all sites
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Clients’ Request Latency

Observations
• The best configuration (<4,0>) performs about 39% faster than the median 

(<3,4>), 64% faster than the worst (<2,1>)
• Tuning voting weights can reduce latency (see configs. with the same leader)
• Leader relocation may be necessary for achieving optimal consensus latency

Average latencies of all clients and 20 configurations
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Figure 7: Measured average request latency of 11th to 90th percentile across clients in different regions.

Figure 8: Comparison between predicted consensus latency, measured consensus latency and clientsÕ observed request latency.

do not have high hardware requirements for our latency exper-
iments, we use thet2.micro instance type, which is equipped
with 1 vCPU, 1 GB of RAM and 8 GB standard SSD volume
(gp2). We use WHEAT in the Byzantine fault model with
f = 1 and! = 1 additional spare replicas. Further, we select
the (numbered) regions(0) Oregon, (1) Ireland, (2) Sydney, (3)
S‹o Pauloand(4) Virginia. In each region we start one virtual
machine (VM) to construct our world-spanning replicated
system. Every VM carries a replica and a client which conduct
latency measurements.Consensus latencydeÞnes the time
between a leader sending a proposal and it being decided.
Request latencyis the time between a client sending a request
and receiving enough replicasÕ responses to accept the result.
Replicas measure the average consensus latency of a1000
consensus instances sample. Clients simultaneously send at
least1000 requests each and continue sending requests until
each client has Þnished its measurements. A client request
arriving at the leader replica may wait for some time until it
gets included in a batch when there is currently a consensus
instance running. We use synchronous clients that wait for the
result and send the next request after waiting for a random time
interval between0 and 150 ms. Further, clients compute the
average latency from the 11th to 90th percentile (to mitigate
the inßuence of outliers) of perceived request latencies.

A. Margin of Latency Variations of Different ConÞgurations

We start by justifying the question whether a dynamic ap-
proach to self-reliantly Þnding a well-performing conÞguration
is needed by showing the gap between different WHEAT
conÞgurations. Figure 7 illustrates the observed client latencies
for different regions. Each conÞguration is represented by a
tuple !L, R V max " where L is the leader andRV max is the
other replica (besides the leader) that has a voting weight of
Vmax = 2 . Each number corresponds to a region as explained
in the setup and Figure 7. We notice a big difference between

the conÞgurations. The best conÞguration is!4, 0" showing a
latency (avg. across all clients) of359.78 ms, the left median
conÞguration!3, 4" performs in 499.06 ms and the worst
conÞguration!2, 1" requires589, 56 ms. The best WHEAT
conÞguration is38.7%faster than the median and63.9%faster
than the worst conÞguration. Further, we make four important
observations:

(1) Tuning voting weights can reduce latency:the adjust-
ment of weights is a promising optimization to reduce the
latency even if the leader is Þxed (see different conÞgurations
with the same leader).

(2) Leader selection may be necessary for optimal latency:
a leader inSydneyor S‹o Paulois not well connected enough
to the rest of the system. Relocation can improve the latency
observed by all clients.

(3) Co-located clients achieve slightly better latency:a
client co-located with the leader tends to observe lower request
latencies than other clients within a speciÞc conÞguration.
Still, this does not necessarily imply a pareto-optimum: a
client in Sydney observes492.19 ms in !2, 1" (co-located
with the leader) while it achieves its best results (among all
conÞgurations) in!0, 4" with 403.46 ms.

(4) A global optimum does not existbut a few pareto-optimal
conÞgurations dominate poorer performing conÞgurations.

B. Accuracy of Consensus Latency Prediction

Our approach aims at Þnding a conÞguration with minimal
leader consensus latency. Our prediction model (Algorithm 1)
lets us compute these latencies for all conÞgurations.

We compare our model prediction with the actual consensus
latency of the leader that we measured for every conÞguration
during our experiment (see Figure 8). For these conÞgurations,
our predictions are off by1.08% on average. The highest
prediction error is for!4, 0" (3.22%). Since our prediction
relies on latency measurements which are subject to smaller

7
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Runtime Behavior of AWARE
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Figure 9: Runtime behavior of AWARE.

variations, we argue that these results arereasonable for
choosing a well-performing conÞgurationÐ however, AWARE
might not always choose the actual best conÞguration but
decide for some conÞguration that is close to the optimum.

In our example, AWARE will pick any conÞguration of
!0, 1", !0, 4", !1, 0", !1, 4", !4, 0" or !4, 1" for which it predicts
a leader consensus latency of143.52 ms amortized over1000
consensus rounds. In our experiment, the measured latencies
for theseoptimal candidatesare between141.30 ms (!1, 0")
and 148.31 ms (!4, 0"). If there is an optimal conÞguration
containing the current leader, AWARE preferably chooses it
over conÞgurations where a leader change is necessary. On a
side note, the median predicted leaderÕs consensus latency is
202.26 ms (!3, 4") and the worst is270.50 ms (!2, 1").

C. ClientsÕ Observed Request Latency

Figure 8 also shows the clientsÕ observed request latency
(average across all sites) for all conÞgurations and compares
them with both model predictions and measurements for
consensus latency.

As expected, consensus speed contributes to total latency.
We notice a positive correlation! (L MP , L CR ) = 0 .961 be-
tween our series (over all conÞgurations) of model predictions
for leader consensus latencyL MP and the measurement series
of average clientsÕ request latencyL CR , indicating thatfaster
consensus is beneÞcial for geographically distributed clients.

D. Runtime Behavior of AWARE

We deploy AWARE in our usual setting and observe its
behavior during the systemÕs lifespan. Overall, the clientsÕ
request latencies show high variations which is caused by
a waiting time of a request at the leader: since all clients
simultaneously send requests and the leader batches these, a
client request may wait until the current consensus Þnishes to
get into the next batch, which takes a varying time depending
on how shortly the request arrived before the next consensus
can be started3. We induce events to evaluate AWAREÕs
reactions (see Figure 9) to certain conditions, in particular:

3This is the reason the clientsÕ observed average request latencies are a
little more than twice as high as the consensus latency in Figure 8.

1) Action: We start AWARE in a low-performance conÞgu-
ration !2, 3" with Sydneybeing the leader andSydneyand
S‹o Paulohaving maximum voting power.

2) Reaction: After a calculation interval ofc = 500, AWARE
decides thatOregonandIreland are faster and changes its
conÞguration to!0, 1" leading tolatency gains observed
by all clients across all sites.

3) Action: We create network perturbations, in particular we
add an outgoing delay of120 ms and20 ms jitter to the
Ireland replica, thus making it slower (the client and replica
of Ireland are not co-located on the same VM).

4) Reaction: AWARE attributes one of theVmax to S‹o Paulo
while IrelandÕsweight is reduced toVmin . Clients observe
a small improvement in request latencies.

5) Action: We end the network delay forIreland, thus the
network stabilizes and the communication links ofIreland
become just as fast as in the beginning of our experiment.

6) Reaction: AWARE notices this improvement and assigns
the Vmax of S‹o Paulo back to Ireland since it predicts
latency gains for this conÞguration. After the reconÞgu-
ration, clients observe faster request latencies identical to
what happened after the Þrst reconÞguration (Event 2).

7) Action: We crash the leaderOregon(which hasVmax ).
8) Reaction: ReplicasÕ request timers expire and BFT-SMaRt

triggers the leader change protocol:Ireland becomes the
next leader. SincefV max voting power becomes unavail-
able, all remaining correct replicas are forced to use the
same quorumQv (all 3 Vmin replicas and the leader).
Accordingly, clients observe higher request latencies.

9) Reaction: AWARE redistributes theVmax to a former
Vmin replica, S‹o Paulo, hencerestoring some degree of
variability in quorum formation. Replicas now can form
smaller quorums. This leads to clients observing latency
improvements across all regions.

E. Maximum Throughput

For measuringmaximum throughput, we change the instance
types to c5.xlarge (4 vCPU, 8 GB of RAM, 8 GB SSD)
and use 5 VMs in our usual regions to place replicas, and

8
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Summary: WHEAT + AWARE

• Ease of deployment
• AWARE provides the needed automation for finding an optimal configuration 

by tuning voting weights and/or relocating the leader

• Adjust to varying conditions
• AWARE dynamically adjusts to changing conditions by shifting high voting 

power to replicas that are the fastest in a recent time frame

• Compensate for faults
• AWARE detects (non-malicious) high-weight replicas failures and restores the 

availability of up to f (Vmax− Vmin) voting power by redistributing high weights

• Ultimately, it is a way to deal with heterogeneity
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Chasing the Speed of Light

! A key observation of WHEAT/AWARE is that

! smaller consensus quorums can accelerate consensus

! But the size of quorums depends

! on the configured resilience threshold t

! FlashConsensus:  threshold-adaptive BFT 
SMR for wide-area deployments 

! satisfying safety and liveness for  t  < n/3

! achieves fast commit latency  in an expected 
common-case, when there are no more than t fast = 
⌈t/2⌉ < n/6 faulty replicas
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• Obtain smaller quorums through 
• tentative use of a lower resilience threshold (t!"#$) 
• achieving threat level awareness through

• the incorporation of abortable SMR [A] 
• and BFT forensic support [B]

• Without sacrificing linearizability
• but supporting speculation [C]
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[A] The next 700 BFT protocols. TOCS2015.

[B] BFT protocol forensics. CCS 2021.

[C] Incremental consistency guarantees for replicated objects . OSDI 2016.
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(b) ClientsÕ observed end-to-end latencies for protocol runs with BFT-SMaRt, AWARE andFLASHCONSENSUS.
The client results are averaged over all regions per continent.

Figure 9: Achievable latency gains for then = 21 AWS setup.
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Figure 10: Runtime behavior of FLASHCONSENSUS.

6.1.1 FLASH CONSENSUSAcceleration

For a better exposition, we group the21 clientsÕ results by
the continent they are located in, reporting only their regional
averages (see Figure9). We observe thatFLASHCONSENSUS

signiÞcantly accelerates consensus, leading to a speedup of
3.57! faster decisions (see Figure9a). This result also sur-
passes the speedup of2.29! , achievable if the speed of the
links employed by BFT-SMART approximated the speed of
light.1 Second, accelerating consensus decisions also leads
to faster request latencies observed by clients worldwide (see
Figure 9b). Averaged over all client regions,FLASHCON-
SENSUSleads to a speedup of1.87! overBFT-SMART for
clientsÕ observed end-to-end request latencies with Þnaliza-
tion (AWARE leads to 1.33! only).

Our results also show that even higher speedups can be
achieved by employing the incremental consistency levels of
FLASHCONSENSUSÕs correctables. Thestrongconsistency
level, which guarantees linearizability iff < tfast, achieves a
speedup of2.38! , while the speculative levelsweakandÞrst
achieve speedups of2.76! and2.90! , respectively (results
are averaged over all regions).

1Assuming all links transmit at the speed of 0.67c [13,36].

6.1.2 FLASH CONSENSUSRuntime Behavior

For this experiment, we create an emulation of the AWS net-
work in our local cluster to be more ßexible with the induction
of events. The emulated network uses latency statistics from
cloudping,2 and, the Kollaps network emulator, which was val-
idated for realistic WAN experimentation withBFT-SMART

and WHEAT [28], to construct the emulated network.
We launchFLASHCONSENSUSin the samen = 21AWS

regions to observe its runtime behavior during the systemÕs
lifespan. Noticeably, clientsÕ request latencies show high vari-
ations, which are caused by a random waiting time of a request
at the leader before getting included in the next batch, which
takes a varying time depending on how shortly the request ar-
rived before the next consensus can be started. Moreover, we
induce the following events to evaluateFLASHCONSENSUSÕs
reactions and plot the latency observed by a representative
correct client in Figure10.

ConÞguration switch.FLASHCONSENSUSstarts in the con-
servative conÞguration, displaying low performance. Later,
around time277s, the system switches to the fast conÞgu-
ration (such switches are attempted every400consensus in-
stances), leading to a signiÞcant latency improvement.

Leader crash.At the time1814s, we crash the leader. Subse-

2https://www.cloudping.co/grid .
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Figure 13: Latencies of BFT-SMART and FLASHCONSENSUSfor n = 51 replicas, observed from different client locations.
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Figure 14: Latencies of HotStuff using FLASHCONSENSUStechniques forn = 51 replicas.

Further, the speedup increases when using the incremental
consistency levels of the correctable. The average speedup
across all client locations fromBFT-SMART to FLASHCON-
SENSUSÕsÞnal level is 1.83! and becomes incrementally
higher for the speculative levelsstrong(2.70! ), weak(2.99! )
andÞrst (3.23! ). For comparison, the speedup thatBFT-
SMART would achieve if the speed of network links approxi-
mated the speed of light is roughly 2.5! .

These results show that using smaller weighted quorums
is an important technique to achieve low consensus latency,
achieving results that are competitive even with the expected
latency of our baseline protocol with speed-of-light links.

6.3 FLASH CONSENSUS-ßavored HotStuff

The principle of improving quorums introduced inFLASH-
CONSENSUSis general enough to be used in other BFT SMR
protocols to decrease consensus latency. For example, our
techniques can be directly applied to speedup agreement in
multi-leader protocols [54], as long as the leaders are selected
only among the best-connected replicas, or even in protocols
providing additional guarantees such as fair ordering [60].
Here, we experimentally demonstrate this aspect by applying
FLASHCONSENSUSideas to HotStuff [59].

Compared toBFT-SMART and PBFT, HotStuff uses an
agreement pattern with one additional phase and achieves a
linear communication complexity by letting the leader collect
and distribute quorum certiÞcates in each phase. It results in7
communication steps per consensus instance, instead of3 as
required byBFT-SMART/PBFT (see Figure2). This design
makes the overall systemÕs latency even more sensitive to how

fast agreement can be achieved, which depends on the speed a
HotStuff leader can succeed in collecting quorum certiÞcates.
FLASHHotStuff selects a conÞguration in which the leader
can communicate fast with a set of well-connected replicas
that are granted more voting power.

Setup. We use a prediction model of the HotStuff protocol4

to simulateFLASHHotStuff and normal HotStuff protocol
runs on the same latency map ofn = 51 replicas used before
(Figure12). These simulations compute the achievable laten-
cies for different consistency levels ofFLASHHotStuff, the
latency of the original HotStuff and the hypothetical latencies
of HotStuff when network speeds are as fast as possible.

Results. Simulation results show thatFLASHHotStuff sig-
niÞcantly improves HotStuffÕs latency (see Figure14). The
consensus latency is optimized from853ms in HotStuff to
only 177ms inFLASHHotStuff, which corresponds to a con-
sensus execution speedup of4.82! , achieved by the incor-
poration of weights, optimal leader placement, and the use
of smaller quorums. For client request latencies withÞnal
consistency, the highest speedup observed was in Frankfurt
(2.84! ) and lowest in Cape Town (2.07! ).

Like before, the speedup increases with lower consistency
levels. The average speedup across all client locations from
HotStuff to FLASHHotStuffÕsÞnal level is 2.56! and be-
comes incrementally higher for the speculative levelsstrong
(3.69! ), weak(4.05! ) andÞrst(4.74! ).

4This model is similar to the one AWARE uses to anticipate the effect of
weight and leader changes during its self-optimization [9].
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! FlashConsensus combines weighted replication 

! with abortable SMR and BFT forensics 

! to safely underestimate the resilience threshold

! faster quorums accelerate consensus decisions

! The potential for latency speedup is substantial

! client-side speculation allows to further reduce latency 

! by relaxing consistency guarantees

! For more details, please check 
out our paper!
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• PBFT paper by Castro & Liskov (OSDI’99):
“!"#$%$&'()"**"%+( and software errors are increasingly common. … can cause 
faulty nodes to exhibit Byzantine (i.e., arbitrary) behavior...” (Introduction)
“,-)"(('.-)$/0-1-/0-/*)/&0-)2"$#'3-( .” (System Model)

! After that
• Most works on BFT do not mention malicious attacks in their motivation 

(instead they talk about hardware errors and non-deterministic bugs)
• Blockchain-motivated works target a security-relevant setting but rarely 

mention fault independence
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E-F-/G1

! A !"#$%"&'(&)#* that manages the diversity of a BFT system to 
improve its resiliency to +)&,!,"-.'/,#$*&&,0*#$1')23*%.)%,*.

! LAZARUS addresses two types of threats:
! Newly found vulnerabilities affecting one or more replicas

• Replicas are taken offline for security patching
! Zero-day vulnerabilities affecting multiple replicas

• Estimate the risk of replicas to have a common vulnerability in the future
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Control plane

Execution plane

!" !# !$ !%

&'(

)*' ��+,-../.%0

12%0-233.-
OSINT

&'( &'( &'(
Clients

BFT-Replicated serviceUNTRUSTED

TRUSTED

Small local trusted
component that 
reboots the host

Logically-centralized 
orchestrator for 
reconfigurations

Not controlled 
by the adversary

Subject to 
Byzantine 
failures
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! Replica: sobware stack for a replica
• OS (distribuVon, not only the kernel)
• Support sooware (JVM, DBMS, etc.)
• ReplicaVon library
• Service code

! Configura+on: set of !  replicas
! Replica pool: set of available replicas 

from which you pick a configura<on

Operating
System

Support
BFT library

Service

Config. 1

Config. 2
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1. Find past common vulnerabili+es on the replica pool
• Fetch OSINT from NVD, ExploitDB, vendor sites, etc.
• For each vulnerability, discover

• which replicas in the pool are affected 
• exploit and patch informadon

2. Measure vulnerability severity
3. Calculate the configura+on risk

• Sum the severity of vulnerabiliVes affecVng each pair of replicas from a config.

4. Select the next configura+on
• Will be one of the less risky that requires less changes

details and a 

trace-driven 

evaluaVon in 

the paper
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ID Name #Cores Memory

UB14 Ubuntu 14.04 4 15GB
UB16 Ubuntu 16.04 4 15GB
UB17 Ubuntu 17.04 4 15GB
OS42 OpenSuse 42.1 4 15GB
FE24 Fedora 24 4 15GB
FE25 Fedora 25 4 15GB
FE26 Fedora 26 4 15GB
DE7 Debian 7 4 15GB
DE8 Debian 8 4 15GB
W10 Windows 10 4 1GB
WS12 Win. Server 2012 4 1GB
FB10 FreeBSD 10 4 1GB
FB11 FreeBSD 11 4 1GB
SO10 Solaris 10 1 1GB
SO11 Solaris 11 1 1GB
OB60 OpenBSD 6.0 1 1GB
OB61 OpenBSD 6.1 1 1GB

Table 2. The di! erent OSes used in the experiments and the
con" gurations of their VMs.

7.1 Homogeneous Replicas Throughput

We start by running the BFT-SMaRt microbenchmark using
the same OS versionin all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
Here, we consider the0/ 0 and1024/ 1024workloads, i.e.,0
and1024bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi" cant di! erences between
running the system on top of di! erent OSes. This di! er-
ence is more signi" cant for the0/ 0 workload as it is much
more CPU intensive than the1024/ 1024workload. Ubuntu,
OpenSuse, and Fedora OSes are well supported by our vir-
tualization environment and achieved approx.66%and75%
of the BM throughput for the0/ 0 and1024/ 1024workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for0/ 0 workloads but close to the previous
group for1024/ 1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than3000ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di! erent OSes strongly con-
strains the performance of speci" c OSes in our testbed.

7.2 Diverse Replicas Throughput

In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
FE24, and OS42), another with one replica of each OS family
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Figure 7. Microbenchmark results under 0/0 and 1024/1024
workloads for homogeneous con" gurations.
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Figure 8. Microbenchmark results under 0/0 and 1024/1024
workloads for three diverse con" gurations.

(UB16, W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con" gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the0/ 0 workload (65%and10%of the BM perfor-
mance), and from 11.5k to 2.5k for the1024/ 1024workload
(82%and 18%of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in7th , and the slowest set is in16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU Ð due to the VirtualBox limitations Ð
therefore the low performance is somewhat expected. The
set with OSes from di! erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests withf = 1. These results show
that runningL!"!#$% with current virtualization technology
results in a signi" cant performance variation, depending on
the con" gurations selected by the system.

7.3 Performance During Recon ! guration

Another relevant feature ofL!"!#$% is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon" guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.

In this experiment, we compare the replicas recon" gura-
tion in the homogeneous BM environment with aL!"!#$%
setup (the initial OS con" guration is DE8, OS42, FE26, and
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We start by running the BFT-SMaRt microbenchmark using
the same OS versionin all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
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and1024bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi" cant di! erences between
running the system on top of di! erent OSes. This di! er-
ence is more signi" cant for the0/ 0 workload as it is much
more CPU intensive than the1024/ 1024workload. Ubuntu,
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tualization environment and achieved approx.66%and75%
of the BM throughput for the0/ 0 and1024/ 1024workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for0/ 0 workloads but close to the previous
group for1024/ 1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than3000ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di! erent OSes strongly con-
strains the performance of speci" c OSes in our testbed.
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In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
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(UB16, W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con" gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the0/ 0 workload (65%and10%of the BM perfor-
mance), and from 11.5k to 2.5k for the1024/ 1024workload
(82%and 18%of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in7th , and the slowest set is in16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU Ð due to the VirtualBox limitations Ð
therefore the low performance is somewhat expected. The
set with OSes from di! erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests withf = 1. These results show
that runningL!"!#$% with current virtualization technology
results in a signi" cant performance variation, depending on
the con" gurations selected by the system.

7.3 Performance During Recon ! guration

Another relevant feature ofL!"!#$% is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon" guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.

In this experiment, we compare the replicas recon" gura-
tion in the homogeneous BM environment with aL!"!#$%
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Middleware Õ19, December 8Ð13, 2019, Davis, CA, USA Miguel Garcia, Alysson Bessani, and Nuno Neves

ID Name #Cores Memory

UB14 Ubuntu 14.04 4 15GB
UB16 Ubuntu 16.04 4 15GB
UB17 Ubuntu 17.04 4 15GB
OS42 OpenSuse 42.1 4 15GB
FE24 Fedora 24 4 15GB
FE25 Fedora 25 4 15GB
FE26 Fedora 26 4 15GB
DE7 Debian 7 4 15GB
DE8 Debian 8 4 15GB
W10 Windows 10 4 1GB
WS12 Win. Server 2012 4 1GB
FB10 FreeBSD 10 4 1GB
FB11 FreeBSD 11 4 1GB
SO10 Solaris 10 1 1GB
SO11 Solaris 11 1 1GB
OB60 OpenBSD 6.0 1 1GB
OB61 OpenBSD 6.1 1 1GB

Table 2. The di! erent OSes used in the experiments and the
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7.1 Homogeneous Replicas Throughput

We start by running the BFT-SMaRt microbenchmark using
the same OS versionin all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
Here, we consider the0/ 0 and1024/ 1024workloads, i.e.,0
and1024bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi" cant di! erences between
running the system on top of di! erent OSes. This di! er-
ence is more signi" cant for the0/ 0 workload as it is much
more CPU intensive than the1024/ 1024workload. Ubuntu,
OpenSuse, and Fedora OSes are well supported by our vir-
tualization environment and achieved approx.66%and75%
of the BM throughput for the0/ 0 and1024/ 1024workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for0/ 0 workloads but close to the previous
group for1024/ 1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than3000ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di! erent OSes strongly con-
strains the performance of speci" c OSes in our testbed.

7.2 Diverse Replicas Throughput

In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
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(UB16, W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con" gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the0/ 0 workload (65%and10%of the BM perfor-
mance), and from 11.5k to 2.5k for the1024/ 1024workload
(82%and 18%of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in7th , and the slowest set is in16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU Ð due to the VirtualBox limitations Ð
therefore the low performance is somewhat expected. The
set with OSes from di! erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests withf = 1. These results show
that runningL!"!#$% with current virtualization technology
results in a signi" cant performance variation, depending on
the con" gurations selected by the system.

7.3 Performance During Recon ! guration

Another relevant feature ofL!"!#$% is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon" guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.

In this experiment, we compare the replicas recon" gura-
tion in the homogeneous BM environment with aL!"!#$%
setup (the initial OS con" guration is DE8, OS42, FE26, and

Homogeneous setups

Diverse setups
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more in 
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<"**"+=7"7&'/7$>%)#%&'4)##)%#"&'()**"+%.'<=7>)'(460",-.(?$+".*-52(:2.$2*(:@"$-01(3+$(
<+03-A20*-"B(789(:2$5-.2&; '3???'@59AA'BC"D7"+6E.
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Alice Bob

1. Send money to Bob 3. Notify

2. Process the payment

Availability Integrity Confiden<ality

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …
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…

secret

…

!"#$%

𝑠#

𝑠$

𝑠%

𝑠!

&%'(

67897: ;<8:7<=967:; >=?@AB7:

>9A7B0&C ;7:D7:; >9A7B0&E

1) Dealer divides the 
secret into shares 

2) Each shareholder 
stores its share 

3) Combiner reconstructs 
the secret by combining 
a subset of shares

Shamir’s scheme properties:
! Up to 𝑡 shares reveal nothing 

about the secret
! At least 𝑡 + 1 shares are required 

to reconstruct the secret

secret

Secret

Shares

𝑡 = 1
𝑃(𝑥)
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FG&;"4+%"#(3%+$&4)3&!#H51)%+&
!4))#'&3%'%!'&1)I4(13&$"4+%$

JG&;"4+%"#(3%+$&3#&)#'&"4I%&
"#K&'#&+%!#I%+&$"4+%$

LG&0"%&$!"%H%&1$&)#'&$42%&
4*41)$'&4&H#51(%&43I%+$4+,

Dealer adds additional 
information in form of 

commitments that enables 
shareholders and combiner to 

verify validity of shares

Shareholders send blinded 
shares to a recovering 

shareholder

Shareholders periodically 
reshare their shares

D%+12145(%&;%!+%'&;"4+1)*&;!"%H%$

M+#4!NI%&;%!+%'&;"4+1)*&;!"%H%$

6,)4H1!&;%!+%'&;"4+1)*&;!"%H%$

!
"
𝑉&'(

! !

" !

𝑉!)*

&%)*'"#+,
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Modular protocol stack Recovery Reconfiguration Handles many secrets

COBRA DYNAMIC PROACTIVE SECRET SHARING (DPSS) SCHEME

!"#$%&'()) #*+,)-.$/
!0123451/3.6&
$57638./301

Fundamental features required in a practical system
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COBRA adds a 
confidenIality layer 
into BFT SMR: 
>=@:8&6M;;

-)%(.$/.,%+%"'$%.
"'+(/0.
1/23+/0#'2)

4"/$%5$).$*%.)3)$%0.
','#+)$.'.0/6#2%.
'(7%")'"3.'+(.'22/8).$/.
"%5/+9#,:"%.$*%.)3)$%0

-)%(.$/."%5/7%".
"%12#5');.1"#7'$%.)$'$%

DPSS protocols 

described in 

the paper
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!"#$%&#'(%)*+,)-./"#0 !"#$'(%)1"+,)#"./"#0

@O0&;?:&;%!+%!,P An adversary learns no information about 
the confidential data, if the data is not accessible by faulty 
clients and the adversary controls no more than 𝑡 servers

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 Bob

… …

%& '()#*+%,!-

1 ! 𝟏
… …

%& '()#*+%,!-

1 ! 𝟑
… …

%& '()#*+%,!-

1 ! 𝟐
… …

%& '()#*+%,!-

1 ! 𝟒
… …
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! Programming
• Replicas have a common state and a secret state (shares or encrypted data)
• For many applications, tx processing requires computing over encrypted data
• How to integrate this model with a smart contract language like Solidity?

! Programming
• How to avoid leaking access patterns?

! Performance

27/06/23 116

Update 
Throughput

(1kB txs, 10 replicas)

No confidentiality

VSSR [CCS ‘19]

COBRA

8028 tx/s

481 tx/s

4071 tx/s1761 tx/s

No share verificaIon 
on the replicas
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! !"#$%&'()$*+",-#./0%#%1,2*30%4%.%5,*+)6768*91&:%*;"&'5-2
• Recent works match the throughput and latency(!) of leader-based protocols

! 9<=>:",)$*30%4%.%5,
• BFT consensus using only consistent broadcast and some local rules

! ?4/)0*5)"$)05),,*30%4%.%5,
• RedBelly, ISS, Mir-BFT, etc.

! @-:0'$*30%4%.%5,*+%0*ABC*D'4/*401,4)$*.%&3%#)#4,2
• For matching crash fault tolerance resilience (2f+1 instead of 3f+1)

! ABC*E0%4%.%5*B%0)#,'.,
• For discovering who misbehaved in a protocol (used in FlashConsensus)

! <,-&&)40'.*C01,4*E0%4%.%5,*+)6768*F4)55"0*3"-&)#4*#)4D%0G2
• Not powerful enough to solve consensus with minimal knowledge
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