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Byzantine Fault Tolerance Protocols
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BFT-SMaRt
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BFT-SMaRt
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http://bft-smart.github.io/library/

Mod-SMaRt: Normal Phase
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Mod-SMaRt: Synchronization Phase @er=rs
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Adaptivity to Network Conditions
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Classical BFT Replication

S —— Egalitarian quorums,
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Experimental study conducted with BFT-
SMaRt on Planetlab and Amazon EC2
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WHEAT: WeigHt-Enabled Active replicaTion
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Weighted BFT Replication
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5 votes, 3 replicas

Weighted quorums,

N=4, f=1! =1 (extra) m @ @ One set of dut-of 5

5votes, 4replicas @nd any set dut-of 5




Weighted BFT Replication
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Weighted BFT Replication
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Size of fast quorums with different ! and !
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AWARE: Adaptive Wide-Area REplication

B= BFT-SMaRt, W= WHEAT
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AWARE Approach

SelfMonitoring ) SelfOptimization
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Self-Monitoring: Measuring Latency

| T )7 +/42)*$<.)$'+=$'7 Yo+ BEMT Yo+ &=""*=)&IH# =%'Vo=-) ") T"+/*$'1%.
1%8&$)&$<$'7.%=%/%"2)$$*B)$

| <O%(1?"="#\-/'#% @ %-" Client Vi
| 1), 40> +/*"#'*&'*"'=) &*=)"#' al -
$)")/=)>"><2?HM)*>).! P1 MR
L OO SFE=$S<2PHT YN T%S" b,
| K#1."1*"-@%(-" Ps W
L A)T"+*E+2?2)>+%=)"# )BT %&>"#' p4 \ N NG W
$)&>+&B"*/@&%:")>B?)&=$ (DUMMY-)  WRITE ACCEPT

PROPOSE



Self-Monitoring: Consolidating Measurements
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Self-Optimization
| H+=-'=-)'$*?)'"2*= +/)$' 78*&>78 =-)".)7"+/*$'*&'-%4B"
=" "#&1(1-X)'442¢-)' I%""%: +&B'%7C?2+5*C%&'7.%;") ?0

<Zv W) = argmin PredictLatency(l, W, ME, M™)
Wew,les

1%, )= ) T +*$ ) 5[-'=-) $*?)3' % TC?*":)+B-="
>+$=.+,<Co%&*&>'+&6% @)*".)/%&AB< *CY%&'+&'=-) $#$=)?



(#)

Evaluation of WHEAT and AWARE



Setup
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Runtime Behavior of AWARE

ngl) m—*+-./0,.012-34. ==t+ -/0,.052-+6.7 *+.-./0,.0897.-9 ==+ - /0,.08:40;6<+4 %+ - /0,.0=,23,.,6
N I"#$%&'()*+,-$.($/&018&23$42&5 \A#$BC(SDOE:($.8.2%
,0678093$428&,()6$:28&:0)1 ; AAPDIE (5, & 14#$:28;0)1$,8.7$
" 0 ll 0 ) 7809$ﬁ.2&,0)1 7809$(*$BC($DOE;( n“} 4 ‘ M [ { ‘ 0
I 1
' h' ‘H”', “ LI [”| l ‘ ‘ ’ | ﬂ ' \‘H ':0“‘ |“ '\ ﬂ',‘ ",‘ P\‘N 'r'm \Ih ‘Kl
IR " i |
(e
‘[ .I { ‘“i “l ”' ‘I "“! “I l lr”“l| | PRILES \“ u‘l“l‘r | ﬁ “4 Iu ,‘l,‘l“ ‘:‘
1 i) | /‘\. \ V
%! , “‘,’\H ‘,,w,‘ .m | 'H A " " Wil " Jﬁ ““;“ | IL#$:2&;0)1$>&(8&7$;&01&26
N Y NIV 20oKeis428 097 +-$K0287809 | |
IM#$BC($DOE;($,&
/18&01&23$BH1)&H I<H$%8=+0$:28:0)1$ IF#$%8=:+08:28:0)1$ #S/E0L825428 ($207KE7
78093$BH1)&HESBC(SDOEN  5g:(827572:(@ >&'(8&7$+0?.$0,0+) ' ' Sl
N " #11 $1! %!! &!! gl ( !

>?-0@AB



Adapting to Evolving Threats with
Diverse Replication
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LAZARUS
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LAZARUS Overview
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Diversity-aware Reconfigurations
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LAZARUS Implementation
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Effectiveness and Performance of
LAZARUS



LAZARUS Effectiveness
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Diversity and Performance

ID Name #Cores | Memory g 60k

0 N e 0/0 |
UB14 Ubuntu 14.04 4 15GB 8 50k | =2 1024/1024
UB16 | Ubuntu 16.04 4 15GB c4Aakryg BBBREBEERL
UB17 | Ubuntu 17.04 4 15GB S 80k i g
08§42 OpenSuse 42.1 4 15GB g., 20k 7 """"" ' : SR - ' :
FE24 | Fedora 24 4 15GB s 10k % : O & Bk B Bk - IR
FE25 Fedora 25 4 15GB I_E O ) (/ """"""""
FE26 | Fedora 26 4 15GB %S, ),
DE7 | Debian 7 4 15GB < 4
DES8 Debian 8 4 15GB —~ 20k
W10 | Windows 10 4 1GB § 0 — EBB%, \l/JvBl%)&s FOE1204, C()DBS6412]]
WS12 | Win. Server 2012 4 1GB PR G S — ! ! ! ]

L 1

FB10 | FreeBSD 10 4 1GB S 10k - e - [0860056180108011]
FB11 | FreeBSD 11 4 1GB ‘g
SO10 Solaris 10 1 1GB %’ Bk | .
SO11 | Solaris 11 1 1GB 5 0 ]
OB60 | OpenBSD 6.0 1 1GB ﬁ 0/0 1024/1024
OB61 | OpenBSD 6.1 1 1GB




Conclusions
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