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Abstract

The development of embedded technologies to support
the construction of dependable applications in environ-
ments of uncertain synchrony, reliability or security, raises
many challenges. In previous work we introduced a frame-
work based on the concept of wormholes, and some tech-
niques for adaptation and fail-safety to construct depend-
able applications under this framework. But in order to set
up a wormhole, it is necessary to enforce a hybrid system
structure through the use of appropriate hardware and en-
gineering approaches. This paper gives some initial steps
towards the definition of new wormholes specifically suited
for embedded systems. We first describe the framework that
we intend to follow and then we discuss some existing pro-
cessing and communication technologies that could serve
our purposes.

1. Introduction

The development of embedded technologies to support
cooperative, ubiquitous, pervasive and yet dependable ap-
plications, raises many technical and scientific challenges.
For instance, when dealing with uncertainty of the environ-
ment, it is hard to provide any guarantees, especially non-
functional, such as performance, timeliness, reliability or
security. This is particularly true of environments of uncer-
tain topology, timeliness or hostility, such as those found in
intelligent transportation systems, involving car-to-car com-
munication (C2CC) or car-to-infrastructure communication
(C2IC).

Current state-of-the-art uses classical fault tolerance for
dependability, and QoS management as the workhorse for
adaptation. In fault tolerance, the approach is normally
based on fairly static assumptions on system structure and
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fault assumptions. In QoS, the approach is normally heuris-
tic, based on aprioristic assumptions on the system and its
environment, and done at a partial level.

Architectural frameworks are needed that handle uncer-
tainty and foster the concept of adapting functional and non-
functional properties of a service while at least providing
guarantees on how dependably it is adapting, and of doing
it on an end-to-end, systemic perspective, rather than e.g.,
network or host based. For example, from the perspective
of timeliness, this can be addressed by a suite of mecha-
nisms and protocols based on fail-safety, time-safety and
time-elasticity, to perform fault tolerance and dependable
QoS assurance and adaptation in settings where the need
for some real-time behavior conflicts with the uncertainty
about the environment’s timeliness. However, exactly the
same can be said of security and fault tolerance vs. mali-
cious faults, or better put, intrusion tolerance.

The state-of-the-art should be advanced with system
models for embedded and mission critical operation, which
provide the means to deal with the uncertainty of the envi-
ronment, while addressing real-time and consistency needs
of applications. To this end, in previous work we intro-
duced wormholes [18] as enhanced subsystems which pro-
vide components with a means to obtain a few simple priv-
ileged functions and channels to other components, with
“good” properties otherwise not guaranteed by the “nor-
mal” weak/uncertain environment. For example, providing
timely or secure functions and communication in, respec-
tively, asynchronous systems or byzantine-on-failure envi-
ronments.

The wormhole concept can be exploited for the con-
struction of applications with timeliness or security require-
ments, through architectural hybridization, a well-founded
way to substantiate the provision of those “good” proper-
ties on “weak” environments. In fact, specific instantiations
of wormholes have been presented and discussed in earlier
work [4, 6].

Now we want to further exploit the concept, by demon-
strating the feasibility of other wormholes and their suit-
ability to support the development of dependable embedded



applications involving ad-hoc C2CC with infrastructure ser-
vice support. This paper presents some initial steps in this
direction, namely with a brief description of the approach
that will be followed to deal with uncertainty through de-
pendable adaptation, and with an overview of COTS-based
technologies that may be used to construct the necessary
wormhole.

The reminder of the paper is organized as follow: Sec-
tion 2 introduces hybrid distributed system models based on
wormholes. Section 3 discusses dependable QoS adaptation
and how it uses wormholes. In Section 4 we analyze COTS-
based communication and embedded technologies from an
architectural hybridization perspective. Finally, Section 5
provides some final remarks and next steps.

2. Hybrid Distributed System Models

Since we are considering that the environment surround-
ing distributed applications is open, unpredictable or uncer-
tain, classical distributed system models are typically not
able to reconcile this uncertainty with the needs for pre-
dictability observed in many applications. For example,
when reasoning in terms of synchrony requirements, if a
fully synchronous model is used then the application will
fail as soon as an assumed bound is violated (and assuming
very high bounds to reduce the probability of failure can
make the application too slow and unusable). On the other
hand, fully asynchronous models do not even allow to deal
with timeliness requirements, while making it impossible to
solve relevant problems such as consensus in the presence
of a single crash failure [10].

A promising way to address this conflict between the
need for predictability and the uncertainty of the environ-
ment consists in considering models of partial synchrony
or, in a more generic way, hybrid distributed system mod-
els. An hybrid model assumes that the system is not homo-
geneous – its properties, like synchrony or trustworthiness,
can vary over time or with the part of the system being con-
sidered. In fact, the concept of wormholes [18] has been
introduced to explain how this architectural hybridization
can be used to find better solutions for fundamental dis-
tributed system problems and to improve the construction
of dependable applications.

When applying the concept of wormholes to the syn-
chrony domain, a system is assumed to have distinct parts
with respect to synchrony properties. There should be a
synchronous, or at least timelier part, very small and using
just the needed resources to provide a few crucial services,
which constitutes the wormhole (we also call it the control
part). When considering distributed wormholes, synchrony
properties must be secured in a distributed way, which re-
quires also some form of hybridization of the communica-
tion infrastructure. General applications are executed on

the other part of the system, a possibly complex and asyn-
chronous part (to which we call payload), making use of
the services provided by the wormhole (through a local in-
stantiation, or interface) only when this is needed to secure
some critical property. Naturally, this implies the definition
of specific interfaces and an adequate programming model
to use these wormhole services. Possible services include
the measurement of distributed durations, the detection of
timing failures or even the execution of specialized func-
tions in a timed and/or timely way.

In order to use the wormhole model and exploit architec-
tural hybridization, it is necessary to ensure, by design, that
the assumed properties for the wormhole are satisfied. In
practice, hybridization must be enforced either by identify-
ing and isolating the parts of the system that may constitute
the wormhole, or by adding the necessary amount of re-
sources, be it processing, communication or other, that are
needed to construct the wormhole.

There is certainly a vast range of solutions for achiev-
ing the required improved subsystems. For example, the
availability of a GPS-based clock can be used as an alter-
native time base to the local system clock. Improved com-
munication properties for the wormhole can be secured by
the use of additional dedicated communication channels or
networks or simply using networks with differentiated ser-
vices. Dedicated processor boards or devices with embed-
ded processors can be used to implement local instances of
a wormhole, as an alternative to sharing the local proces-
sor between the wormhole and the rest of the system, as
it could be done with appropriate OS support. Depending
on the kind of application and on the environment in which
it will execute, different wormholes can be envisaged. We
will be further discuss this issue in Section 4, considering
some possibilities available for the construction of worm-
holes for embedded systems.

3. Dependable QoS Adaptation

Classical real-time approaches for QoS provision assume
that resource reservation is possible. This is acceptable in
environments in which it is possible to control available re-
sources. However, since we assume dynamic and essen-
tially unpredictable environments, it is difficult to secure
time bounds because, in fact, no guarantees can be given
that the necessary amount of resources is available all the
time. Therefore, unlike the majority of the work dealing
with QoS provision, we follow a different approach, assum-
ing that the best that can be done is to adapt applications
according to the amount of resources that are available at
a certain moment or that were available during some inter-
val of observation. In that sense, we do not try to do things
such as rearranging or redistributing the existing resources
as a means to try to secure a given QoS for the application.



Instead, we rely on the application to adapt itself, if possi-
ble, to the actual conditions of the environment.

In fact, we also consider different approaches for de-
pendable application programming in these uncertain en-
vironments. For instance, we also consider a fail-safety
approach, in which applications may not be able to adapt
but may be able to stop in a fail-safe state when require-
ments cannot be satisfied, or a redundancy-base approach,
in which relevant timed actions are replicated to the nec-
essary amount (given the observed available resources) for
securing certain timeliness requirements.

Here, however, we only focus on adaptable applications.
We call them time-elastic, to express the idea that they are
able to dynamically increase or decrease the assumed time
bounds. The success of our approach for adaptation has to
do essentially with two factors: (i) the monitoring frame-
work, which dictates the accuracy of the observations lead-
ing to adaptation and (ii) the adaptation framework, which
determines how and when should bounds be adapted. While
the later is fundamentally based on probabilistic, statistical
and mathematical solutions to compute adaptation parame-
ters, the former strongly depends on the system architecture
and on the supporting infrastructure (e.g., the network and
the operating system). This is why we consider an architec-
ture based on the existence of an wormhole, and we discuss
in this paper the possible solutions for implementing it.

In [5] a framework for dependable QoS adaptation using
a specific timeliness wormhole, a TCB (Timely Computing
Base), was presented. This wormhole can be used essen-
tially to help the construction of the monitoring framework,
by providing the adequate means to measure distributed du-
rations with a given accuracy, and independently from the
“observed” system. This provides the basis to achieve what
we call dependable adaptation, that is, the ability to provide
some guarantees on how adaptation should be done.

The adaptation framework is based on the construction
of probability distribution functions (pdf ) that represent the
actual distribution of the observed timing variables, which
are then used to determine the specific probability of ensur-
ing that a given timing bound can be secured. Adaptation is
then carried on with the objective of keeping this probability
always constant during the overall execution of an applica-
tion. In other words, the goal is to ensure coverage stabil-
ity, and in this way allow the development of dependable
embedded (adaptive) applications in the assumed uncertain
environments [19].

4. Technologies for Embedded-System Worm-
holes

In this section we discuss suitable technologies to de-
velop embedded systems based on the wormhole model. In
particular, we are interested in COTS-based embedded de-

vices for communication, timing and processing support. In
order to motivate our analysis, we consider a scenario in-
volving car-related applications and including Car-to-Car
Communications (C2CC) and Car-to-Infrastructure Com-
munications (C2IC).

A broad range of inter-vehicle applications could be con-
sidered. Hazard warnings, collision avoidance and intelli-
gent traffic signs are examples of applications with time-
and security- dependent safety requirements. Interactive
multimedia applications can also be envisaged due to their
timeliness requirements. In order to design these applica-
tions under the wormhole framework, the application code
and the application specific communication workload has to
reside on the payload part of the system, while the control
part will be responsible for performing important actions for
the safety of the system, like measuring delays or detecting
timing failures. In general, a wormhole would be used for
monitoring and adaptation of C2CC, as explained in Sec-
tion 3. But it could also be used for in-car environments,
improving the safety of operations involving distributed and
accurate sensor readings or timely actuation. This would re-
quire the use of a timely timing failure detection service.

Figure 1(a) depicts a car equipped with several real-
time sensor networks. Black rectangles represent actua-
tors and sensors, connected through a network. Clearly,
the synchrony of every network should match the timeliness
bounds required by each application. For instance, the ABS
and gearbox actuators must be more accurate and timely
than door locks. While it is possible to use classic real-time
approaches to implement these applications in such a con-
trolled environment, if some of this information has to be
disseminated to other cars nearby, or to the infrastructure,
then the availability of a wormhole will help the application
designer.

Figure 1(b) depicts the whole system. Now the hybrid
nature of the systems is revealed through the existence of
payload and control parts represented in every car and in
some equipment on the same environment. Inside the car
there must exist a wormhole instance acting as a gateway
between the several internal car networks and the outside
environment. On this outside environment, messages can
be exchanged by payload parts between cars, or between
cars and other equipment. The control parts must exchange
information through own communication channels, isolated
from the payload. The existence of specialized devices (e.g.
GPS, as represented in the picture) may be made part of the
control subsystem. The picture also represents the interface
between payload and control, since the problem of inter-
facing a potentially asynchronous environment to a more
synchronous one is not trivial.

Nowadays mobile network technologies present differ-
ent capabilities and can be suitable to devise systems based
in wormholes. WLAN (e.g. IEEE 802.11 [7, 12] and Blue-
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Figure 1. Application scenario: (a) car networks; (b) hybrid architecture.

tooth [11]) or cellular networks (e.g. UMTS [2, 8, 15]) are
some examples of wireless networks that can be integrated
in order to achieve different synchrony or security levels.
Although WLAN and cellular networks present distinctions
regarding technology, frequency range, cost, among other
parameters, we are particularly interested in their coverage
range and transfer rate. The former present a limited range,
but higher transfer rate. On the contrary, cellular networks
have a higher coverage but reduced transfer rate [8].

In order to improve the availability of server-based ap-
plications and, in general, to secure the better possible QoS
for the application, it is possible to consider the existence
of multiple communication channels serving the payload
part. In such setting, the availability of a dependable adap-
tation framework could be used to assist reconfiguration of
the communication subsystem, aiming at using the channel
providing the better QoS.

IEEE 802.11 standards [7, 12] are envisaged here as suit-
able for ad hoc C2CC or even C2IC. Of particular interest
is the IEEE 802.11p (standard for Wireless Access in Ve-
hicular Environments) [1], which seems well suited for our
purposes.

To enforce better properties on the communication chan-
nels, some features of IEEE 802.11p are handy, (e.g. dif-
ferent priorities levels, multi-channel operations and appli-
cations differentiation). For instance, IEEE 802.11p trans-
mission range is divided into 7 channels of 10 MHz each,
with 1 dedicated control channel and 6 service channels. In
addition, it is possible to combine two channels to increase
the frequency band.

Cellular network channels are suitable to disseminate
information in a broad range. While they may not be
very suited to implement timely or synchronous channels
(in particular, because they can be affected by interference
and disconnection quite easily), we believe they may be

nevertheless used to better secure trustworthiness require-
ments of payload applications, through a specific wormhole
for this purpose. For instance, secure cryptographic keys
could be refreshed periodically based in secure, determinis-
tic and wide area communication established between cars
and infrastructure (e.g. VPN constructed over UMTS tech-
nologies). Solutions found in the literature addressing re-
silient approaches based on hybrid distributed system mod-
els should also be investigated in wireless scenarios. This
is the case of proactive recovery [17] and strategies to solve
consensus [16].

Considering wireless communication in a short range or
even inside a car, Bluetooth wireless technology [11] is well
suited to build payload or control channels. To achieve the
synchronism necessary for the control part, synchrony links
(SCO) should be obtained using Bluetooth devices sharing
a common channel [3]. Inside the cars other solutions can
also envisaged, namely using hybridization of a field-bus
network, such as FTT-CAN [9]. FTT-CAN combines both
time- and event-triggered paradigms, taking advantage of
the underlying medium-access control of CAN to imple-
ment channels of differentiated guarantees.

With respect to timing, specific solutions must also be in-
vestigated. The use of GPS, as already mentioned, is a good
solution to establish a global and accurate time base. On
the other hand, assuming the availability of GPS receivers
is reasonable since we consider a scenario involving car re-
lated applications. Specific solutions for timing, possibly
based on software clock synchronization, or the availability
of other time provision networks, must be sorted out when
considering closed spaces, such as tunnels or underground
parking lots.

An earlier solution to construct a system with a con-
trol and a payload processing environment was presented
in [4]. There, a TCB implementation using RT-Linux was



described, focusing on the specific problems of enforcing
the required properties for the control part. But a worm-
hole can in fact be implemented in other ways, not using a
software-based technique to create virtually separated envi-
ronments, but using real separate execution environments,
with their own processors. For instance, PC hardware can
use co-processors, being combined with embedded systems
or micro-controllers to create hybrid systems with regard
to processing. The computational power of today’s embed-
ded co-processors motivates the development of hardware-
based hybrid systems.

There exist many embedded and versatile boards (for ex-
ample, the Kontron ePCI 101 [13] presents a dual Ethernet
interface, 1.6 GHz CPU clock and 1 GB DDR-SDRAM)
that could be added to a PC system in order to address our
objectives. Other PC interfaces can also be used to connect
even more independent micro-controllers or embedded sys-
tems. For instance, the Lantronix UDS100 [14] is a small
embedded device with reasonable processing capabilities,
which can be connected to a PC through a serial interface,
and may be linked to similar devices through a dedicated
ethernet network, thus forming a form of embedded worm-
hole. With appropriate bridging, it would also be possible
to envisage a system made of several UDS100 devices con-
nected through a wireless network. This could possibly be
a good solutions for the applications and environments we
consider in this paper.

5. Concluding Remarks

In this paper we motivated the use of the wormhole dis-
tributed system model and framework to implement embed-
ded applications in environments of uncertain timeliness.
To this end, we also revisited the use of dependable QoS
adaptation as an appropriate solution for some applications
running over such unpredictable environments. Scenarios
involving car related applications were considered to moti-
vate a discussion about possible COTS-based solutions to
implement a wormhole based system.

We are currently in the process of implementing a new
wormhole better suited to embedded systems and applica-
tions, and we plan to use and demonstrate these results in
the scope of the HIDENETS [20] European project. Along
with this work, we also plan to further improve previous
results on dependable adaptation, in particular be investi-
gating suitable probabilistic distributions for particular car-
to-car environments and for the specific envisaged applica-
tions.
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