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Byzantine Fault Tolerance Protocols

• Performance
• The race horses: PBFT, Zyzzyva, Alyph, …

• Robustness
• Slow but steady: Prime, Aardvark, RBFT, …

• Resource efficiency 
• Strong assumpCons: MinBFT, CheapBFT, XFT, …

• Scalability
• Blockchainers: HoneyBadger, FastBFT, SBFT, …



This talk: Adaptiveness

• Changing/Unknown Network Conditions
• Weighted Replication applied to BFT
• Autonomic weight assignment

• Threat Landscape (attacks and vulnerabilities)
• Diversity for fault independence
• Monitoring new vulnerabilities and changing the replica set



BFT-SMaRt
BACKGROUND

Sousa, Bessani. From Byzantine Consensus to BFT State Machine Replication: A 
Latency-optimal Transformation. EDCC’12.

Bessani, Sousa, Alchieri. State Machine Replication for the Masses with BFT-SMaRt. 
IEEE/IFIP DSN’14.



BFT-SMaRt
• Byzantine/Crash fault tolerant state machine replication library

• Written in Java, maintained and evolved during more than 10 years
• Available under Apache license: http://bft-smart.github.io/library/

• Key features: modularity, reconfigurations, robustness, performance
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Adaptivity to Network Conditions
PART I

Sousa, Bessani. Separating the WHEAT from the Chaff: An Empirical Design for Geo-replicated 
State Machines. IEEE SRDS’15. 

Berger, Reiser, Sousa, Bessani. Resilient Wide-area Byzantine Consensus using Adaptive 
Weighted Replication. IEEE SRDS’19.



Classical BFT Replication

leader

N=4, f=1
Egalitarian quorums,
Any 3 out-of 4 replica



Quorum sizeLeader location

Experimental study conducted with BFT-
SMaRt on Planetlab and Amazon EC2
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Fig. 6. Client latencies’ 50th/90th percentile when the leader is placed across
PlanetLab hosts.

The rationale behind these techniques is to make client-leader
communication faster, bringing down the end-to-end SMR
latency (see Fig. 1).

Setting: We deployed BFT-SMART in PlanetLab and
conducted several experiments considering different replicas
assuming the role of the leader. The hosts used were located
in Wroclaw, Madrid, Munich and London (not used in CFT
mode). Moreover, the experiment was repeated across Amazon
EC2, using replicas in Ireland, Oregon, São Paulo and Sydney
regions (Sydney was only used in BFT mode).

Results: Before launching this experiment, we expected
that, for any client, its latency would be the lowest when its co-
located replica were the protocol’s leader. However, as seen in
Fig. 6, the median and 90th percentiles of the latency observed
by the different clients do not change significantly when
the leader location changes. In particular, the 90th percentile
latency is, in general, lower when the leader was either in
Madrid or Wroclaw.

Since these results appeared to contradict the intuition of
[23], [24], [30], we repeated this experiment in Amazon EC2,
to find if this phenomenon is due to our choice of testbed.
Fig. 7 shows the results observed in each Amazon EC2 region.
As with the PlanetLab results, the latency observed by the
different clients do not present any significant change as we
change the leader location. However, having the leader in
Oregon results in a slightly lower 90th percentile for all clients,
both for BFT and CFT modes.

Main conclusion: Since the obtained results depict a
similar trend in the two different testbeds, we can assert that
co-locating clients with the leader does not necessarily improve
the latency of replicated state machines. On the other hand,
placing the leader in the host with better connectivity with the
remaining replicas can yield more consistent improvements.
More precisely, the benefit of reaching the leader faster is not
as important as hosting the leader in the replica with faster
links with others.

F. Discussion

The results presented in §III-B indicate that, as expected,
bypassing communication steps reduces client latency in BFT
SMR protocols. However, even though read-only (resp. specu-
lative) executions are up to 63% (resp. 35%) faster than stan-
dard executions, the benefits of tentative and fast executions
are not so impressive: about 20% and 10%, respectively. The
difference, as explained before, is due to the fact that fast
executions requires larger quorums than tentative execution,
which requires waiting for more messages (that can be slow

(a) BFT Mode. (b) CFT Mode.

Fig. 7. Client latencies’ 50th/90th percentile when the leader is placed across
Amazon EC2 regions.

in an heterogeneous environment such as a WAN). In the end,
tentative execution matches the theoretically expected benefits:
by avoiding 20% of the communication steps (see Fig. 2), we
did reduce latency to approximately 20%.

The results of §III-C and §III-D show that decreasing
the ratio between the number of expected messages and the
total number of replicas can decrease latency significantly,
especially for CFT replication. More specifically, clients that
wait less replies had a 90th percentile latency improvement
of up to 36% (resp. 11%) in CFT (resp. BFT) mode; and
adding more replicas to the system while maintaining the
same quorum size brings improvements of up to 72% (resp.
17%) in CFT (resp. BFT) mode. These results are mainly due
to the performance-heterogeneity of hosts and links in real
wide area networks: if the latency between all replicas were
similar and network delivery variance were small, the observed
improvements would be much more modest. Furthermore, they
are in accordance with other studies showing that using smaller
quorums may bring better latency than decreasing the number
of communication steps (e.g., [18]).

The results of §III-E indicates that having the leader close
to a client will not significantly reduce the SMR latency for
this client. This result is unexpected since several protocols
implement mechanisms such as rotating coordinator [23], [30]
and multiple proposers [24] to make each client submit its
requests to the closest replica. We found two main explanations
for this apparent contradiction. First, the heterogeneity of
real environments such as PlanetLab and Amazon EC2 make
optimizations for reducing latency less effective. In fact, the
authors of Mencius acknowledge that the protocol achieves
lower latency than Paxos only in networks with small latency
variances [23]. Second, in CFT mode, BFT-SMART clients
wait for replies from a majority of replicas to ensure lineariz-
ability due to the use of the read-only optimization. EPaxos,
Mencius and Paxos clients wait only for a single reply from
the leader. This means that client-leader co-location in these
protocols potentially reduce the latency in two communication
steps, while in BFT-SMART this reduction is in only one
(clients still need to wait for at least one additional reply).
Consequently, having a client co-located with the leader should
decrease the number of communication steps 25% in CFT
mode and 20% in BFT mode, while in Mencius and EPaxos
such theoretical improvement can reach 50%. Moreover, its
worth to point out that these benefits appear only in favorable
conditions. For example, EPaxos presents almost the same
latency of Paxos when under high request interference [24].

As a final remark, it is worth noting that our results show
that having a leader in a well-connected replica brings, in
general, more benefits than having clients co-located with

Summary:
- Leader in the best-connected site yields 

beZer results than employing a rotaCng 
or mulCple leader(s) strategy

- Smaller quorums create opportuniCes 
for improving latency



WHEAT: WeigHt-Enabled Active replicaTion

• Use optimizations that lead to significant latency reduction:
• Single leader in the best-connected site
• Tentative executions (from PBFT)
• Employs smaller quorums (weighted replication)

• Weighted replication: safe voting assignment scheme for SMR
• Uses Δ extra replica(s) for quorum formation
• Improves latency by enabling more choice upon quorum formation
• Needs a to preserve quorum intersection and tolerance to f faulty replicas



Weighted BFT ReplicaJon

2

1

2

1

1

5 votes, 3 replicas

N=4, f=1, Δ=1 (extra) Weighted quorums,
One set of 3 out-of 5 
and any set 4 out-of 55 votes, 4 replicas



Weighted BFT Replication

• Consistency: All quorums that hold Q votes intersect by at least one 
correct replica

• Availability: There is always a quorum available in the system that 
holds Q votes

• Safe minimality: There exists at least one minimal quorum in the 
system



CFT mode BFT mode

Input:
f and Δ

Output:
u and Vmax

Define the number of replicas u that 
hold Vmax > 1 votes, without violaXng f

Weighted BFT Replication



Size of fast quorums with different f and Δ
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AWARE: Adaptive Wide-Area REplication

• The environment of the system (i.e., network characterisCcs) may change at 
runXme (e.g., due to a DDoS aZack)

AWARE enables a geo-replicated consensus-based system 
to adapt to its environment!

The benefit of weighted replication 
depends on choosing an optimal 
weight configuration



AWARE Approach

• Self-Monitoring
• AWARE uses reliable self-monitoring as decision-making basis for adapting 

replicas‘ voting weights and leader position at runtime

• Self-Optimization
• AWARE continuously strives for consensus latency gains at runtime
• Changes weights and leader location to minimize consensus latency

Self-Monitoring Self-Optimization



Self-Monitoring: Measuring Latency

• Non-Leader’s Propose
• Periodically an alternately 

selected dummy leader 
broadcasts a dummy proposal

• Write-Response
• Replicas immediately respond by 

sending acknowledgments

• Each replica measures its point-to-point latency to other replicas for 
consensus protocol messages

ACCEPTACCEPT(DUMMY-)
PROPOSE

WRITE

P0

P1

P2

P3

Client

P4

Figure 4: Message flow of BFT AWARE (f = 1;� = 1).

B. AWARE Approach
Following a systematic approach, we develop customizable

variants of AWARE. In the following, we give a brief summary
of design decisions and configurable options.

Response to WRITE. In our approach, we expect each
correct replica i to measure the latencies of its point-to-
point links to every other replica and maintain a latency
vector Li = hli,0, ..., li,n�1i. We use the WRITE-RESPONSE1

messages to measure latencies between replicas. Further, the
response message needs to include a challenge, e.g., a number
which was beforehand randomly generated by the sender and
attached to the original protocol message. This way we can
guarantee that a replica has received the WRITE and that
Byzantine replicas cannot send responses to messages before
actually having received them.

Non-Leaders’ PROPOSE. The DUMMY-PROPOSE allows
measuring precisely the time non-leaders need to PROPOSE
batches of possibly large size to the rest of the system, where
we expect a difference in cases where the network becomes
the bottleneck. Non-leaders do not simultaneously propose
to avoid creating a high overhead to the system, degrading
its performance and counter-acting our goal of improving
the performance. We use a rotation scheme in which only
one additional replica simultaneously broadcasts a DUMMY-
PROPOSE along with the leader, proposing a dummy batch
in the same way as the leader does, but without starting a
new consensus instance and all replicas disregard the proposal.
Replicas reply with a PROPOSE-RESPONSE and include the
proposed batch in the response message. Using the DUMMY-
PROPOSE is optional as it introduces overhead to the system
(see §V-E) and it is also possible to approximate these latencies
using the measurements of WRITE-RESPONSE.

Figure 4 shows the message flow2 of AWARE utilizing all
monitoring messages. This yields the variant of AWARE with
the highest accuracy in leader selection. Furthermore, AWARE
defines the number of recent monitoring messages to be used
for computation of the latencies for each connected replica in
a configurable monitoring window.

Moreover, in AWARE each correct replica i periodically
reports its latency vector Li to all other replicas. Replicas do

1We do not need to use an ACCEPT-RESPONSE because the ACCEPT
phase has the same message pattern as the WRITE phase

2The message pattern of WHEAT/AWARE differs from BFT-SMaRt in the
use of tentative executions, an optimization that was introduced in PBFT [2].

this after some configurable synchronization period by dissem-
inating these measurements with total order (thus running con-
sensus on them) so that all replicas maintain the same latency
matrix after some specific consensus instance. We employ a
deterministic procedure for deciding a reconfiguration and use
the same monitoring data in all correct replicas (while it would
also be possible for replicas to have distinct views on the
measurements and then run consensus on possible actions).

Once replicas have synchronized measurements after a given
consensus instance, they employ the model we explain in
§IV-C to predict the best weight distribution and leader.
Replicas use a calculation interval defining the number of
consensus instances after which a calculation and possibly a
reconfiguration is being triggered.

Bounding monitoring overhead. We can arbitrarily de-
crease the monitoring overhead by specifying a parameter
! 2 [0, 1] that determines the maximum overhead induced by
the monitoring procedure. Implementation-level details such
as the frequency of sending specific monitoring messages
(e.g., DUMMY-PROPOSE) are automatically derived from !.
Frequent measurements provide more up-to-date monitoring
data and allow for faster reaction to environmental changes but
also negatively impact the maximum throughput (see §V-E).

C. Sanitization
All replicas maintain synchronized latency matrices MP

and MW for keeping measurements of PROPOSE and WRITE
latencies, both initially filled with entries

M [i, j] 
(
+1, if i 6= j

0, otherwise
(5)

M [i, j] expresses the latency of replica i to j as measured by
i. Further, replica i can update a row of these matrices with
its measurements LP

i and LW
i with total order by using the

invoke interface of BFT-SMaRt:

invokeOrdered(MEASURE, LP
i , L

W
i );

The updating process yields a matrix M , with M [i, j] = Li[j]
if replica i sent its measurements within the last calculation
interval c of measurement rounds, or a missing value (+1)
if it did not send any measurements within the last c rounds.
We sanitize both matrices immediately before the calculations
happen to mitigate the influence of malicious replicas.

We do that by exploiting the symmetry characteristic of
replica-to-replica latencies and let replicas have a pessimistic
standpoint on measurements. They use the pairwise larger
delay in calculations so that replicas cannot make themselves
appear faster. This procedure yields

M̂ [i, j] = max (M [i, j],M [j, i]) (6)

Figure 5 presents an example. This way, Byzantine replicas
cannot fraudulently improve their link latency to any correct
replica, and they also cannot blame (worsen a link latency
to) a correct replica without being contributed a bad latency
themselves. Still, in case of f > 1, Byzantine replicas may

4



Self-Monitoring: Consolidating Measurements

• Replicas periodically disseminate their measurements to others with 
total order unCl they have the same latency matrices

• AWARE maintains synchronized matrices for both PROPOSE and 
WRITE latencies M8 P and M8 W used for decisions later



Self-Optimization

• With the same matrices M8 P and M8 W the replicas can solve
determinisXcally the following opCmizaCon problem:

• All correct replicas reach the same, opCmal weight 
distribuCon and invoke a reconfiguraCon in the system



EvaluaJon of WHEAT and AWARE



Setup

• AWARE is implemented on top of 
WHEAT, which is based on BFT-SMaRt

• For evaluation, we use the Amazon 
AWS cloud, using EC2 instances of 
t2.micro type with 1 vCPU, 1 GB RAM 
and 8 GB SSD volume

• We select regions Oregon, Ireland, 
Sydney, São Paulo and Virginia for 
instances (1 client and 1 replica on 
each instance)

• Clients simultaneously send 1kB-
requests across all sites



Clients’ Request Latency

Observations
• The best configuration (<4,0>) performs about 39% faster than the median 

(<3,4>), 64% faster than the worst (<2,1>)
• Tuning voting weights can reduce latency (see configs. with the same leader)
• Leader relocation may be necessary for achieving optimal consensus latency

Average latencies of all clients and 20 configurations
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Figure 7: Measured average request latency of 11th to 90th percentile across clients in different regions.

Figure 8: Comparison between predicted consensus latency, measured consensus latency and clients’ observed request latency.

do not have high hardware requirements for our latency exper-
iments, we use the t2.micro instance type, which is equipped
with 1 vCPU, 1 GB of RAM and 8 GB standard SSD volume
(gp2). We use WHEAT in the Byzantine fault model with
f = 1 and � = 1 additional spare replicas. Further, we select
the (numbered) regions (0) Oregon, (1) Ireland, (2) Sydney, (3)
São Paulo and (4) Virginia. In each region we start one virtual
machine (VM) to construct our world-spanning replicated
system. Every VM carries a replica and a client which conduct
latency measurements. Consensus latency defines the time
between a leader sending a proposal and it being decided.
Request latency is the time between a client sending a request
and receiving enough replicas’ responses to accept the result.
Replicas measure the average consensus latency of a 1000
consensus instances sample. Clients simultaneously send at
least 1000 requests each and continue sending requests until
each client has finished its measurements. A client request
arriving at the leader replica may wait for some time until it
gets included in a batch when there is currently a consensus
instance running. We use synchronous clients that wait for the
result and send the next request after waiting for a random time
interval between 0 and 150 ms. Further, clients compute the
average latency from the 11th to 90th percentile (to mitigate
the influence of outliers) of perceived request latencies.

A. Margin of Latency Variations of Different Configurations

We start by justifying the question whether a dynamic ap-
proach to self-reliantly finding a well-performing configuration
is needed by showing the gap between different WHEAT
configurations. Figure 7 illustrates the observed client latencies
for different regions. Each configuration is represented by a
tuple hL,RVmaxi where L is the leader and RVmax is the
other replica (besides the leader) that has a voting weight of
Vmax = 2. Each number corresponds to a region as explained
in the setup and Figure 7. We notice a big difference between

the configurations. The best configuration is h4, 0i showing a
latency (avg. across all clients) of 359.78 ms, the left median
configuration h3, 4i performs in 499.06 ms and the worst
configuration h2, 1i requires 589, 56 ms. The best WHEAT
configuration is 38.7% faster than the median and 63.9% faster
than the worst configuration. Further, we make four important
observations:

(1) Tuning voting weights can reduce latency: the adjust-
ment of weights is a promising optimization to reduce the
latency even if the leader is fixed (see different configurations
with the same leader).

(2) Leader selection may be necessary for optimal latency:
a leader in Sydney or São Paulo is not well connected enough
to the rest of the system. Relocation can improve the latency
observed by all clients.

(3) Co-located clients achieve slightly better latency: a
client co-located with the leader tends to observe lower request
latencies than other clients within a specific configuration.
Still, this does not necessarily imply a pareto-optimum: a
client in Sydney observes 492.19 ms in h2, 1i (co-located
with the leader) while it achieves its best results (among all
configurations) in h0, 4i with 403.46 ms.

(4) A global optimum does not exist but a few pareto-optimal
configurations dominate poorer performing configurations.

B. Accuracy of Consensus Latency Prediction
Our approach aims at finding a configuration with minimal

leader consensus latency. Our prediction model (Algorithm 1)
lets us compute these latencies for all configurations.

We compare our model prediction with the actual consensus
latency of the leader that we measured for every configuration
during our experiment (see Figure 8). For these configurations,
our predictions are off by 1.08% on average. The highest
prediction error is for h4, 0i (3.22%). Since our prediction
relies on latency measurements which are subject to smaller

7



RunJme Behavior of AWARE
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Figure 9: Runtime behavior of AWARE.

variations, we argue that these results are reasonable for
choosing a well-performing configuration – however, AWARE
might not always choose the actual best configuration but
decide for some configuration that is close to the optimum.

In our example, AWARE will pick any configuration of
h0, 1i, h0, 4i, h1, 0i, h1, 4i, h4, 0i or h4, 1i for which it predicts
a leader consensus latency of 143.52 ms amortized over 1000
consensus rounds. In our experiment, the measured latencies
for these optimal candidates are between 141.30 ms (h1, 0i)
and 148.31 ms (h4, 0i). If there is an optimal configuration
containing the current leader, AWARE preferably chooses it
over configurations where a leader change is necessary. On a
side note, the median predicted leader’s consensus latency is
202.26 ms (h3, 4i) and the worst is 270.50 ms (h2, 1i).
C. Clients’ Observed Request Latency

Figure 8 also shows the clients’ observed request latency
(average across all sites) for all configurations and compares
them with both model predictions and measurements for
consensus latency.

As expected, consensus speed contributes to total latency.
We notice a positive correlation ⇢(LMP , LCR) = 0.961 be-
tween our series (over all configurations) of model predictions
for leader consensus latency LMP and the measurement series
of average clients’ request latency LCR, indicating that faster
consensus is beneficial for geographically distributed clients.

D. Runtime Behavior of AWARE
We deploy AWARE in our usual setting and observe its

behavior during the system’s lifespan. Overall, the clients’
request latencies show high variations which is caused by
a waiting time of a request at the leader: since all clients
simultaneously send requests and the leader batches these, a
client request may wait until the current consensus finishes to
get into the next batch, which takes a varying time depending
on how shortly the request arrived before the next consensus
can be started3. We induce events to evaluate AWARE’s
reactions (see Figure 9) to certain conditions, in particular:

3This is the reason the clients’ observed average request latencies are a
little more than twice as high as the consensus latency in Figure 8.

1) Action: We start AWARE in a low-performance configu-
ration h2, 3i with Sydney being the leader and Sydney and
São Paulo having maximum voting power.

2) Reaction: After a calculation interval of c = 500, AWARE
decides that Oregon and Ireland are faster and changes its
configuration to h0, 1i leading to latency gains observed
by all clients across all sites.

3) Action: We create network perturbations, in particular we
add an outgoing delay of 120 ms and 20 ms jitter to the
Ireland replica, thus making it slower (the client and replica
of Ireland are not co-located on the same VM).

4) Reaction: AWARE attributes one of the Vmax to São Paulo
while Ireland’s weight is reduced to Vmin. Clients observe
a small improvement in request latencies.

5) Action: We end the network delay for Ireland, thus the
network stabilizes and the communication links of Ireland
become just as fast as in the beginning of our experiment.

6) Reaction: AWARE notices this improvement and assigns
the Vmax of São Paulo back to Ireland since it predicts
latency gains for this configuration. After the reconfigu-
ration, clients observe faster request latencies identical to
what happened after the first reconfiguration (Event 2).

7) Action: We crash the leader Oregon (which has Vmax).
8) Reaction: Replicas’ request timers expire and BFT-SMaRt

triggers the leader change protocol: Ireland becomes the
next leader. Since fVmax voting power becomes unavail-
able, all remaining correct replicas are forced to use the
same quorum Qv (all 3 Vmin replicas and the leader).
Accordingly, clients observe higher request latencies.

9) Reaction: AWARE redistributes the Vmax to a former
Vmin replica, São Paulo, hence restoring some degree of
variability in quorum formation. Replicas now can form
smaller quorums. This leads to clients observing latency
improvements across all regions.

E. Maximum Throughput

For measuring maximum throughput, we change the instance
types to c5.xlarge (4 vCPU, 8 GB of RAM, 8 GB SSD)
and use 5 VMs in our usual regions to place replicas, and

8



AdapJng to Evolving Threats with 
Diverse ReplicaJon
PART II

Garcia, Bessani, Neves. Lazarus: Automatic Management of Diversity for BFT Systems. 
ACM/IFIP Middleware’19.



Problem

“We assume independent node failures.”

“We assume independent node failures.”

“We assume independent node failures.”

“We assume independent node failures.”

“We assume independent node failures.”



LAZARUS

• LAZARUS is a response to the long-standing open problem of 
managing the diversity of a BFT system to make it resilient to 
malicious (intelligent) adversaries

• LAZARUS objective is to address two types of threats:
• Newly found vulnerabilities affecting one or more active replicas
• Zero-day vulnerabilities affecting multiple running replicas



LAZARUS Overview

Control plane
Execution plane

R0 R1 R2 Rn

LTU

BFT agreement

Controller
OSINT

LTU LTU LTU
Clients

BFT-Replicated serviceUNTRUSTED

TRUSTED

Small local trusted
component that 
reboots the host

Logically-centralized
orchestrator for 
reconfiguraCons

Not controlled 
by the adversary



Diversity-aware Reconfigurations

1. Find common vulnerabilities
• Fetch OSINT from NVD, ExploitDB, vendor sites, etc.
• For each vulnerability, discover

• exploit and patch information
• which replicas in the pool are affected

2. Measure vulnerability severity
3. Measure configuration risk

• Sum the severity of vulnerabilities affecting each pair of replicas from a config.

4. Select next configuration
• The one with less risk that requires less changes

1 1.250.940.6250.750.50.470.37
CVSSv3 + modifiers



LAZARUS Implementation
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EffecJveness and Performance of 
LAZARUS



LAZARUS EffecJveness
• Using a knowledge base of OS vulnerabilities (NVD, ExpoitDB, etc.) 

from 2014 to the month before the execution (in 2018)
• We consider a run compromised if a published vulnerability affects 

more than one host from the configuration
• Each strategy was executed a thousand times
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Diversity and PerformanceMiddleware ’19, December 8–13, 2019, Davis, CA, USA Miguel Garcia, Alysson Bessani, and Nuno Neves

ID Name #Cores Memory
UB14 Ubuntu 14.04 4 15GB
UB16 Ubuntu 16.04 4 15GB
UB17 Ubuntu 17.04 4 15GB
OS42 OpenSuse 42.1 4 15GB
FE24 Fedora 24 4 15GB
FE25 Fedora 25 4 15GB
FE26 Fedora 26 4 15GB
DE7 Debian 7 4 15GB
DE8 Debian 8 4 15GB
W10 Windows 10 4 1GB
WS12 Win. Server 2012 4 1GB
FB10 FreeBSD 10 4 1GB
FB11 FreeBSD 11 4 1GB
SO10 Solaris 10 1 1GB
SO11 Solaris 11 1 1GB
OB60 OpenBSD 6.0 1 1GB
OB61 OpenBSD 6.1 1 1GB

Table 2. The di�erent OSes used in the experiments and the
con�gurations of their VMs.

7.1 Homogeneous Replicas Throughput
We start by running the BFT-SMaRt microbenchmark using
the same OS version in all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
Here, we consider the 0/0 and 1024/1024 workloads, i.e., 0
and 1024 bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi�cant di�erences between
running the system on top of di�erent OSes. This di�er-
ence is more signi�cant for the 0/0 workload as it is much
more CPU intensive than the 1024/1024 workload. Ubuntu,
OpenSuse, and Fedora OSes are well supported by our vir-
tualization environment and achieved approx. 66% and 75%
of the BM throughput for the 0/0 and 1024/1024 workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for 0/0 workloads but close to the previous
group for 1024/1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than 3000 ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di�erent OSes strongly con-
strains the performance of speci�c OSes in our testbed.

7.2 Diverse Replicas Throughput
In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
FE24, and OS42), another with one replica of each OS family
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Figure 7. Microbenchmark results under 0/0 and 1024/1024
workloads for homogeneous con�gurations.
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Figure 8. Microbenchmark results under 0/0 and 1024/1024
workloads for three diverse con�gurations.

(UB16,W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con�gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the 0/0 workload (65% and 10% of the BM perfor-
mance), and from 11.5k to 2.5k for the 1024/1024 workload
(82% and 18% of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in 7th , and the slowest set is in 16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU – due to the VirtualBox limitations –
therefore the low performance is somewhat expected. The
set with OSes from di�erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the 3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests with f = 1. These results show
that running L������with current virtualization technology
results in a signi�cant performance variation, depending on
the con�gurations selected by the system.

7.3 Performance During Recon�guration
Another relevant feature of L������ is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon�guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.
In this experiment, we compare the replicas recon�gura-

tion in the homogeneous BM environment with a L������
setup (the initial OS con�guration is DE8, OS42, FE26, and
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ID Name #Cores Memory
UB14 Ubuntu 14.04 4 15GB
UB16 Ubuntu 16.04 4 15GB
UB17 Ubuntu 17.04 4 15GB
OS42 OpenSuse 42.1 4 15GB
FE24 Fedora 24 4 15GB
FE25 Fedora 25 4 15GB
FE26 Fedora 26 4 15GB
DE7 Debian 7 4 15GB
DE8 Debian 8 4 15GB
W10 Windows 10 4 1GB
WS12 Win. Server 2012 4 1GB
FB10 FreeBSD 10 4 1GB
FB11 FreeBSD 11 4 1GB
SO10 Solaris 10 1 1GB
SO11 Solaris 11 1 1GB
OB60 OpenBSD 6.0 1 1GB
OB61 OpenBSD 6.1 1 1GB

Table 2. The di�erent OSes used in the experiments and the
con�gurations of their VMs.

7.1 Homogeneous Replicas Throughput
We start by running the BFT-SMaRt microbenchmark using
the same OS version in all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
Here, we consider the 0/0 and 1024/1024 workloads, i.e., 0
and 1024 bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi�cant di�erences between
running the system on top of di�erent OSes. This di�er-
ence is more signi�cant for the 0/0 workload as it is much
more CPU intensive than the 1024/1024 workload. Ubuntu,
OpenSuse, and Fedora OSes are well supported by our vir-
tualization environment and achieved approx. 66% and 75%
of the BM throughput for the 0/0 and 1024/1024 workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for 0/0 workloads but close to the previous
group for 1024/1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than 3000 ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di�erent OSes strongly con-
strains the performance of speci�c OSes in our testbed.

7.2 Diverse Replicas Throughput
In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
FE24, and OS42), another with one replica of each OS family
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Figure 7. Microbenchmark results under 0/0 and 1024/1024
workloads for homogeneous con�gurations.
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(UB16,W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con�gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the 0/0 workload (65% and 10% of the BM perfor-
mance), and from 11.5k to 2.5k for the 1024/1024 workload
(82% and 18% of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in 7th , and the slowest set is in 16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU – due to the VirtualBox limitations –
therefore the low performance is somewhat expected. The
set with OSes from di�erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the 3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests with f = 1. These results show
that running L������with current virtualization technology
results in a signi�cant performance variation, depending on
the con�gurations selected by the system.

7.3 Performance During Recon�guration
Another relevant feature of L������ is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon�guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.
In this experiment, we compare the replicas recon�gura-

tion in the homogeneous BM environment with a L������
setup (the initial OS con�guration is DE8, OS42, FE26, and
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ID Name #Cores Memory
UB14 Ubuntu 14.04 4 15GB
UB16 Ubuntu 16.04 4 15GB
UB17 Ubuntu 17.04 4 15GB
OS42 OpenSuse 42.1 4 15GB
FE24 Fedora 24 4 15GB
FE25 Fedora 25 4 15GB
FE26 Fedora 26 4 15GB
DE7 Debian 7 4 15GB
DE8 Debian 8 4 15GB
W10 Windows 10 4 1GB
WS12 Win. Server 2012 4 1GB
FB10 FreeBSD 10 4 1GB
FB11 FreeBSD 11 4 1GB
SO10 Solaris 10 1 1GB
SO11 Solaris 11 1 1GB
OB60 OpenBSD 6.0 1 1GB
OB61 OpenBSD 6.1 1 1GB

Table 2. The di�erent OSes used in the experiments and the
con�gurations of their VMs.

7.1 Homogeneous Replicas Throughput
We start by running the BFT-SMaRt microbenchmark using
the same OS version in all replicas. The microbenchmark
considers an empty service that receives and replies variable
size payloads, and is commonly used to evaluate BFT state
machine replication protocols (e.g., [6, 11, 12, 15, 19, 45, 47]).
Here, we consider the 0/0 and 1024/1024 workloads, i.e., 0
and 1024 bytes requests/response, respectively. The experi-
ments employ up to 1400 closed-loop clients spread on seven
machines to create the workload.

Results: Figure 7 shows the throughput of each OS run-
ning the benchmark for both loads. To establish a baseline,
we executed the benchmark in our BM Ubuntu.

The results show some signi�cant di�erences between
running the system on top of di�erent OSes. This di�er-
ence is more signi�cant for the 0/0 workload as it is much
more CPU intensive than the 1024/1024 workload. Ubuntu,
OpenSuse, and Fedora OSes are well supported by our vir-
tualization environment and achieved approx. 66% and 75%
of the BM throughput for the 0/0 and 1024/1024 workloads,
respectively. For Debian, Windows, and FreeBSD, the results
are much worse for 0/0 workloads but close to the previous
group for 1024/1024. Finally, single core VMs running Solaris
and OpenBSD reached no more than 3000 ops/sec with both
workloads.

These results show that the limitations of our virtualiza-
tion platform for supporting di�erent OSes strongly con-
strains the performance of speci�c OSes in our testbed.

7.2 Diverse Replicas Throughput
In this experiment, we evaluate three diverse sets of four
BFT-SMaRt replicas, one with the fastest OSes (UB17, UB16,
FE24, and OS42), another with one replica of each OS family
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Figure 7. Microbenchmark results under 0/0 and 1024/1024
workloads for homogeneous con�gurations.
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(UB16,W10, SO10, and OB61), and a last one with the slowest
OSes (OB60, OB61, SO10, and SO11). The idea is to set upper
and lower bounds on our con�gurations throughput.

Results: Figure 8 shows that throughput drops from 39k
to 6k for the 0/0 workload (65% and 10% of the BM perfor-
mance), and from 11.5k to 2.5k for the 1024/1024 workload
(82% and 18% of the BM performance). When comparing
these two sets with the non-diverse sets of Figure 7, the
fastest set is in 7th , and the slowest set is in 16th . It is worth
to stress that the slowest set is composed of OSes that only
support a single CPU – due to the VirtualBox limitations –
therefore the low performance is somewhat expected. The
set with OSes from di�erent families is very close to the
slowest set, as two of the replicas use single-CPU OSes, and
BFT-SMaRt makes progress in the speed of the 3rd fastest
replica (a Solaris VM) as its Byzantine quorum needs three
replicas for ordering requests with f = 1. These results show
that running L������with current virtualization technology
results in a signi�cant performance variation, depending on
the con�gurations selected by the system.

7.3 Performance During Recon�guration
Another relevant feature of L������ is to adapt the replicas
over time. It leverages on the BFT-SMaRt recon�guration
protocol to add and remove replicas while BFT state is main-
tained correct and up to date.
In this experiment, we compare the replicas recon�gura-

tion in the homogeneous BM environment with a L������
setup (the initial OS con�guration is DE8, OS42, FE26, and



Conclusions

• Distributed trust → geo-distributed systems
• Geo-distributed on the wild → heterogeneity
• Heterogeneity (i.e., diversity) is also important for fault independence

• Our works are “initial steps” on dealing with heterogeneity:
• Weighted replication is a powerful tool, and other schemes are possible
• Self-adaptiveness of protocols will become mandatory in operation
• BFT diversity is a hard problem that need to be addressed
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