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What is a Blockchain?
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General ledger on top of a peer-to-peer network



Blockchain Models

• Public (Open) Ledgers
– Like the ones used in Bitcoin and Ethereum
– Peers don’t need strong identities
– PoW/PoS/… consensus

• Permissioned (Private) Ledgers
– a.k.a. Distributed Ledger Technology (DLT)
– Peers have strong/verifiable identities
– Classical Byzantine consensus
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• Open-source, modular, permissioned
• Architecture: not all “peers” are equal
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1. Create transaction, send 
it to endorsing peers

3. Collect endorsements

4. Broadcast endorsed 
transaction

2. Create signed endorsement 
with write and read sets

5. Transaction commit 
and validation

Consensus + 
Block CreationOrdering service

Peers

Client
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• Ordering node state: 
– the ordered transactions not yet in a block,

– header of the last generated block, and 

– latest configuration block

…

Workload

by Clients

Tx size

Cluster size

Block size

Number of 

Receiving

Frontends

Ordering Cluster
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• Open-source blockchain project targeting (at least 
initially) the financial market

• Key idea: there is no shared global ledger
– Instead, there are many distributed ledgers
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“Facts” shared
by Alice and Bob

“Fact” shared by
Ed, Carl and Demi



• Only involved participants have to execute and 
validate the transaction

• A transaction is committed only if it achieve
– Validity consensus: all involved participants need to 

validate and sign the transaction
– Uniqueness consensus: requires a notary service
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Notary

• Notary implements an insert-only key-value store that 
register all state “consumptions” 

• Some specific transaction validation might be executed
• Multiple notaries might be used
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State Machine Replication

Safety: all replicas execute the same sequence of transactions
Liveness: transactions issued by correct clients are answered

tx1

tx2 Consensus =
Total Order Multicast

tx1, tx2

tx1, tx2

tx1, tx2
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BFT-SMaRt
• Byzantine Fault tolerant state machine replication 

library written in Java (under development since 2010)
• Tolerates either crash (2f+1 replicas) or Byzantine faults 

(3f+1 replicas)
• Available under Apache license

http://bft-smart.github.io/library/
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BFT-SMaRt Performance
(gigabit Ethernet, no disks)

4.5 Evaluation
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Figure 4.6: Peak sustained throughput of BFT-SMART for CFT (2f + 1 replicas) and BFT
(3f + 1 replicas) considering different workloads and group sizes.

proposed request batch; and (3) we avoid the use of IP multicast, which is know to cause
problems with many senders (e.g., multicast storms) (Birman et al., 2009).

Finally, it is also interesting to see that, with relatively big requests (1024 bytes), the
difference between BFT and CFT tends to be very small, independently on the number of
tolerated faults. Moreover, the performance drops between tolerating 1 to 3 faults is also
much smaller with large payloads (both requests and replies).

Mixed workloads. Figure 4.7 reports the results of our experiment considering a mix of
read and write requests. In the context of this experiment, the difference between reads
and writes is that the former issues small requests (almost-zero size) but gets replies with
payload, whereas the latter issues requests with payload but gets replies with almost zero
size. This experiment was also conducted under a saturated system running 1600 clients.

We performed the experiment both for the BFT and CFT setups of BFT-SMART, using
requests and replies with payloads of 100 and 1024 bytes. Similarly to the previous exper-
iments, the CFT protocol outperforms its BFT counterpart regardless of the ratio of read to
write requests by around 5 to 15%. However, the observed behavior of the system regarding

67

<request size>/<reply size>
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Consensus is not enough

• A consensus engine also needs:

– Durability: transactions on stable storage
– Recovery: recovered replicas need to be synched
– Reconfiguration: replica group changes
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Durability = Stable Logging

4772 4312

63
1017

Memory Async Disk Sync Disk Sync SSD

Throughput (4kB-writes/sec)
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Recovery = State Transfer

requests efficiently, and therefore checkpointing could be
disregarded as an orthogonal issue. Additionally, one
could think that checkpoints need only to be created spo-
radically, and therefore, their impact is small on the over-
all execution. We argue that this is not true in many sce-
narios. For example, the SCKV-Store can process around
4700 4kB-writes per second (see §5), which means that
the log can grow at the rate of more than 1.1 GB/min,
and thus checkpoints need to be taken rather frequently to
avoid outrageous log sizes. Leader-based protocols, such
as those based on Paxos, have to log information about
most of the exchanged messages, contributing to the log
growth. Furthermore, recent SMR protocols require fre-
quent checkpoints (every few hundred operations) to al-
low the service to recover efficiently from failed specu-
lative request ordering attempts [17, 21, 25].

Some systems use copy-on-write techniques for do-
ing checkpointing without stoping replicas (e.g., [9]), but
this approach has two limitations. First, copy-on-write
may be complicated to implement at application level in
non-trivial services, as the service needs to keep track of
which data objects were modified by the requests. Sec-
ond, even if such techniques are employed, the creation
of checkpoints still consumes resources and degrades
the performance of the system. For example, writing a
checkpoint to disk makes logging much slower since the
disk head has to move between the log and checkpoint
files, with the consequent disk seek times. In practice,
this limitation could be addressed in part with extra hard-
ware, such as by using two disks per server.

Another technique to deal with the problem is fuzzy
snapshots, used in ZooKeeper [19]. A fuzzy snapshot is
essentially a checkpoint that is done without stopping the
execution of operations. The downside is that some oper-
ations may be executed more than once during recovery,
an issue that ZooKeeper solves by forcing all operations
to be idempotent. However, making operations idem-
potent requires non-trivial request pre-processing before
they are ordered, and increases the difficulty of decou-
pling the replication library from the service [19, 20].

We aim to have a checkpointing mechanism that min-
imizes performance degradation without requiring addi-
tional hardware and, at the same time, keeping the SMR
programming model simple.

Perturbations caused by state transfer. When a
replica recovers, it needs to obtain an updated state to
catch up with the other replicas. This state is usually
composed of the last checkpoint plus the log up to some
request defined by the recovering replica. Typically, (at
least) another replica has to spend resources to send (part
of) the state. If checkpoints and logs are stored in a
disk, delays occur due to the transmission of the state
through the network but also because of the disk ac-
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Figure 3: Throughput of a SCKV-Store when a failed replica
recovers and asks for a state transfer.

cesses. Delta-checkpoint techniques based, for instance,
on Merkle trees [6] can alleviate this problem, but cannot
solve it completely since logs have always to be trans-
ferred. Moreover, implementing this kind of technique
can add more complexity to the service code.

Similarly to what is observed with checkpointing,
there can be the temptation to disregard the state trans-
fer impact on performance because it is perceived to oc-
cur rarely. However, techniques such as replica rejuvena-
tion [18] and proactive recovery [6, 36] use state transfer
to bring refreshed replicas up to date. Moreover, recon-
figurations [29] and even leader change protocols (that
need to be executed periodically for resilient BFT repli-
cation [10]) may require replicas to synchronize them-
selves [6, 35]. In conclusion, state transfer protocols may
be invoked much more often than when there is a crash
and a subsequent recovery.

Figure 3 illustrates the effect of state transmission dur-
ing a replica recovery in a 4 node BFT system using the
PBFT’s state transfer protocol [6]. This protocol requires
just one replica to send the state (checkpoint plus log) –
similarly to crash FT Paxos-based systems – while others
just provide authenticated hashes for state validation (as
the sender of the state may suffer a Byzantine fault). The
figure shows that the system performance drops to less
than 1/3 of its normal performance during the 30 seconds
required to complete state transfer. While one replica is
recovering, another one is slowed because it is sending
the state, and thus the remaining two are unable to order
and execute requests (with f = 1, quorums of 3 replicas
are needed to order requests).

One way to avoid this performance degradation is to
ignore the state transfer requests until the load is low
enough to process both the state transfers and normal re-
quest ordering [19]. However, this approach tends to de-
lay the recovery of faulty replicas and makes the system
vulnerable to extended unavailability periods (if more
faults occur). Another possible solution is to add ex-
tra replicas to avoid interruptions on the service during
recovery [36]. This solution is undesirable as it can in-
crease the costs of deploying the system.

We would like to have a state transfer protocol that
minimizes the performance degradation due to state
transfer without delaying the recovery of faulty replicas.

4

Crashes andrecover

PROBLEM:
- Need 2 replicas to 

order requests
- 1 stopped and 1 

transmitting state

Quorum
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Reconfiguration = Complexity 
Features X Complexity

Best case
High performance

Crash-recovery

Leader change

SMR Complexity
(LoCs & Module
dependencies)

Reconfigurations

Rejected paper

Accepted paper

Decent PhD-level prototype

Production-level system
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Durability in BFT-SMaRt

• Techniques for efficient durability
– Parallel Logging
– Sequential checkpoints
– Collaborative state transfer

invoke

setState
getState

Stable
Storage

log

Service

logBatch

ckp

Dura-Coordinator

SMR Server Side

SMR Client Side

Client App. setState
getState

execute Keeper

durability
layer

execBatch
invokeST
handlerST
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does collaborative state transfer affect replica recover-
ies for different values of f ? Question 1 was addressed
in §2, so we focus on questions 2-4.

Case studies and workloads. As already mentioned,
we consider two SMR-based services implemented us-
ing Dura-SMaRt: the SCKV-Store and the DDS coordi-
nation service. Although in practice, these systems tend
to serve mixed or read-intensive workloads [11, 19], we
focus on write operations because they stress both the
ordering protocol and the durable storage (disk or SSD).
Reads, on the other hand, can be served from memory,
without running the ordering protocol. Therefore, we
consider a 100%-write workload, which has to be pro-
cessed by an agreement, execution and logging. For the
SCKV-Store, we use YCSB [11] with a new workload
composed of 100% of replaces of 4kB-values, making
our results comparable to other recent SMR-based stor-
age systems [3, 32, 37]. For DDS, we consider the inser-
tion of random tuples with four fields containing strings,
with a total size of 1kB, creating a workload with a pat-
tern equivalent to the ZooKeeper evaluation [19, 20].

Experimental environment. All experiments, includ-
ing the ones in §2, were executed in a cluster of 14 ma-
chines interconnected by a gigabit ethernet. Each ma-
chine has two quad-core 2.27 GHz Intel Xeon E5520,
32 GB of RAM memory, a 146 GB 15000 RPM SCSI
disk and a 120 GB SATA Flash SSD. We ran the IOzone
benchmark5 on our disk and SSD to understand their per-
formance under the kind of workload we are interested:
rewrite (append) for records of 1MB and 4MB (the max-
imum size of the request batch to be logged in DDS and
SCKV-Store, respectively). The results are:

Record length Disk SSD
1MB 96.1 MB/s 128.3 MB/s
4MB 135.6 MB/s 130.7 MB/s

Parallel logging. Figure 9(a) displays latency-
throughput curves for the SCKV-Store considering
several durability variants. The figure shows that naive
(synchronous) disk and SSD logging achieve a through-
put of 63 and 1017 ops/s, respectively, while a pure
memory version with no durability reaches a throughput
of around 4772 ops/s.

Parallel logging involves two ideas, the storage of
batches of operations in a single write and the execu-
tion of operations in parallel with the secondary storage
accesses. The use of batch delivery alone allowed for a
throughput of 4739 ops/s with disks (a 75⇥ improvement
over naive disk logging). This roughly represents what
would be achieved in Paxos [24, 27], ZooKeeper [19]

5
http://www.iozone.org.
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Figure 9: Latency-throughput curves for several variants of
the SCKV-Store and DDS considering 100%-write workloads
of 4kB and 1kB, respectively. Disk and SSD logging are always
done synchronously. The legend in (a) is valid also for (b).

or UpRight [9], with requests being logged during the
agreement protocol. Interestingly, the addition of a sep-
arated thread to write the batch of operations, does not
improve the throughput of this system. This occurs be-
cause a local put on SCKV-Store replica is very efficient,
with almost no effect on the throughput.

The use of parallel logging with SSDs improves the
latency of the system by 30-50ms when compared with
disks until a load of 4400 ops/s. After this point, par-
allel logging with SSDs achieves a peak throughput of
4500 ops/s, 5% less than parallel logging with disk (4710
ops/s), with the same observed latency. This is consistent
with the IOzone results. Overall, parallel logging with
disk achieves 98% of the throughput of the pure memory
solution, being the replication layer the main bottleneck
of the system. Moreover, the use of SSDs neither solves
the problem that parallel logging addresses, nor improves
the performance of our technique, being thus not effec-
tive in eliminating the log bottleneck of durable SMR.

Figure 9(b) presents the results of a similar experi-
ment, but now considering DDS with the same durabil-
ity variants as in SCKV-Store. The figure shows that a
version of DDS with naive logging in disk (resp. SSD)
achieves a throughput of 143 ops/s (resp. 1900 ops/s),
while a pure memory system (DepSpace), reaches 14739
ops/s. The use of batch delivery improves the perfor-
mance of disk logging to 7153 ops/s (a 50⇥ improve-
ment). However, differently from what happens with
SCKV-Store, the use of parallel logging in disk further
improves the system throughput to 8430 ops/s, an im-
provement of 18% when compared with batching alone.
This difference is due to the fact that inserting a tuple re-
quires traversing many layers [2] and the update of an hi-
erarchical index, which takes a non-negligible time (0.04
ms), and impacts the performance of the system if done
sequentially with logging. The difference would be even
bigger if the SMR service requires more processing. Fi-
nally, the use of SSDs with parallel logging in DDS was
more effective than with the SCKV-Store, increasing the

9
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memory throughput
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BFT-SMaRt Performance under 
“sporadic” events 

New replica 
enters the 
group

Leader 
crashes

New leader 
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recovers

Replica 
removed 
from the 
group
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BFT-SMaRt Ordering Evaluation
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(a) 4 orderers, 10 envelopes/block. (b) 7 orderers, 10 envelopes/block. (c) 10 orderers, 10 envelopes/block.
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Fig. 6: BFT-SMART Ordering Service throughput for different envelope, block and cluster sizes.

It can be observed that when using 10 envelopes/block
(Figures 6a, 6b, and 6c), the maximum throughput observed
is approximately 50k transactions/second (when there exists
only 1 to 2 receivers in the system), which is way below the
8.4k ⇥ 10 = 84k envelopes/sec capacity of only signatures
are considered (Section VI-B). This can be explained by
the fact that signature generation needs to share CPU power
with the replication protocol, hence creating a thug-of-war
between the application’s worker threads and BFT-SMART’s
I/O threads and queues – in particular, BFT-SMART alone
can take up to 60% of CPU usage when executing a void
service with asynchronous clients. Hence, the performance
drops when compared to the micro-benchmark from Section
VI-B, which was executed in a single machine, stripped of
the overhead associated with BFT-SMART. Moreover, for up
to 2 receivers and envelope sizes of 1 and 4 kbytes, the peak
throughput becomes similar to the results observed in [5]. This
is because for these request sizes BFT-SMART is unable to
order envelopes at a rate equal to the rate at which the system
is able to produce signatures.

Figures 6d, 6e, and 6f show the results obtained for 100
envelopes/block, when each node is not subject to CPU
exhaustion. It can be observed that, across all cluster sizes,
throughput is significantly higher for smaller envelope sizes
and up to 8 receivers. This happens because even though
each node creates blocks at a lower rate – approximately
1100 blocks per seconds – each block contains 100 envelopes
instead of only 10. Moreover, this configuration makes the
rate at which envelopes are ordered to become similar to the

rate at which blocks are created. This means that for smaller
envelope sizes, it is better to adjust the nodes’ configuration
to avoid consuming all the CPU time and rely on the rate of
envelope arrival. However, for envelopes of 1 and 4 kbytes the
behavior is similar to using 10 envelopes/block, specially from
7 nodes onward. This is because for larger envelope sizes –
as discussed previously – the predominant overhead becomes
the replication protocol. Interestingly, for a larger number
of receivers (16 and 32), throughput converges to similar
values across all combinations of envelope/cluster/block sizes.
Whereas for larger envelope sizes this is due to the overhead
of the replication protocol, for smaller envelope sizes this
happens because the transmission of blocks to the receivers
becomes the predominant overhead.

D. Geo-distributed Ordering Cluster

In addition to the aforementioned micro-benchmarks de-
ployed in a local datacenter, we also conducted a geo-
distributed experiment focused on collecting latency measure-
ments at 3 frontends scattered across the Americas, with the
nodes of the ordering service distributed all around the world:
Oregon, Ireland, Sydney, and São Paulo (four BFT-SMART
replicas), with Virginia standing as WHEAT’s additional
replica (five replicas). Since signatures generation requires
considerable CPU power, we used instances of the type
m4.4xlarge, with 16 virtual CPUs each. The frontends were
deployed in Oregon (collocated with leader node weighting
Vmax in WHEAT), Virginia (collocated with non-leader node,
but still weighting Vmax ) and São Paulo. Each frontend was

(a) 4 orderers, 10 envelopes/block. (b) 7 orderers, 10 envelopes/block. (c) 10 orderers, 10 envelopes/block.

(d) 4 orderers, 100 envelopes/block. (e) 7 orderers, 100 envelopes/block.
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Fig. 6: BFT-SMART Ordering Service throughput for different envelope, block and cluster sizes.

It can be observed that when using 10 envelopes/block
(Figures 6a, 6b, and 6c), the maximum throughput observed
is approximately 50k transactions/second (when there exists
only 1 to 2 receivers in the system), which is way below the
8.4k ⇥ 10 = 84k envelopes/sec capacity of only signatures
are considered (Section VI-B). This can be explained by
the fact that signature generation needs to share CPU power
with the replication protocol, hence creating a thug-of-war
between the application’s worker threads and BFT-SMART’s
I/O threads and queues – in particular, BFT-SMART alone
can take up to 60% of CPU usage when executing a void
service with asynchronous clients. Hence, the performance
drops when compared to the micro-benchmark from Section
VI-B, which was executed in a single machine, stripped of
the overhead associated with BFT-SMART. Moreover, for up
to 2 receivers and envelope sizes of 1 and 4 kbytes, the peak
throughput becomes similar to the results observed in [5]. This
is because for these request sizes BFT-SMART is unable to
order envelopes at a rate equal to the rate at which the system
is able to produce signatures.

Figures 6d, 6e, and 6f show the results obtained for 100
envelopes/block, when each node is not subject to CPU
exhaustion. It can be observed that, across all cluster sizes,
throughput is significantly higher for smaller envelope sizes
and up to 8 receivers. This happens because even though
each node creates blocks at a lower rate – approximately
1100 blocks per seconds – each block contains 100 envelopes
instead of only 10. Moreover, this configuration makes the
rate at which envelopes are ordered to become similar to the

rate at which blocks are created. This means that for smaller
envelope sizes, it is better to adjust the nodes’ configuration
to avoid consuming all the CPU time and rely on the rate of
envelope arrival. However, for envelopes of 1 and 4 kbytes the
behavior is similar to using 10 envelopes/block, specially from
7 nodes onward. This is because for larger envelope sizes –
as discussed previously – the predominant overhead becomes
the replication protocol. Interestingly, for a larger number
of receivers (16 and 32), throughput converges to similar
values across all combinations of envelope/cluster/block sizes.
Whereas for larger envelope sizes this is due to the overhead
of the replication protocol, for smaller envelope sizes this
happens because the transmission of blocks to the receivers
becomes the predominant overhead.

D. Geo-distributed Ordering Cluster

In addition to the aforementioned micro-benchmarks de-
ployed in a local datacenter, we also conducted a geo-
distributed experiment focused on collecting latency measure-
ments at 3 frontends scattered across the Americas, with the
nodes of the ordering service distributed all around the world:
Oregon, Ireland, Sydney, and São Paulo (four BFT-SMART
replicas), with Virginia standing as WHEAT’s additional
replica (five replicas). Since signatures generation requires
considerable CPU power, we used instances of the type
m4.4xlarge, with 16 virtual CPUs each. The frontends were
deployed in Oregon (collocated with leader node weighting
Vmax in WHEAT), Virginia (collocated with non-leader node,
but still weighting Vmax ) and São Paulo. Each frontend was
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A R&D Agenda

• Robust BFT replication library
– Maintain a good basic implementation

• Geo-replication
– Key BFT application: distributed trust

• Scalability & Elasticity
– Increase performance dynamically w/ additional replicas

• Diversity and Fault Independence
– How to withstand f malicious faults

• Design a simple blockchain “platform”
– How to go from BFT SMR to a Blockchain
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Questions?

• Alysson Bessani
– anbessani@fc.ul.pt
– www.di.fc.ul.pt/~bessani

• To know more:
– BFT-SMaRt: http://bft-smart.github.io/library/
– Bessani et al. State Machine Replication for the Masses with BFT-SMaRt. IEEE/IFIP DSN’14.
– Bessani et al. On the Efficiency of Durable State Machine Replication. USENIX ATC’13. 
– Sousa, Bessani. Separating the WHEAT from the Chaff: An Empirical Design for Geo-replicated 

State Machines. IEEE SRDS’15. 
– Sousa et al. A Byzantine Fault-Tolerant Ordering Service for Hyperledger Fabric Blockchain 

Platform. IEEE/IFIP DSN’18.
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