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Abstract. We develop a notion of higher-order connector towards support-
ing the systematic construction of architectural connectors for software de-
sign. The idea is that individual properties of connectors, such as security
and fault-tolerance, can be designed separately as higher-order connectors.
Complex connectors can then be described as suitable combinations of
higher-order connectors and basic connectors. We use CommUnity, a Unity-
like parallel program design language that we have been using for formalis-
ing aspects of architectural design, for illustrating our approach to the com-
positional construction of connectors and also to motivate the categorical
semantics of higher-order connectors that we propose.

1   Introduction

Although components have always been considered the fundamental building blocks of
software systems, the way the components of a system interact may also be determi-
nant on the system properties. Recently, component interactions were recognised also
to be first-class design entities, and architectural connectors have emerged as a power-
ful tool for supporting the description of these interactions. However, as argued in
[11], the current level of support for connectors is still far from the one components
have.

At an architectural level of design, component interactions can be very simple (for
instance a shared variable) but also very complex (for instance database-acessing proto-
cols). Hence, it is of great interest to have mechanisms for designing connectors in an
incremental and compositional way as well as principled ways of extending existing
ones, promoting reuse. Furthermore, as argued in [3], modularising the different kinds
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of services involved in interaction protocols makes it easier to evolve systems (possi-
bly at run-time), because service modules may be added only when necessary, hence
preventing performance penalties when such complex interactions are not required.

In this work we take a step towards this goal by proposing a specification mecha-
nism that allows independent aspects such as compression, fault-tolerance, security,
monitoring, etc., to be specified separately, and then composed and integrated with
existing connectors. In this way, it becomes possible to benefit from the multiple
combinations of different services, ideally chosen à la carte. More concretely, we pro-
pose a notion of higher-order connector — a connector that takes a connector as pa-
rameter — through which is possible to describe the superposition of certain capabili-
ties over the form of coordination that is handled by the connector that is passed as an
actual argument.

We follow Garlan’s proposal of considering higher-order connectors as operators
with which new connectors can be built up from old connectors [8,9]. Concretely, we
define a higher-order connector through a (formal) parameter declaration and a body
connector that models the nature of the service that is superposed on instantiation of
the formal parameter. For instance, the monitoring of messages in a unidirectional
communication can be captured by a higher-order connector with a parameter Unidirec-
tional-comm that specifies the kind of connectors to which the service can be applied,
and a body connector that describes how an actual parameter is adapted in order to
transmit certain messages to a monitoring component. A higher-order connector can
be applied to any connector that instantiates the formal parameter, giving rise to a
connector with the new capabilities. In the case of monitoring, the higher-order con-
nector can be applied, for instance, to a connector that models asynchronous commu-
nication between a sender and a receiver.

This notion of higher-order connector extends  our preliminary proposal presented
in [12]. Furthermore, we not only develop this notion over a specific language —
CommUnity, but also delineate a notion of higher-order connector which is not spe-
cific to any Architecture Description Language. Such generalisation capitalizes on our
previous work [4,5,6,13] on the formal underpinning of connectors, namely on the
categorical framework that establishes the semantics of architectural connectors  inde-
pendently of specific choices of design languages and behavioural models.  Due to
space limitation, there are some important details of the categorical semantics of
higher-order connectors  that will not be discussed.

We start by presenting the program design language CommUnity, a Unity-like [2]
parallel program design language that we have been using for formalising aspects of
architectural design. In this paper, we will use CommUnity to illustrate the notion of
higher-order connector we wish to put forward and also to show how categorical tech-
niques can be used to formalise a design formalism. This is important because the
formal semantics we shall present for connectors and higher-order connectors relies on
the fact that category theory provides a convenient framework for describing a design
formalism, namely designs, configurations and relationships between designs, such as
refinement.



2   CommUnity

CommUnity is a program design language in the style of Unity [2], that also com-
bines elements from IP (Interacting Processes) [7]. The language is independent of the
actual data types used and, hence, we assume there are pre-defined sorts and functions
given by a fixed algebraic signature. For the purposes of examples, we assume this
algebraic signature contains sorts bool, nat, list, queue with the usual operations;
ordered pairs with projection functions fst (first element) and snd (second element); a
function if(cond,then-expr,else-expr) with the obvious meaning.

2.1  Component designs

A CommUnity design is of the form
design P is
out out(V)
in in(V)
prv prv(V)

do []
g∈ sh(Γ) 

g: L(g), U(g) → | |
v∈ D(g)

  v:∈ F(g,v)

[]
g∈ prv(Γ) 

prv g: L(g), U(g) → | |
v∈ D(g)

  v:∈ F(g,v)

where

− V is the set of variables that can be declared as input, output or private. Input vari-
ables are read from the environment of the component but cannot be modified by
the component. Output and private variables are local to the component, i.e., they
cannot be modified by the environment. We use loc(V) to denote the set of local
variables. Output variables can be read by the environment but private variables
cannot. Each variable v is typed with a sort sort(v).

− Γ  is the set of action names. Actions can be declared either as private or shared.
Private actions represent internal computations and their execution is uniquely un-
der the control of the component. In contrast, shared actions represent interactions
between the component and the environment and their execution is also under the
control of the environment.

− For each action g, D(g) consists of the local variables that action g can change –
its write frame. For every local variable v, we also denote by D(v) the set of ac-
tions that can change v.

− For each action g, L(g) and U(g) are two conditions such that U(g)⊃ L(g). They
establish an interval in which the enabling condition of g must lie: L(g) is the
lower bound of the interval, i.e., it is implied by the enabling condition; U(g) is
the upper bound, i.e., it implies the enabling condition. Therefore, the negation of
L(g) establishes a blocking condition, whereas U(g) establishes a progress condi-
tion. The enabling condition is fully determined when L(g) and U(g) are equivalent,
in which case we write only one condition.

− For each action g and variable v in D(g), F(g,v) is a expression that denotes a set –
the set of values that can be assigned to v. We abbreviate deterministic assignments



of the form v:∈ {t} as v:=t. When an action has empty domain, we use the expres-
sion skip instead.

When, for every g∈Γ , L(g) and U(g) coincide, and F(g,v) is a singleton for every
local variable v, then the design is called a program. The behaviour of a program
without input variables is as follows. At each execution step, one of the actions
whose enabling condition holds of the current state is selected, and its assignments are
executed atomically in parallel. Furthermore, private actions that are infinitely often
enabled are guaranteed to be selected infinitely often.

As an example consider the design presented below that models a box consisting of
a button, a sensor and a light. Its purpose is to allow a patient to request help in case
of medical emergency, with the transmission of the current value of the sensor (e.g.,
pulse). Pressing the button, which is modelled by the execution of hreq, turns on the
light, which is modelled by variable off becoming false. The light is turned off when
the help request is acknowledged. After the button is pressed, the current value of the
sensor is read, which is modelled by the execution of the private action read, and made
available for transmission in the output variable data. The private variable rd is used to
distinguish between states in which the value in data is the value to be transmitted or
not.

design help is
in sensor:nat
out data:nat, off: bool
prv rd: bool
do hreq: off → off:=false
[] prv read: ¬rd ∧  ¬off →data:=sensor|| rd:=true
[] hack: rd  → rd:=false || off:=true

2.2  Configurations

In CommUnity it is also possible to describe a system as the interconnection of a
number of interacting component designs by defining a configuration. The model of
interaction between components is based on action synchronisation and the intercon-
nection of input variables of a component with output variables of other components.
Although these are common forms of interaction, CommUnity requires interaction
between components — name bindings — to be made explicit in configurations.
Name bindings are established as relationships between the signatures of the corre-
sponding components and are defined with the help of additional signatures (represent-
ing the interaction points) and signature maps.

Let us consider, for instance, that we want to describe a system in which the mes-
sages from the help component are sent (to a receiver) through a bounded channel. The
design buffer parametrised by sort s described below models the bounded channel, more
concretely it models a bounded buffer with a FIFO discipline.



design buffer[s] is
in i:s
out o:s
prv rd:bool; q:queue(K,s)
do put: ¬full(q)→ q:=enqueue(i,q)
[] prv next: ¬empty(q)∧¬ rd → o:=head(q) || q:=tail(q) || rd:=true
[] get: rd → rd:=false

This buffer can store, through the action put, messages of sort s, received from the
environment through the input variable i, as long there is space for them. It can also
make stored messages available to the environment through the output variable o and
the action next. Naturally, this activity is possible only when there are messages in
store and the current message in o has already been read by the environment, which is
modelled by the action get and the private variable rd.

In order to establish that messages from the help component are sent (to a receiver)
through a bounded channel, we consider the following configuration

 channel(nat)

sig(help) sig(buffer(nat))

data←•→i
hack←•→put

where we use sig(P) to denote the signature of P, and channel(nat) is a signature that
consists of an input variable of sort nat and a shared action. The names of this variable
and of this action are not relevant: they are only placeholders for the name bindings.

In this configuration, the input variable of channel is mapped to the output variable
data of the help component and to the input variable i of buffer. This establishes an
I/O interconnection between  help and  buffer. Moreover, the actions hack of help and
put of buffer are mapped to the shared action of channel. This defines that help and
buffer must synchronise each time either of them wants to perform the corresponding
action.

Signatures and signature morphisms can be formally defined as follows.

A design signature is a tuple <V,Γ,tv,ta,D> where
− V is an S-indexed family of mutually disjoint finite sets,
− Γ is a finite set,
− tv: V→{out,in,prv} is a total function,
− ta: Γ→{sh,prv} is a total function,
− D: Γ→2loc(V) is a total function.

A morphism σ: θ1→θ 2 is a pair <σvar,σac> where
− σvar: V1→V2 is a total function satisfying:

1 . sort2(σvar(v))=sort1(v) for every v∈ V1;
2 . σvar(o)∈ out(V2) for every o∈ out(V1);
3 . σvar(i)∈ out(V2)∪ in(V2) for every i∈ in(V1);
4 . σvar(p)∈ prv(V2) for every p∈ prv(V1).

− σac: Γ2→Γ1 is a partial mapping satisfying for every g∈Γ 2 s.t. σac(g) is defined:
5 . if g∈ sh(Γ2) then σac(g)∈ sh(Γ1);
6 . if g∈ prv(Γ2) then σac(g)∈ prv(Γ1);



7 . σvar(D1(σac(g)))⊆ D2(g);
8.  σac(D2(σvar(v)))⊆ D1(v) for every v∈ loc(V1).

Design signatures and signature morphisms constitute a category SIGN.

A morphism σ: θ1→θ 2 identifies a way in which a component with signature θ1 is
embedded in a larger system with signature θ2. More concretely, σvar identifies for each
variable of the component the corresponding variable of the system, and σac identifies
the action of the component that is involved in each action of the system, if ever.
Notice that input variables of a component may become output variables of the sys-
tem (condition 3) because we consider that the result of interconnecting an input vari-
able of a component with an output variable of another component is an output vari-
able of the system. Conditions 7 and 8 require that change within a component is
completely encapsulated in the structure of actions defined for the component.

Not every diagram of signatures represents a meaningful configuration in the sense
that there are restrictions on the way that we can interconnect components that are not
captured by the notion of morphism alone but require the whole diagram. The two
following rules express the restrictions on diagrams that make them well-formed con-
figurations:

− An output variable of a component cannot be connected (directly or indirectly
through input variables) with output variables of the same or other components.

− Private variables and private actions cannot be involved in the connections.

The second rule ensures that private variables cannot be read by the environment
and that the execution of private actions is uniquely under the control of the compo-
nent.

In the sequel, for simplicity, rather than using diagrams involving signatures and
signature morphisms, we will mainly use a more user-friendly notation. For instance,
the configuration presented previously could be described as follows.

help

hack

buffer(nat)
i

put

o

gethreq

datasensor

off

In this notation, the name bindings are still explicit but are expressed in terms of
arcs that connect variables and actions directly. These configurations can be easily
translated into categorical diagrams involving signatures and signature morphisms.

Configuration Semantics

The semantics of configuration diagrams relies on an extension of the notion of signa-
ture morphism that allows us to establish relationships between designs. Design
morphisms capture relationships between components and the systems that they are
part-of. They can be seen to provide a formalisation for a notion of superposition that
is similar to those that have been used for parallel program design [2,10].

A superposition morphism σ:P1→P2 consists of a signature morphism σ:θ1→θ2 s.t.,
for every g∈Γ 2 s.t. σac(g) is defined:



1.  for every v∈ D1(σac(g)),Φ ‚ (F2(g,σvar(v))⊆  σ(F1(σac(g),v)));
2.  Φ ‚ (L2(g) ⊃  σ(L1(σac(g))));
3.  Φ‚ (U2(g) ⊃  σ(U1(σac(g))));

where ‚  denotes validity in the first-order sense. Designs and superposition mor-
phisms constitute the category c-DSGN.

A morphism σ:P1→P2 identifies a way in which P1 is "augmented" to become P2

so that P2 can be considered as having been obtained from P1 through the superposi-
tion of additional behaviour. The conditions say that the effects of the actions have to
be preserved or made more deterministic and that the bounds for the enabledeness of
each action cannot be weakened. Strengthening of the lower bound is typical of super-
position and reflects the fact that all the components that participate in the execution
of a joint action have to give their permission for the action to be performed. On the
other hand, it is clear that progress for a joint action can only be guaranteed when all
the components involved can locally guarantee so.

Any diagram D  in SIGN  that establishes the interactions between a given set of
components can be trivially lifted to a diagram D' of designs and superposition mor-
phisms: the signature of each design is replaced by the design itself; every channel ch
in D is replaced by dsgn(ch)— the design with signature ch, tautological bounds for
the enabledeness of each action and the least deterministic assignment for the variables
in the write frame of each action (v:∈ sort(v)). Defined in this way, dsgn(ch) is a
design that is "neutral" with respect to the establishment of superposition morphisms
in the sense that every signature morphism σ:ch→sig(P) defines a superposition
morphism σ:dsgn(ch)→P. For simplicity, we will continue to use ch instead of
dsgn(ch) in the configuration diagrams.

On the account of this transformation, every configuration can be transformed into
a single design that represents the whole system by taking the colimit of the diagram
D' in the category c-DSGN. Very roughly, the colimit “merges” the input variables
identified with an output variable into that output variable, it establishes the synchro-
nisation sets and it assigns to each of these sets an action whose bounds for enablede-
ness are the conjunction of the local bounds of each action in the set and whose as-
signments are the parallel composition of the assignments performed locally by each
action in the set. In the next section we will present an example of the colimit con-
struction.

2.3  Refinement

CommUnity supports several mechanisms for underspecification which can be reduced
or eliminated through refinement. Concretely, in CommUnity designs, actions may be
underspecified in the sense that their enabling conditions may not be fully determined
and subject to refinement by reducing the interval established by L and U, and their
effects on the variables may be undetermined and also subject to refinement by replac-
ing the assignment sets by proper subsets.

Refinement of CommUnity designs can be modelled by the following morphisms.

A refinement morphism σ:P1→P2 consists of a signature morphism σ:θ1→θ2 s.t.:



1.  σvar(inp(V1))⊆ inp(V2) and σvar↓ (out(V1)∪ inp(V1)) is injective;
2.  σ -1 

ac (g)≠∅ , g∈ sh(Γ1);
For every g∈Γ 2 s.t. σac(g) is defined:

3 . for every v∈ D1(σac(g)),Φ ‚ (F2(g,σvar(v))⊆  σ(F1(σac(g),v)));
4. Φ‚ (L2(g) ⊃  σ(L1(σac(g)))).

For every g1∈Γ 1:
5.  Φ‚(σ(U1(g1)) ⊃  ∨

σac(g2)=g1
  U2(g2)).

Designs and refinement morphisms constitute the category r-DSGN.

A refinement morphism supports the identification of a way in which a design P1 is
refined by another design P2. Each variable of P1 has a corresponding variable in P2

and each action g of P1 is implemented by the set of actions σ -1 
ac (g) in the sense that

σ -1 
ac (g) is a menu of refinements for action g. The actions for which σac is left unde-

fined (the new actions) and the variables which are not in σvar(V1) (the new variables)
introduce more detail in the refined description of the component.

Condition 1 ensures that an input variable cannot be made local by refinement and
that different variables of the interface cannot be collapsed into a single one (refine-
ment does not alter the border between the system and its environment). Condition 2
ensures that those actions that model interaction between the design and its environ-
ment have to be implemented. Conditions 4 and 5 state that the "interval" of (allowed)
non-determinism defined by the two bounds for enabledeness can only be preserved or
reduced by refinement (refinement, pointing in the direction of an implementation,
should reduce allowed non-determinism). The non-determinism of assignments must
be preserved or decreased (condition 3).

For instance, the help design presented previously  is a refinement of  a generic
sender of messages.

design  sender[s] is
out o:s
prv rd:bool
do prv prod: ¬rd,false→o:∈ s || rd:=true
 []    send: rd,false→rd:=false

Notice that, in this design, it is left unspecified when and how many messages  the
sender will send as well as the discipline of production. The underlying  refinement
morphism is

η:sender(nat)→help η(o)=data,η(rd)=rd,η(read)=prod,η(send)=hack

3   Architectural Connectors

Software Architecture has put forward connectors as first-class entities for modelling
interactions between systems components. According to [1], a connector is defined by
a set of roles and a glue specification. Each role describes the behaviour that is ex-
pected of each of the interacting parts, i.e., it determines the obligations that they have



to fulfill to become instances of the roles. The glue describes how the activities of the
role instances are coordinated.

Using the mechanisms that we have just described for configuration design in
CommUnity, it is not difficult to come up with a formal notion of connector:

− A connection consists of
-  two designs G and R, called the glue and the role of the connection, respec-

tively;
-  a signature θ and two superposition morphisms σ:dsgn(θ)→G,

µ:dsgn(θ)→R connecting the glue and the role.
− A connector is a finite set of connections with the same glue that, together, consti-

tute a well-formed configuration.

    G
     σ1     σi                                               σn

θ1 θi θn

    µ1  µi µn

R1      Ri Rn

− The semantics of a connector is the colimit of the diagram formed by its connec-
tions.

For instance, asynchronous communication of values of type s through a bounded
channel can be modelled by a connector Async with two roles — sender and receiver.
These roles define the behaviour required of the components to which the connector
can be applied. For the sender we require that it does not produce another message
before the previous one has been processed. After producing a message, the sender
should expect an acknowledgement to produce a new message. For the receiver, we
simply require that it has an action that models the reception of a message.  In Com-
mUnity, the role sender   is modelled by the design sender[s] defined previously and
the receiver can  be designed as follows.

design receiver[s] is
in i:s
do rec: true,false→skip

In order to leave unspecified when and how many messages the receiver will receive
the progress guard of rec is false (in this way,  the enabling condition can be as strong
as we wish).

The glue of Async is the design buffer[s] presented previously. It prevents the
sender from sending a new message when there is no space and prevents the receiver
from reading a new message when there are no messages.

Finally, the configuration below establishes how the roles and the glue of Async
are connected.



 channel[s]    channel[s]

sig(sender[s]) sig(buffer[s]) sig(receiver[s])

o←•→i
send→•←put

o←•→i
get→•←rec

The left-hand side morphisms define that sender and buffer must synchronise on ac-
tions send and put, and establish the interconnection of the output variable o of sender
with the input variable i of buffer. On the other hand, the right-hand side morphisms
define that buffer and receiver must synchronise on actions get and rec and establish the
interconnection of the output variable o of buffer with the input variable i of receiver.

The semantics of connector Async is given by the colimit of its configuration dia-
gram, which returns the design given, up to an isomorphism, by  

design async[s] is
out os,ob:s
prv rds,rdr:bool; q:queue(K,s)
do prv prod: ¬rds, false→ os:∈ s||rds:=true
[] send|put:¬full(q)∧¬ rds,false→q:=enqueue(os,q)||rds:=false
[]   prv next: ¬empty(q)∧¬ rdr→ ob:=head(q)|| q:=tail(q)||rdr:=true
[] rec|get: rdr, false → rdr:=false

This design provides the means for global properties of the protocol that Async de-
fines to be derived. For instance, reasoning about this design, it is possible to con-
clude that no messages are lost and that the correctness of the transmission/ reception
of data (in order message delivery) does not depend on the speed at which messages are
produced and consumed.

The connectors we have described so far are connector types in the sense that they
can be instantiated. More concretely, the roles of a connector type can be instantiated
with specific designs. Role instantiation has to obey a compatibility requirement
expressed via the refinement relationship and, hence, an instantiation of a connector
can now be defined as follows:

− An instantiation of a connection with role R consists of a design P together with a
refinement morphism η:R→P.

− An instantiation of a connector consists of an instantiation for each of its connec-
tions.

    G

θ1 θi θn

    µ1  µi µn

R1      Ri Rn

    η1 ηi ηn

P1     Pi Pn

Figure 1



− The semantics of a connector instantiation is the colimit of the diagram in c -
DSGN  formed as described above by composing the role morphism of each con-
nection with its instantiation.

For instance, the connector Async can be used to interconnect the help component
with a given receiver. This can be achieved  by instantiating the role  sender of Async
with help, through the refinement morphism η defined previously.

It is important to notice that the formalisation of architectural connectors we pre-
sented is not specific to any design formalism insofar as the involved categories are
not fixed. However, there are some properties that a design formalism needs to satisfy
to support such architectural concepts. For instance, the semantics of a connector
instantiation relies on the possibility of composition of the role morphism of each
connection with its instantiation.

This property and other properties that a design formalism need to satisfy to sup-
port such architectural concepts are discussed in detail in [4]. Herein, we shall simply
explain why it is possible to compose a role morphism with its instantiation in the
case of CommUnity.

In CommUnity, each instantiation η:R→P of a connection is composable with µ
in order to define µ;φ:θ→sig(P) because θ is according to the rules that define well-
formed configurations and, hence, has no private variables, which means that at the
level of signatures the refinement morphism has the same properties as a composition
morphism over θ. As we have already argued in section 2.2, every such signature
morphism can be lifted to a design morphism µ;φ:dsgn(θ)→P. Hence, an instantia-
tion of a connector defines a diagram in c-DSGN  that connects the role instances to
the glue. Moreover, because each connection is according to the rules set for well-
formed configurations as detailed in the previous section, the diagram defined by the
instantiation is, indeed, a configuration and, hence, has a colimit.

In the sequel, we will use C+(ηi) to denote the configuration depicted in figure 1,
obtained by composing the role morphism of each connection i of C with its instan-
tiation η i.

4   Higher-order  Architectural Connectors

As explained before, it is important that connectors can be designed compositionally,
by combining different interaction capabilities. In particular, it is important to have
principled forms of adapting connectors to new situations, for instance in order to
incorporate compression, fault-tolerance, security, monitoring, etc.

Let us consider for instance compression. In this case, the goal is to adapt a con-
nector that represents a unidirectional communication protocol in order to compress
data for transmission in a transparent way.

A generic unidirectional communication protocol can be modelled by the binary
connector Uni-comm[s]



sender[s]
o

send

glue[s]
i

put

o

get

receiver[s]
i

rec

where
design glue[s] is
in i:s
out o:s
do put: true,false →  skip
[] prv prod: true,false →  o:∈ s
[] get: true,false →  skip

and sender[s] and receiver[s] are defined as before. Notice that this glue leaves com-
pletely unspecified the way in which messages are processed and transmitted.

Our aim is to install a compression/decompression service over Uni-comm. That is
to say, our aim is to apply an operator to Uni-comm such that, in the resulting con-
nector, a message sent by the sender is compressed before it is transmitted through
Uni-comm and then decompressed before it is delivered to the receiver.

It is not difficult to realize that this form of coordination of the sender and receiver
activities, embodied by the glue of the new connector, can be obtained by instantiating
the sender role of Uni-comm with a component comp that compresses messages be-
fore it transmits them, and by instantiating the sender role of Uni-comm with a com-
ponent decomp that decompresses the message it receives.

Such components can be designed in CommUnity as follows
design comp is
in di:t
out co:s
prv v:t; rd,msg:bool
do drec: ¬msg → v:=di|| msg:=true
[] prv comp:¬rd∧  msg → co:=comp(v)|| rd:=true
[] csend:rd → rd:=false|| msg:=false

design decomp is
in ci:s
out do:t
prv v:s; rd,msg:bool
do crec: ¬msg → v:=ci|| msg:=true
[] prv dec:¬rd∧ msg → do:=decomp(v)|| rd:=true
[] dsend: rd → rd:=false|| msg:=false

and the instantiation of Uni-comm with comp and decomp can be described by the
refinement morphisms

η∗
s:sender(s)→comp η∗

s(o)=co,η∗
s(rd)=rd,η∗

s(comp)=prod,η∗
s(csend)=send

η∗
r:receiver(s)→decomp η∗

r(i)=ci,η∗
r(crec)=rec

In this way, the glue of the new connector is given by



sender[s] receiver[s]glue[s]
o i o i

get recput

comp
di co

drec

decomp
ci do

dsendcreccsend

send

prod

rd

rd

comp dec

where hairlines were used to represent the refinement relationship.
It remains to define that, in the new connector, the messages sent by the sender are

received by the comp component and that decomp delivers the decompressed messages
to the receiver. The connector Compression depicted  below models this form of coor-
dination.

comp
di

drec csend

co

decomp
do

crec

ci

comp-decomp

sender[t]
o

send

receiver[t]
i

recdsend

Notice that the glue, comp-decomp, is defined in terms of a configuration where comp
and decomp do not interact.

In summary, the procedure we described for installing the compress/decompress
service over Uni-comm, that models a generic unidirectional communication protocol,
is described by

− the connector Compression;
− the refinement morphisms ηs:sender(s)→comp-decomp and ηr:receiver(s)

→ comp-decomp induced, respectively, by η∗
s and η∗

r (because comp and decomp
do not interact, any component refined by one of them is also refined by their
composition).

It is not difficult to realise that this procedure can be applied to more specific con-
nectors provided they model unidirectional communication protocols. In fact, we may
regard Uni-comm as a formal parameter of this description, that can be instantiated
with different connectors. The connector Compression can be regarded as the body of
the definition, that models the nature of the service that is superposed on instantiation
of the formal parameter. Finally, the refinement morphisms establish a relationship
between the parameter and the body connectors.

Putting the three previous pictures together we get a graphical representation of
this parameterised entity—Compression(Uni-comm), and is an example of what we
call a higher-order connector.



sender[s] receiver[s]glue[s]
o i o i

get recput

sender[t] comp

send

o di co

drec

receiver[t]decomp
ci do i

dsend reccreccsend

send

prod

rd

rd

comp dec

Higher-order connectors can be formally defined as follows.

− A higher-order connector (hoc) consists of
-  a connector pC, called the formal parameter of the hoc; its roles, glue and

connections are called, respectively, the parametric roles, the parametric
glue and the parametric connections of the hoc;

-  a connector C – its roles and glue are also called the roles and the glue of
the hoc;

-  an instantiation of the formal parameter connector with the glue of the
hoc, i.e., a refinement morphism η i from each of the parametric roles to
the glue, such that the diagram in c-DSGN  obtained by composing the
role morphism of each parametric connection with its instantiation

pG

pθ1  pθi pθk

pR1   pRi pRk

    G

θ1     θi θn

R1     Ri Rn

pC

C

η 1 ηk

η i

  constitutes a well-formed configuration.
− The semantics of a higher-order connector is the connector depicted below. Its roles

are the roles of C and its glue is G’, a design returned by the colimit of the con-
figuration pC+(ηi), obtained by composing the role morphism of each parametric
connection with its instantiation.



 

  pG

pθ1 pθi
 pθk

pR1     pRi pRk

    G

θ1   θi
 θk

R1     Ri Rn

G’

η1 ηk

η i

Now it remains to explain the procedure of parameter passing, i.e., how a higher-
order connector can be applied to a specific connector and how the resulting connector
is obtained.

Let us suppose that we want to install the compression service over the Async
connector. In this case, it is not difficult to realize that we may replace the formal
parameter of Compression(Uni-comm) by Async because this connector does model a
unidirectional communication protocol. More concretely, Async has exactly the same
roles that Uni-comm and its glue is a refinement of Uni-comm's glue.

sender[s] receiver[s]glue[s]

send

o i o i

get rec

buffer[s]

put

i o

get

prod

next

put

The construction of a new connector from the given higher-order connector and the
actual parameter connector is straightforward. We only need to compose the intercon-
nections of the buffer to sender and receiver with the refinements ηs and ηr that define
the instantiation of Uni-comm with comp and decomp, respectively. For example,
variable co of comp becomes connected to the input variable i of buffer because co
corresponds to the variable o of sender which in turn is, in Async, connected to i. The
resulting configuration fully defines the connector Compression(Async). Its roles are
sender and receiver and its glue — c-buffer-d, is defined in terms of a configuration
involving comp, decomp and buffer as shown below.

comp receiver[t]decompsender[t]
o

send

di i

rec

co do

dsendcrec

ci

buffer[s]

put

i o

getcsenddrec

c-buffer-d



In this example, the formal and the actual connectors have exactly the same roles
and the instantiation of the higher-order connector is established merely by a refine-
ment morphism from the glue of the former to the glue of the later. However, the
instantiation of a higher-order connector can be defined in a more general way, through
the definition of a notion of fitting morphism between connectors. The instantiation
of a higher-order connector is then established by a fitting morphism from the formal
to the actual connector.

We shall now discuss the suitable notion of fitting morphism between connectors.
Because the formal parameter of a higher-order connector defines the kind of connectors
to which the higher-order connector can be applied, its instantiation has to obey a
compatibility requirement.  Intuitively, a fitting morphism from a connector C1 to a
connector C2 must express that it is possible to use, in the design of a given system,
C2 in place of C1 in the sense that the functionality of the system is preserved.

We first notice that, for this be possible, the two connectors must have the same
number of roles. Furthermore, C2 has to admit to be instantiated with the same com-
ponents than C1. That is to say, every restriction on the components to which C2 can
be applied must also be a restriction imposed by C1. In this way, fitting morphisms
must establish a correspondence between the roles of C1 and C2 and must require that
each of the roles of C2 is refined by the corresponding role of C1.

We have seen that connectors may be based on glues that are not fully developed as
designs (may be underspecified) and, nevertheless, the concrete commitments that have
already been made determine in some extent the type of interconnection that the con-
nector will ensure. The type of interconnection is clearly preserved if we simply con-
sider a less unspecified glue, i.e., if we refine the glue. Hence, fitting morphisms
must allow for arbitrary refinements of the glue.

Having this in mind, we arrive at the following notion of fitting morphism:

− A fitting morphism φ from a connection <σ1: dsgn(θ1)→G1,µ1:dsgn(θ1)→R1> to
a connection <σ2:dsgn(θ2)→G2,µ2:dsgn(θ2)→R2> consists of a pair <φG:
G1→G2,φR:R2→R1> of refinement morphisms s.t. the interconnection <σ1,µ1>+φG

of R1 with G2 is refined by the interconnection <σ2,µ2>+φR (that is to say, there
exists a refinement morphism from the colimit <σ1,µ1>+φG of to the colimit of
<σ2,µ2>+φR).

θ1

µ1           σ1

R1 G1

φR        φG

R2   G2

     µ2        σ2

    θ2

<σ1,µ1>+φG

<σ2,µ2>+φR

− A fitting morphism φ from a connector C1 to a connector C2 with the same number
of connections consists of a fitting morphism φ from each of C1's connections to
each of C2's connections, all with the same glue refinement φG.



Based on these fitting morphisms between connectors, we may finally define the
instantiation of a higher-order connector.

− An instantiation of a higher-order connector with formal parameter pC (figure 2)
consists of a connector CA (the actual parameter) together with a fitting morphism
φ:pC→CA, such that the diagram in c-DSGN  obtained by composing the role
morphisms of each actual connection with the corresponding fitting component and
then with the role instantiation (figure 3) constitutes a well-formed configuration.

pG

pθ1   pθi pθk

pR1   pRi pRk

    G

θ1     θi θn

R1     Ri Rn

pC

C

η1
η i ηk

                   

  GA

θ1
A θi

 A θk
 A

R1
A    Ri

A Rk
A

pR1    pRi pRk

    G

θ1   θi
 θn

R1    Ri Rn

C

CA

φ1 φi
φk

η1 ηk
η i

Figure 2 Figure 3

− The semantics of a higher-order connector instantiation is the connector with the
same roles as C and its glue is a design returned by the colimit of the configuration
CA+(φi;η i).

For simplicity, we defined higher-order connectors with one parameter only. How-
ever, the definition can be extended to the case of several parameters in a straightfor-
ward way. We end this section by presenting an example of a higher-order connector
with two parameters that models a fault-tolerance service. Specifically, we aim to
describe a way of combining two unidirectional communication protocols in order to
obtain a unidirectional communication protocol that provides reliable and in order
message delivery, in the presence of messages loss and duplication faults.

The idea behind this fault-tolerance service is that messages must be numbered be-
fore they are transmitted and then must be de-numbered before they are delivered to the
receiver. Moreover, the messages that arrive out-of-order must be ignored (not trans-
mitted to the receiver) and in response to a message an acknowledgment with its num-
ber must be transmitted.

This service can be modelled by a higher-order connector with two parameters. One
represents the connector used to transmit the messages (after being numbered) and the
other represents the connector used to transmit the acknowlegment messages (which in
fact will be natural numbers) in the opposite direction. Clearly, each of these connec-
tors should model a unidirectional communication protocol.

The higher-order connector itself, Ft(Uni-comm[t],Uni-comm[t*nat]), consists of



− the connector Numbering defined by

number
i

nsend

no

denumber
o

nrec

ni

number-denumber

sender[t]
o

send

receiver[t]
i

recsendarecrec

nack nack

asend

where the glue, Number-Denumber, is defined in terms of a configuration with the
following two components:

design number is
in i:t,nack:nat 
out no:t*nat
prv b: list(t), current:t+null, k:nat, rd: bool
do rec: ¬full(b)→b:=b.i
[] prv take:¬empty(b)∧ current=null→current:=hd(b)||b:=tl(b) ||k:=k+1
[] prv nprod: ¬rd∧ current≠null → rd:=true||no:=<current,k>
[] nsend: rd → rd:=false
[] arec: true → current:=if(nack=k,null,current)

design denumber is
in ni:t*nat

 out nack:nat, o:t
prv b: list(t), n,k:nat, rda,rds: bool
do nrec: ¬rda∧¬ full(b)→ b:=if(snd(ni)=k+1,b.fst(ni),b)

      || k:=if(snd(ni)=k+1,k+1,k)|| n:=snd(ni)
[] prv aprod: ¬rda → nack:=n || rda:=true
[] asend: rda → rda:=false
[] prod: ¬empty(b)∧¬ rds → o:=hd(b)||b:=tl(b)||rds:=true
[] send: rds → rds:=false

Component number numbers the messages to be transmitted, sending repeatedly
the same message until an acknowledgement with its number is received. Mean-
while, messages to be transmitted are stored in a buffer. Component denumber re-
ceives numbered messages through ni and transmits through nack an acknowleg-
ment with the message number. Meanwhile, it stores the messages that arrive in
order and delivers them to the receiver.

− the connectors Uni-comm[t*nat] and Uni-comm[nat] — the two formal parameters;

− the refinement morphisms
ηs:sender(t*nat)→number-denumber, ηr:receiver(t*nat)→number-denumber

κs:sender(nat)→number-denumber, κr:receiver(nat)→number-denumber
induced respectively by

η∗
s:sender(t*nat)→number

η∗
s(o)=no,η∗

s(rd)=rd,η∗
s(nprod)=prod,η∗

s(nsend)=send
η∗

r:receiver(t*nat)→denumber
η ∗

r(i)=ni,η ∗
r(nrec)=rec

κ∗
s:sender(nat)→denumber

κ∗
s(o)=nack,κ∗

s(rd)=rda,κ∗
s(aprod)=prod,κ∗

s(asend)=send
κ ∗

r:receiver(nat)→number



κ ∗
r(i)=nack,κ ∗

r(arec)=rec

It is important to notice that the two parameters of the higher-order connector
Ft(Uni-comm[t],Uni-comm[t*nat]) can be instantiated with two different connectors
but they can also be both instantiated with the same connector, provided this connec-
tor encompasses both capabilities — transmission of numbered messages in one direc-
tion and transmission of natural number in the other direction.

5 Conclusions

In this paper we proposed a notion of higher-order connector and showed that this
abstraction indeed facilitates the separation of concerns in the development of complex
connectors and their compositional construction. In particular, we have shown how a
compression service and fault-tolerance service can be modelled separately as higher-
order connectors. Furthermore, we continued our previous work on the use of Cate-
gory Theory to formalise key notions of software architecture. Building on the cate-
gorical semantics for the notion of architectural connector, we formalised higher-order
connectors and established their categorical semantics.

Our definitions agree with Garlan’s original proposal [8] of a hoc as an operator
over connectors for supporting connector construction through incremental transforma-
tion, hence allowing one to define more complex interactions in a more systematic
way.  More concretely, Garlan and Spitznagel [9] propose that a connector transforma-
tion be modelled as a function — from one or more connectors to a new connector —
defined in terms of its inputs, preconditions on its application and postconditions on
its result. They formalise these ideas in the context of a particular ADL, namely
Wright, relying on the specific language and semantics of CSP.

We showed that a transformation of a connector can be modelled by a parameterised
entity that is essentially constituted by two connectors. One of these connectors is the
formal parameter that defines the kind of connectors the transformation can be applied
to. The other connector — the body of the hoc — concerns the transformation itself.
Owing to the formal semantics of hocs, the transformation can be understood and
analysed. Although we have used CommUnity to motivate and illustrate our ideas, by
adopting a categorical framework for formalising these ideas, we achieved independence
relatively to the ADL.

Due to space limitation, we did not address the composition of higher-order connec-
tors but the categorical framework leads naturally to a notion of composition of
higher-order connectors that is useful for combining orthogonal properties. Such com-
position is naturally defined by considering a more general form of instantiation —
parameterised instantiation, more specifically the instantiation of hocs with hocs. This
composition supports the combination of different kinds of functionality, modelled
separately by different higher-order connectors, giving rise also to a higher-order con-
nector. In this way, it is possible to analyse the properties that such compositions
exhibit, namely to investigate whether undesirable properties emerge and desirable
properties are preserved.



As mentioned before, the individual specification of independent aspects such as
compression and fault-tolerance as higher-order connectors makes it easier to evolve
systems at run-time. Through run-time reconfiguration of the system architecture,
namely through the replacement of connectors, such services may be added only when
necessary, hence preventing performance penalties when such complex interactions are
not required. Work reported in [15] addresses the support that is required for an archi-
tectural-driven process of reconfiguration in which connectors, as well as components,
can be replaced, added or deleted.
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